Today: OS Boot Process

Compu’rer Science CS577: OS Design and Impl Lecture 5, page 1

Powering On a PC

 Six step process for a generic OS boot
— many steps before the kernel starts booting
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BIOS/MBR Boot

« BIOS: basic input output system
« MBR: Master Boot Record on disk

— Refer to https://neosmart.net/wiki/mbr-boot-process/

« The PCis turned [« The MBR loads

on &t'he BIOS « The BIOS calls code from the + The bootsector
initializes the code stored in boc')tsector. 9f the loads & runs the
hardware. the MBR at the active partition. bootloader from
start of disk 0. its filesystem.
N RINS N
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BIOS Splash Screen

American
Megatrends

2014 Amer ican Megatrends, Inc.
ABERTOOTH Z97 MARK 1 ACPI BIOS Revision 1202

CPU; ntel (R) Core(TM) i7-4790K CPU @ 4.00GHZ
Speed: 4000MHz

Total Memory: 16384MB (DDR3-1333)
USB Devices total: O Drive, 3 Keyboards, 2 Mice, 2 Hubs
Detected ATA/ATAPI Devices...

SATA Port3: WDC WD2O0EZRX-00DSPBO
SATA Portd: Samsung SSD 850 PRO 256G

Please enter setup to recover BIOS setting.
Press F1 to Run SETUP
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BIOS

« BIOS: basic input output system
— lowest level of software on a PC that interfaces with hardware

— Stored on EEPROM /ROM

— 1nterface for boot loader or kernel to communicate with and
control hardware

* Use interrupts to read/write to desk and other hardware

* Power on: Power-on Self Test
— Init RAM, scan for attached hardware (disks), USB devices,
quick tests performed (E.g., keyboard error), inits video card

« BIOS then does a boot handoff

— Loads a small program from boot device/disk
— Hand off control to the program
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Boot Device and MBR Boot

» Master boot record: first sector of boot device/disk
« Partition table: unto 4 partitions

— Default: entire disk has one partition; multiple
partitions: each can be a different volume/file system

* Bootstrap code: called stage 1 boot loader
— First 440 bytes of 512 bytes
— CPU loads bootstrap and starts executing it
— Look for partition marked active; load code from that partition
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MBR and Partition Table Entry

Address

Hex Dec
+000pex +0
+1BEhex | +446
+1CEpey | +462
+1DEpe, | +478
+1EEp., | +494
+1FEpex | +510
+1FFhex | +511

Structure of a classical generic MBR
Description

Bootstrap code area
Partition entry Ne1
Partition entry Ne2 Partition table
Partition entry Ne3 | (for primary partitions)
Partition entry Ne4
55hex )
Boot signaturel@

ARpex

Total size: 446 + 4x16 + 2

Size
(bytes)

446

Element (offset) Size Description

0 byte Boot indicator bit flag: 0 = no, 0x80 = bootable (or "active")

1 byte Starting head

2 6 bits | Starting sector (Bits 6-7 are the upper two bits for the Starting Cylinder field.)

3 10 bits | Starting Cylinder

4 byte System ID

5 byte Ending Head

6 6 bits Ending Sector (Bits 6-7 are the upper two bits for the ending cylinder field)

7 10 bits | Ending Cylinder

8 uint32_t | Relative Sector (to start of partition -- also equals the partition's starting LBA value)
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12 uint32_t | Total Sectors in partition
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Partition Boot Sector

First 512 bytes of active partition
— First 3 bytes: JMP instruction; skip XX bytes to bootstrap code

Lecture 5, page 7

Filesystem header: info specific to file system in volume

Bootstrap code: Second-stage boot loader
— Ends with JMP to next sector in partition for actual loader
Together, they look up a file stored on partition as a
regular file and tell CPU to execute the file
— Stored as a normal file on the file system
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Bootloader

 Technically, 3rd-stage boot loader (after MBR, boot part)

— Contains executable + config files
— Most support dual boot or multi-boot

« The bootloader locates
and loads the kernel for
the selected OS from
the disk, and hands-off
control of the PC to the

OS.

« Once the bootloader is
finally executed, it
loads its configuration/
database from files on
the same partition.

« The bootloader
optionally presents the
user with a list of
operating systems as

loaded from the

L configuration file.

Operating

Bootloader System Kernel
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Bootloader Boot process

Load basic filesystem drivers

The bootloader must load and run the primitive filesystem "drivers" that give it
the ability to read, at the very least, the filesystem it is located on.

A 4

Load and read configuration file

|¢

With support for the filesystem loaded, the bootloader can now read the list of
operating systems from the disk and prepare it for display.

/4
/d
/

Load and run supporting modules

|¢

If the configuration file specifies that additional modules are required, they're

A4

Display operating system menu

loaded and run accordingly.

The bootloader displays a list of operating systems for the user to choose from (if
applicable), and optionally allow for specifying parameters and settings.

Load the selected 0OS

The bootloader can now load and execute the kernel, handing off control of the
PC to the OS and ending its role in the boot process.
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Sample /etc/grub2.cfg file

* menuentry defines kernels

terminal_output console

if [ x$feature_timeout_style = xy ] ; then

set timeout_style=menu

set timeout=5

# Fallback normal timeout code in case the timeout_style feature is

# unavailable.

else

set timeout=5

fi

### END /etc/grub.d/00_header ###

BEGIN /etc/grub.d/10_linux ###

menuentry 'Cent0S Linux (3.10.0-123.4.2.el7.x86_64) 7 (Core)' --class centos --class gnu-1
inux --class gnu --class os —-unrestricted $menuentry_id_option 'gnulinux-3.10.0-123.el7.x
86_64-advanced-fe0109f2-6f34-48ae-b51e-1f5fa78305b5"' {

load_video

set gfxpayload=keep

insmod gzio

insmod part_msdos

insmod ext2

set root='hd0,msdosl’
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OS Kernel Boot

GNU GRUB

dUbuntu, with Linux 3.1!

Basic Input/Output System
BIOS executes MBR
=
) Master Boot Record
M BR executes GRUB
< J =
Grand Unified Bootloader
GRUB executes Kernel
e
( ) Kernel
Kernel executes /sbin/init
J =
. Init
Init executes runlevel programs
- 4 i

Runlevel programs are
Runlevel executed from /etc/rc.d/rc*.d/

Vs
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OS Kernel Boot Steps (Linux)

Select kernel from GRUB

— Linux kernel is often stored in compressed form

Load kernel

Image file containing root FS and all kernel modules
loaded (/boot/initramfs) [old name was initrd]
— GRUB starts kernel, provides memory address of image file

— Kernel mounts image file as initial memory-based root FS
— Kernel detects hardware
— Root fs on disk takes over from the memory-based root FS

* Boot process start INIT (SYSTEMD)
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Boot process: INIT

« Kernel, once loaded, starts init (from /sbin/init)
— on some systems init linked to “systemd”
— 1nit process becomes the first process in the system

« all process are descendants of init

— 1nit process reads /etc/inittab as initial config file
— Find selected run level and start services from /etc/rc directory
— run level defines what services are started

* 0: halt

* 1: single user mode

2 multi-user mode, no NSF

* 3: full multi-user mode

* 5: X11, 6:reboot [4 1s unused]
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run-level Services

* Depending on init run-level, init will run all scripts from
a certain directory to start services

— To start a service at a run-level, create a startup script in
appropriate directory

— run level 0: /etc/rc.d/rc0.d/
— run level 1: /etc/rc.d/rcl.d
— run level 3: /etc/rc.d/rc3.d
 Scripts starting with “S™ are startup; starting with “K”
for kill during shutdown
* Filenames are started in sequence
— S12syslog (seq # is 12), S80sendmail (seq # 80)...

= Key services: dhep, networking, sshd started here

*h
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MINIX 3 Startup

Component | Description Loaded by
kernel Kernel + clock and system tasks (in boot image
pm Process manager (in boot image)
fs File system (in boot image
rs (Re)starts servers and drivers (in boot image
memory RAM disk driver (in boot image
log Buffers log output (in boot image
tty Console and keyboard driver (in boot image
driver Disk (at, bios, or floppy) driver (in boot image
init parent of all user processes (in boot image
floppy Floppy driver (if booted from hard disk) /etc/rc

is Information server (for debug dumps) | /etc/rc

cmos Reads CMOS clock to set time /etc/rc

random Random number generator /etc/rc

printer Printer driver /etc/rc
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Bootstrapping MINIX (1)

@)
Disk structures used for bootstrapping.

Unpartitioned disk: The first sector 1s the bootblock.
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Bootstrapping MINIX (2)

(b)
Disk structures used for bootstrapping.

Partitioned disk: The first sector is the master

= boot record, also called masterboot.
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Boot Time in MINIX

rootdev=256

ramimagedev=916

ramsize=4096

processor=586

bus=at

video=vga

chrome=color
memory=800:92880,100000:2F00000
cO=at

image=/minix/2.0.3r5

Boot parameters passed to the kernel at boot time in
a typical MINIX 3 system.
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Minix boot

Use /dev/imgrd as ram disk

Unlike linux, no rc.d directories

Start /etc/re script defines what services to start

/etc/system.conf defines rights for system services
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MINIX Memory

(unavailable to Minix)”
640K

Memory
~ available for ~
user programs

129 K (Depends on number
Ethernet task of 1/0 tasks)
src/kernel/kernel [ _T;ra i;al_tgs; T

Kernel
2 K Start of kernel

1K
0

Unused

Interupt vectors
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MINIX Memory

Limit of memory
l Memory
o available for ~
user programs
. - 2383 K
src/tools/init Init
2872 K
src/inet/inet (optional) Inet task
2198 K (Depends on number
. of buffers included
src/fs/fs File system in file system)
1077 K
src/mm/mm Memory manager
1024 K
Read only memory
and /O adapter 7
7/, memory 7/
~ (unavailable to Minix) 7

Memory layout after MINIX 3 has been loaded from the disk
into memory. The kernel, servers, and drivers are independently
compiled and linked programs, listed on the left.
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