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1. Supposeyou wereasked to develop a distributedapplicationthat would allow teachersto setup
exams.Giveatleastthreestatementsthatwouldbepartof thesecuritypolicy for suchanapplication.

Answer —

Obvious requirementswould include that studentsshouldnot be able to accessexamsbeforea
specifictime. Also, any teacheraccessingan exam beforethe actualexaminationdateshouldbe
authenticated.Also, theremaybea restrictedgroupof peoplethat shouldbegivenreadaccessto
any examin preparation,whereasonly theresponsibleteachershouldbegivenfull access.

2. Whatis wrongin implementinganonceasa timestamp?

Answer —

Although a timestampis usedonly once,it is far from beingrandom. Implementationsof secu-
rity protocolsexist that usetimestampsasnonces,andwhich have beensuccusfullyattacked by
exploiting thenonrandomnessof thenonces.

3. Doesit make senseto restrictthe lifetime of a sessionkey? If so,give anexamplehow thatcould
beestablished.

Answer —

Sessionkeys shouldalwayshave a restrictedlifetime asthey areeasierto breakthanothertypesof
cryptographickeys. Theway to restricttheir life-time is to sendalongtheexpirationtimewhenthe
key is generatedanddistributed.Thisapproachis followed,for example,in SESAME.

4. NFSdoesnotprovideaglobal,sharednamespace.Is thereaway to mimic suchanamespace?

Answer —

A globalnamespacecaneasilybemimicedusinga localnamespacefor eachclient thatis partially
standardized,andletting theautomountermountthenecessarydirectoriesinto thatnamespace.

5. Takinginto accountcachecoherenceasdiscussedin Chap.6, which kind of cache-coherencepro-
tocoldoesNFSimplement?

Answer —

Becausemultiple write operationscantake placebeforecacheddatais flushedto theserver, NFS
clientsimplementawrite-backcache.

6. WhatcallingsemanticsdoesRPC2provide in thepresenceof failures?

Answer —

Consideringthat theclient will bereportedanerrorwhenan invocationdoesnot complete,RPC2
providesat-most-oncesemantics.
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