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ABSTRACT

DYNAMIC RESOURCEMANAGEMENT IN
INTERNET HOSTING PLATFORMS

SEPTEMBER2005

BHUVAN URGAONKAR
B.Tech.,INDIAN INSTITUTE OF TECHNOLOGY, KHARAGPUR,INDIA
M.S.,UNIVERSITY OF MASSACHUSETTSAMHERST
Ph.D.,UNIVERSITY OF MASSACHUSETTSAMHERST

Directedby: ProfessoPrashand. Sheny

Internetapplicationssuchason-linenews, retail,and nancial siteshave becomecommonplacén recent
years.Dueto the prevalenceof theseapplications platformsthat hostthemhave becomean importantand
attractive business.Theseplatforms,called hostingplatforms typically emplgy large clustersof senersto
host multiple applications. Hosting platformsprovide performanceguaranteeso the hostedapplications,
suchasguaranteesn responséime or throughputjn returnfor revenue.

Two key featuresof Internetapplicationamake the designof hostingplatformschallenging.First, mod-
ern Internetapplicationsare extremely complex. EXxisting resourcemanagemensolutionsrely on simple
abstraction®f theseapplicationsandarethereforefail to accuratelycapturethis compleity. Secondthese
applicationsexhibit highly dynamicworkloadswith multi-time-scalevariations. Managingthe resourcesn
ahostingplatformto realizethe oftenopposinggoalsof meetingapplicationperformanceargetsandachies-
ing high resourcautilization is thereforea dif cult ende&or. In this thesiswe presentesourcananagement
mechanismshatan Internethostingplatformcanemploy to addresshesechallenges.

Our solution consistsof resourcemanagementechanism®peratingat multiple time-scales.We de-
velop a predictve dynamic capacityprovisioning techniquefor Internetapplicationsthat operatesat the
time-scaleof hoursor days. A key ingredientof this techniqueis a modelof an Internetapplicationthatis
usedfor deriving theresourceequirementsf theapplication.We employ bothqueuingtheoryandempirical
measurement® devise modelsof Internetapplications.The secondmechanisnis a reactive provisioning
techniquethat operatesat the time-scaleof a few minutesand utilizes virtual machinemonitorsfor agile
switchingof senersin the hostingplatform amongapplications.Finally, we develop a policing technique
thatoperatestaperrequestevel. Thistechniqueallows a hostedapplicationto remainoperationakvenun-
derextremeoverloadswvherethearrival ratesarean orderof magnitudehigherthanthe provisionedcapacity
Our experimentson a prototypehostingplatform consistingof forty Linux machineslemonstratéhe utility
andfeasibility of our techniques.
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CHAPTER 1
INTRODUCTION AND MOTIVATION

An Internetapplicationis anapplicationdeliveredto userdrom aseneroverthelnternet.A popularclass
of Internetapplicationsconsistsof Web applicationssuchasWeb-mail,online retail sales,online auctions,
wikis, discussiorboardsWeb-logsetc. Webapplicationsarepopulardueto the ubiquity of the Webbrowser
asa client, sometimescalled a thin client. The ability to updateand maintain Web applicationswithout
distributing and installing software on potentially thousandof client computerss a key reasonfor their
popularity Not all Internetapplicationsare Web basedfor examplesomestreamingmediaseners[106]
or gameseners[46]. During the pastdecadewe have increasinglycometo rely on theseapplicationsto
conductboth our personaland businessaffairs. We usethe termsinternetapplicationand Internetservice
interchangeablyn this thesis.

A datacenteris a facility usedfor housinga large amountof electronicequipmenttypically computers
andcommunicationgquipmentAs the nameimplies,adatacenteris usuallymaintainedy anorganization
for thepurposeof handlingthe datanecessarjor its operationsA bankfor examplemayhave adatacenter
whereall its customers'accountinformationis maintainedandtransactionsnvolving this dataare carried
out. Practicallyevery company mid-sizedandupwardshassomekind of datacenter andlarge companies
oftenhave dozensof datacenters Mostlarge citieshave mary purpose-hilt datacenterbuildingsto provide
datacenterspacdn securdocationscloseto telecommunicationservices.

Dueto the prevalenceof Internetapplicationsdatacenterghathostthemhave becomeanimportantand
attractie business.We referto suchdatacentersashostingplatforms To make anapplicationavailableto
the Internetcommunity it needso be hostedon oneor moreseners. For example,a Web site needso be
hostedon a Web sener which is a powerful computerthat canaccommodat¢housand®f requestdor the
Web site pages.A Web sener hasto be connectedo the Internet24 hoursa day so that userscanaccess
it anytime. The high compleity andcostof maintaininga hostingplatforminfrastructurehasresultedin a
growing trendamongbusinesseandinstitutionsto have their applicationshostedon platformsmanagedy
anothemparty A Webhostingprovideris anexampleof sucha hostingplatformthatsellsspaceonits seners
to Websiteowners. They provide a full-time, high-bandwidthconnectiorto the Internet,sothatvisitors can
accesshesiteseasily An exampleis Yahoos SmallBusiness\ebhostingservice[126]. Welist belov some
examplesof the compleity andcostinvolvedin maintaininga hostingplatform:

1. Senersandsoftware(Websener, mail sener, rewall, virus protectionetc.) canbe expensve.

2. Thesenerneedsa 24/7high speedconnectiorto the Internet,whichis relatively costly

3. Settingupall thecon gurationsincludingmail sener, FTPsener, andDNS sener canbecomplicated.
4. Senermaintenanceequireswenty-fourhoursupport specialskills, andknowledge.

Hosting platforms enableentrepreneursind emeging organizationsto focus on their businessrather
thantechnology Hostingplatformsaretypically expectedto provide performanceguarantee$o the hosted
applicationgsuchasguaranteesn responseime or throughput)in returnfor revenue[95]; thesecontracts
areexpressedisingservice-leel agreements Two key featuresof Internetapplicationsmalke the designof
hostingplatformschallenging.First, moderninternetapplicationsareextremelycomple. Existingresource
managemensolutionsrely on simple abstraction®f theseapplicationsand arethereforefail to accurately
capturethis compl«ity. Secondtheseapplicationsexhibit highly dynamicworkloadswith multi-time-scale

INotice that our focusis exclusively on applicationsbasedon the client-serer model. We do not considerthe recentlypopular
peerto-peerapplicationg48, 81] in this work.



variations. Managingthe resourcesn a hosting platform to realize the often opposinggoalsof meeting
service-leel agreementsnd achiezing high resourceutilization is thereforea dif cult endeaor. In this

thesiswe presentesourcenanagemennechanismshatanInternethostingplatformcanemploy to address
thesechallenges.

Therestof this chapteiis organizedasfollows. Sectionl.1 describeswo fundamentallydifferentmodels
of hostingemployedby hostingplatforms.Sectionl.2 discussethekey challengesn thedesignof ahosting
platformandSectionl.3arguesabouttheinadequaciesf existingwork in this area.Sectionl.4 summarizes
themain contritutionsof this thesis.In sectionl.5we preseni high-level overvien of our hostingplatform
designandintroduceterminologyusedthroughouthis thesis.Finally, Sectionl.6 describeghe organization
of therestof thisthesis.

1.1 Modelsof Hosting

Due to rapid advancesin computingand networking technologiesand falling hardware prices, sener
clustersbuilt usingcommodityhardware have becomean attractie alternatve to the traditionallarge mul-
tiprocessorsenersfor constructinghostingplatforms. Dependingon the resourcerequirementf the ap-
plicationsandthe strictnessf the performancer resourceguaranteethey require,a platform may employ
a dedicatedor a shared modelfor hostingthem. We elaborateon thesetwo modelsof hostingapplications
next. Henceforthwe usethetermsserverandnodeinterchangeably

1.1.1 DedicatedHosting

In dedicatedhostingeachapplicationrunsonasubsetf thesenersandaseneris allocatedo at mostone
applicationcomponentt ary giventime. Dedicatechostingis usedfor runninglarge clusteredapplications
wheresener sharingis infeasibledueto the workload demandmposedon eachindividual application. In
dedicatechostingeitheran entire clusterruns a single application(suchasa Web searchengine),or each
individual processingelementn theclusteris dedicatedo a singleapplication(asin the “managechosting”
servicegprovided by somedatacenterd74]).

1.1.2 Shared Hosting

Sharecdhostingplatformsrun alarge numberof differentthird-partyapplicationdWebseners,streaming
mediaseners, multi-player game seners, e-commerceapplications etc.), and the numberof applications
typically exceedghe numberof nodesin the cluster More speci cally, eachapplicationrunson a subsebf
the nodesandthesesubsetsnay overlap. Whereagledicatechostingplatformsare usedfor mary nicheap-
plicationsthatwarranttheir additionalcost,economiaeason®f spacepower, cooling,andcostmalke shared
hostingplatformsan attractive choicefor mary applicationhostingenvironments.For example,now-a-days
Web hostingis very cheap(usually startingfrom under$5/month). Thereare free Web hostingcompanies
alsothatrecover their costsby shaving adwertisement®n the hostedWebsites.

1.2 Inter net Hosting Platform DesignChallengesand Requirements

The objective of a hostingplatformis to maximizethe revenuegeneratedrom the hostedapplications
while satisfyingthe service-le@el agreements.Designinga hosting platform is madechallengingby the
following characteristicef Internetapplicationsandtheir workloads.

Application and Platform Idiosyncrasies

1. Complex multi-tier softwake architectue: Modernlinternetapplicationsarecomple, distributedsoft-
ware systemsdesignedusing multiple tiers. A multi-tier architectureprovidesa e xible, modular
approachfor designingsuchapplications. Eachapplicationtier provides certainfunctionality to its
precedingtier and usesthe functionality provided by its successoto carry out its part of the overall
requesiprocessingThevarioustiers participatein the processingf eachincomingrequesduringits
lifetime in the system.Additionally, theseapplicationamay employ replicationandcachingat oneor



moretiers. Thesecharacteristicsf Internetapplicationsmake inferring requirementandprovisioning
capacitynon-trivial tasks.

2. Dynamiccontent An increasingfraction of the contentdeliveredby Internetapplicationsis gener
ateddynamically[101]. Generatiorof dynamiccontentis signi cantly moreresourcdantensive than
generatiorof staticcontentwhich accountedor the bulk of the Internettrafc afew yearsago.

3. Diversesoftwae componentsinternetapplicationsarebuilt usingdiversesoftwarecomponentsFor
example, a typical e-commerceapplicationconsistsof threetiers—afront-endWeb tier that is re-
sponsiblefor HTTP processinga middle tier Java enterprisesener thatimplementscoreapplication
functionality, anda baclend databasé¢hat storesproductcatalogsanduserorders. Theseapplication
have vastly differentperformanceharacteristics.

4. Heteogeneoushardware: In mosthostingplatforms,hardwareresourcegetaddedor removedincre-
mentallyresultingin heterogeneityn the hardware.

Inter net Workload Characteristics

1. Multi-time-scaleworkloadvariations Internetapplicationsseedynamicallychangingworkloadsthat
containlong-termvariationssuchastime-of-dayeffects[53] aswell asshort-termuctuationssuchas
transienbverloadq1]. Predictingthe peakworkloadof aninternetapplicationandcapacityprovision-
ing basedn this estimateareknown to be notoriouslydif cult.

2. Extremeoverloads Therearenumerousiocumente@xamplesof Internetapplicationghatfacedout-
agesdueto unexpectedoverloads.For instancethe normally well-provisionedAmazon.consite suf-
fered a forty-minute down-time dueto an overloadduring the popularholiday seasorin November
1999. Theload seenby on-line brokerageWeb sitesduring the unexpected1999 stock market crash
wasseveraltimesgreaterthanthe normalpeakload, resultingin degradedperformanceandpossible

nancial lossego users.

3. Session-baseworkloads Modern Internetworkloadsare often session-basedyhere eachsession
comprisesa sequencef requestawith interveningthink-times. For instance,a sessionat an online
retailercompriseghe sequencef userrequests$o browsethe productcatalogandto make apurchase.
Sessiongrestatefulfrom the perspectie of theapplication.

4. Multiple sessiortlassesInternetapplicationgypically classifyincomingsessionito multipleclasses
Toillustrate,anonlinebrokerageWebsite mayde ne threeclasse@ndmaymap nancial transactions
to the Gold class,custometrequestsuchasbalancenquiriesto the Silver class,andcasuabrowsing
requestdrom non-customerso the Bronzeclass. Typically suchclassi cation helpsthe application
to preferentiallyadmitrequestgrom moreimportantclassesluring overloadsanddrop requestgrom
lessimportantclasses.

To meetits goalof maximizingrevenuegiventheabove challengesa hostingplatformneedgo carefully
multiplex its resourcesamongthe hostedapplications. For this, a hostingplatform requiresthe following
mechanisms.

1. Requiemeninference A hostingplatformshouldbeableto accuratelynfer theresourceequirements
of applicationsWhile underestimatingheresourceequirementsf anapplicationcancauseviolations
of its performanceguaranteege.g., degradedresponsdimes), overestimationof requirementswill
resultin wastedplatform resources.Requiremeninferencemay be basedon analyticalmodelsof
applicationsor on empiricalobsenations.

2. ApplicationplacementApplicationplacementefersto the problemof determiningwhereontheclus-
ter the variouscomponentof a newly arrived applicationshouldrun. It is desirablefor a hosting
platformto emplgy a placementalgorithmthat allows it to maximizethe revenuegeneratedy the
hostedapplications.



3. Workload prediction Being ableto predictthe workloadsof the hostedapplicationsis desirablefor
determiningheir changingesourcalemandsThis allows the hostingplatformto decidewhich appli-
cationsto divertits resourceso duringa giventime period.

4. Dynamiccapacityprovisioning A hostingplatform shouldemploy mechanismso be ableto dynam-
ically changethe allocationof resourceso the hostedapplicationgo matchtheir dynamicworkloads.
In a dedicatechostingplatform, this would meanchangingthe numberof senersassignedo anap-
plication;in a sharedhostingplatform,dynamiccapacityprovisioningmightimply changingthe CPU
sharegandpossiblysharef otherresourcesdf applicationson somenodes.

5. Policing: To protectthe applicationsdrom unanticipatedverloads.a hostingplatform shouldemploy
requestpolicing mechanisms.A policer allows an applicationto discardexcessie requestsso that
theadmittedrequestsontinueto experiencedesiredperformancevenduringoverloads.Further it is
desirabldor ahostingplatformto preferentiallyadmitmoreimportantrequestsluringoverloads—this
is in accordancevith the goalof maximizingthe platform's revenue.

6. Appmopriate resouce sharing OS medianisms A sharedhosting platform needssupportfrom the
operatingsystemson the constituentnodesto effectively partition resourcesuchas CPU, network
bandwidth memoryetc. amongthe hostedapplicationcomponents.

Additionally, a hostingplatformshouldberobust We elaborateon whatwe meanby this below.

1. Scalability The hostedapplicationsshouldbe ableto operateeven whenthe requestarrival rate is
muchhigherthantheanticipatedvorkload.

2. Failurehandling Thehostingplatformshouldemploy mechanismgo handlevariouskindsof software
andhardwarefailuresthatmayoccur

1.3 The Casefor a Novel Resoulce Management
Approach: Inadequaciesof Existing Work

During the pastdecadeseveral researcherbave contritutedto differentfacetsof the resourcenanage-
mentproblemin hostingplatforms. In this section(i) we describethe problemsthat have beensolved (and
that our thesisbuilds on) and(ii) we arguethatthereareseveral problemsthatthis body of work haseither
notaddressedtall or notsolvedto satishction.

Predictable resource allocation within a single machine is a well-reseached topic. Several tech-
niquesfor predictableallocationof resourcewithin a single machinehave beendevelopedover the past
decade.New ways of de ning resourceprincipalshave beenproposedhat go beyond the traditional ap-
proachof equatingresourceprincipalswith entitieslike processeandthreads.Banga et al. provide a new
operatingsystemabstractiorcalleda resouce containerwhich enablesne grainedallocationof resources
andaccurateaccountingdf resourceconsumptionn asinglesener[15]. Sthedulingdomaingn theNemesis
operatingsystem[69], activitiesin Rialto [60], and Softwae PerformanceUnits [117] are otherexamples.
Numerousapproachebhave beenproposedor predictableschedulingof CPU cyclesandnetwork bandwidth
onasinglemachineamongcompetingapplications Thesdncludeproportional-sharschedulersuchasBor-
rowedVirtual Time[38] andStart-timeFair Queuing[51], andresenation-basedchedulersisin Rialto [60]
andNemesig69].

Therehasalsobeenwork on predictableallocationof memory disk bandwidthand sharedservicesin
singleseners. Vergheseet al. [117] addresghe problemof managingresourcesn a shared-memorynul-
tiprocessorto provide performanceguaranteeso high-level logical entities (called softwae performance
units (SPUs) suchasa groupof processethatcomprisea task. Their resourcenanagementchemecalled
“performanceisolation”, hasbeenimplementedon the Silicon GraphicsIRIX operatingsystemfor three
systemresourcesCPU, memory anddisk bandwidth. Of particularinterestis their mechanisnfor provid-
ing isolationwith respecto physical memory which works by having dynamicallyadjustabldimits on the
numberof pageshat differentSPUsareentitledto basedon their usageandimportance.They alsoimple-
mentsomemechanism$or managingsharedkernelresourcesuchasspinlocksandsemaphoresReumann
etal. [61] proposean OS abstractiorcalled Virtual Service(VS)to eliminatethe performancenterference



causedby sharedservicessuchas DNS, proxy cacheservicestime servicesdistributed le systemsand
shareddatabasesVSs provide perserviceresourcepartitioningand managementyy dynamicallydeciding
resourcebindingsfor sharedservicesn amannettransparento the applications Also theresourcebindings
for sharedservicesaredelayeduntil it is known who they work for.

In ourwork we build on suchsingle-nodeesourcenanagemenmnechanismandextendtheir bene tsto
distributedapplicationsunningon acluster

Curr ent application modelsare too simplistic. Most of the existing work on modelinginternetappli-
cationshaslooked at single-tierapplicationssuchasreplicatedWeb seners[37, 24, 70, 3, 75]. Sincethese
efforts focusprimarily on single-tierWeb seners,they arenot directly applicableto applicationsemploying
multiple tiers, or to componentsuchas Java enterprisesenersor databasesenersemployed by multi-tier
applications Further mary of theabove efforts assumestaticWeb content,while multi-tier applicationshy
their very nature,sene dynamicWeb content. Although a few recentefforts have focusedon the modeling
of multi-tier applicationsmary of theseefforts eithermalke simplifying assumptionsr arebasedon simple
extension9f single-tiermodels[119, 92, 62].

Thesemodelsarenot sophisticatecnoughto capturethe variousapplicationidiosyncrasiesve hadde-
scribedearlier

Dynamic capacity provisioning hasbeenstudied only in the context of single-tier applications. Sev-
eralpapershave addressethe problemof dynamicresourceallocationto competingapplicationgunningon
asinglesener. Chandraet al. [25] proposea systemarchitecturehat combinesonline measurementwith
workload predictionand resourceallocationtechniques.The goal of their techniqueis to reactto chang-
ing workloadsby dynamicallyvarying the resourcesharesof applications. Pradharet al. [88] proposean
obsenation-base@pproachhathasthegoalof designingself-managingVebsenersthatcanadaptto chang-
ing workloadswhile maintainingQoSrequirement®f differentrequestclasses.While Chandraet al. [25]
considerdynamicmanagemenyf CPU, Pradharet al. [88] manageCPU andthe acceptqueue.Doyle et al.
[37] presentanapproactfor provisioning memoryandstorageresourcedasedon simplequeuingtheoretic
modelsof servicebehaior to predictresourcaequirementsinderchangindoad.

All thesetechniquedocus on resourceallocationfor applicationsrunning on a single sener and are
inadequatéor platformshostingmulti-tieredapplicationsvith componentslistributedacrossnultiple nodes.

Existing policing mechanismsdo not scalewith increasingworkload. Althoughconsiderableesearch
hasbeenconductedn developingadmissiorcontrolalgorithmsfor Internetapplicationg30, 43,63, 71,118
124, theissueof the scalability of the policeritself hasbeenunaddressedDuring extremeoverloads.the
policerunitscanbecomebottlenecksesultingin indiscriminate class-unaaredroppingof requestandthus
causingossin revenue.

1.4 ThesisSummary and Contrib utions

Having discussedhe shortcomingof existing work, we describethe contritutionsmadeby our thesis.
Tablel.1 summarizeshe contrikutionsof thisthesis.

Analytical Modelsfor Multi-tier Applications

In this thesis,we proposeanalyticalmodelsof multi-tier Internetapplications.Modeling single-tierap-
plicationssuchas vanilla Web seners (e.g., Apache)is well-studied[37, 75, 103. In contrast,modeling
multi-tier applicationds lesswell-studied ,eventhoughthis e xible architectures widely usedfor construct-
ing Internetapplicationsandservices Extendingsingle-tiermodelsto multi-tier scenarioss non-trivial. Our
modelscanhandleapplicationswith an arbitrary numberof tiers andtiers with signi cantly differentper
formancecharacteristicsOur modelsare designedo handlesession-basedorkloadsand canaccountfor
applicationidiosyncrasiesuchasreplicationat tiers, load imbalancesacrossreplicas,cachingeffects,and
concurreng limits ateachtier.

Dynamic Capacity Provisioning in DedicatedHosting Platforms

Dynamiccapacityprovisioningis a usefultechniquefor handlingthe multi-time-scalevariationsseenin
Internetworkloads.Dynamicprovisioning of resources—allocatioanddeallocatiorof senersto replicated



ResourceManagementssue Our contritution
Applicationmodel(dedicated) Multi-tier applications
Applicationmodel(shared) Pro ling basednodel
Dynamicprovisioning(dedicated) | Multi-tier, predictve andreactive, VMMs
Dynamicprovisioning (shared) Multi-tier applications
Overloadmanagement Scalablepolicing
Applicationplacementdedicated))| trivial

Application placementshared) Theoreticalpropertiespnline algorithms

Table 1.1. Summaryof contritutions.

applications—habeenstudiedin the context of single-tierapplicationspf which clusteredHTTP senersare
themostcommonexample.However, it is non-trivial to extendprovisioningmechanismsesignedor single-
tier applicationsto multi-tier scenarios We designa dynamiccapacityprovisioning approachor multi-tier
Internetapplicationsbasedon a combinationof predictive andreactve mechanismsWe alsoshav how a
virtual machinebasedarchitecturecanenablefastreactve provisioning.

Overload Management

We proposeoverloadmanagemenmechanismshatallow a hostingplatformto remainoperationakven
underextremeoverloads. Our mechanismsallow an applicationto handlerequestarrival ratesof several
thousandequests/sec.

Managing Resourcesin Shared Hosting Platforms

Sharedhostingenvironmentspresenuswith somedistinctresourcenanagementhallengesandoppor
tunities. In particulay unlike dedicatecervironmentswe needmechanismso isolatecollocatedapplication
componentgrom eachother Furthermoreijt is possibleto achiere ner grain multiplexing of resourcesn
a sharedhostingervironment. We devise anof ine pro ling basedechniqueto infer the resourceneedsof
applicationsandshov how a sharedplatform may improve its revenueby carefulunderprovisioning of its
resourcesWe formulatetheapplicationplacemenproblemthatarisesn sharechostingplatforms.We study
thetheoreticalpropertiesof this problemanddeveloponlinealgorithms.

1.5 Overview of Our Hosting Platform Design

Weimplementall ourresourcananagemerdlgorithmsin aprototypehostingplatformbasedna cluster
of Linux machinesandevaluatethemusingrealisticapplicationsandworkloads.We presenthearchitecture
of our hostingplatformin Figurel.1. We alsointroducesometerminologythatwe usethroughouthisthesis.

Our hosting platform consistsof two main components—theontmol plane and the nucleus—that are
responsiblgor managingresourcesn the cluster The control planemanagesesource®n a clusterwide
basis—itimplementsthe applicationmodels,and the algorithmsfor applicationplacementand dynamic
provisioning. The nucleusis responsibldor managingresource®n eachindividual node. It takesvarious
measurementhatareneededy the placementprovisioning, andpolicing algorithms. Architecturally the
nucleusis distinctfrom the operatingsystemkernelon a node. Moreover, unlike a middlewvare,the nucleus
doesnot sit betweenapplicationsand the kernel; ratherit complementghe functionality of the operating
systemkernel.We describethe designof thesecomponent$n Chapters3 and?.

As shavn, anapplicationmay consistof multiple tiers. The gure shows adedicatecplatformwith each
tier runningon its own sener. In a sharedplatform, we allow multiple applicationcomponentso sharea
singlesener. Therestof thearchitecturds identicalfor both hostingmodels.

Eachapplicationis guardedby a sentrywhich performsadmissioncontrol to turn away excessrequests
duringoverloads We elaborateon the designof a sentryin Chapter4.
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Figure 1.1. Hostingplatformarchitecture.

We borrow terminologyfrom RoscoeandLyles [95] andreferto thatcomponenbf an applicationthat
runson anindividual nodeasa capsule Eachapplicationhasatleastonecapsuleandmoreif theapplication
is distributed. Eachcapsuleconsistsof one or more resourceprincipals(processesthreads).all of which
belongto thesameapplication.Capsuleprovide ausefulabstractiorfor logically partitioninganapplication
into sub-componentandfor exerting controlover the distribution of thesecomponent®ntodifferentnodes.
To illustrate,consideran e-commercepplicationconsistingof a Web sener, a Java applicationsener, and
adatabaseener. If all threecomponentsieedto be collocatedon a singlenode,thenthe applicationwill
consistof a single capsulewith all threecomponents.On the otherhand,if eachcomponenteedsto be
placedon a differentnode,thenthe applicationshouldbe partitionedinto threecapsulesDependingon the
numberof its capsuleseachapplicationrunson a subsebf the platformnodesandthesesubsetsanoverlap
with oneanotheiin sharechosting.

Eachsener in the hostingplatform cantake oneof the following roles: run an applicationcomponent,
run the control plane,run a sentry or be part of the free pool. The free pool containsall the unallocated
seners.

1.6 Dissertation Road-map

The restof this thesisis structuredasfollows. Chapters2-4 are concernedvith dedicatechostingplat-
forms. In Chapter2, we presentanalyticalmodelsfor Internetapplications Chapter3 considerghe problem
of dynamiccapacityprovisioning for Internetapplicationsin a dedicatechostingervironment. Chapter4
addresseeverloadmanagemernin dedicatechostingplatforms.Chapterss-7 presentesourcananagement
solutionsuniqueto a sharechostingervironment.We concludewith asummaryof our researcttontributions
in Chapter8.



CHAPTER 2
APPLICATION MODELING

2.1 Intr oduction

Moderninternetapplicationsarecomplex softwaresystemghatemploy a multi-tier architectureandare
replicatedor distributedon a clusterof seners. This chapterfocuseson analyticallymodelingthe behaior
of suchmulti-tier Internetapplications.

2.1.1 Motivation

An analyticalmodelof anInternetapplicationis importantfor thefollowing reasons.

Capacityprovisioning Determininghow muchcapacityto allocateto anapplicationin orderfor it to
serviceits peakworkload.

Performanceprediction Determiningthe responsgime of the applicationfor a givenworkloadanda
givenhardwareandsoftwarecon guration.

applicationcon guration: Determiningvariouscon guration parametersf theapplicationin orderto
achieve a speci c performanceayoal.

Bottlene& identi cation andtuning ldentifying systembottleneckdgor purpose®f tuning.
Requespolicing: Turningaway excessrequestsluringtransientverloads.

Modeling single-tierapplicationssuchasvanilla Web seners(e.g.,Apache[5]) is well studied[37, 75,
103. In contrastmodelingof multi-tier applicationss lesswell studied gventhoughthis e xible architecture
is widely usedfor constructingnternetapplications.Extendingsingle-tiermodelsto multi-tier scenarioss
non-trivial due to the following reasons.First, variousapplicationtiers suchas Web, Jasa, and database
senershave vastly differentperformanceharacteristicandcollectively modelingtheir behaior is dif cult.
Further numerougdactorscomplicateheperformancenodelingof multi-tier applicationssometiersmaybe
replicatedvhile othersarenot, thereplicasmaynotbeperfectlyloadbalancedandcachingmaybeemplo/ed
atintermediatdiers. Finally, moderninternetworkloadsare session-baseayhereeachsessiorcomprisesa
sequencef requestwith think-timesin between For instancea sessiorat anonlineretailercompriseghe
sequencef userrequestgo browsethe productcatalogandto make a purchase Sessionsre statefulfrom
theperspectie of theapplication,anaspecthatmustbeincorporatednto the model.

Thedesignof ananalyticalmodelthatcancapturetheimpactof thesefactorsis the focusof this chapter
We presenta model of a multi-tier Internetapplicationbasedon a network of queueswherethe queues
representifferenttiers of the application. Our modelcanhandleapplicationswith an arbitrary numberof
tiers andthosewith signi cantly differentperformancecharacteristics. A key contribution of our work is
thatthe complex taskof modelinga multi-tier applicationis reducedo thatof modelingrequesiprocessing
at individual tiers andthe ow of requestsacrosstiers. Our modelis designedto handlesession-based
workloadsandcanaccountfor applicationidiosyncrasiesuchasreplicationattiers,loadimbalancescross
replicascachingeffects,andconcurreng limits ateachtier.

We validatethe model usingtwo open-sourcenulti-tier applicationsrunningon a Linux-basedsener
cluster We demonstrat¢he ability of our modelto accuratelycapturethe effectsof a numberof commonly-
usedtechniquessuchas query cachingat the databaseier and class-basedervicedifferentiation. For a
variety of scenariosincludinganonlineauctionapplicationemploying querycachingatits databasdier, the
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averageresponseimespredictedby our modelwerewithin the 95%con denceintervals of theobsenedav-
erageresponséimes.We conductadetailedexperimentaktudyusingour prototypeto demonstratéhe utility
of our modelfor the purpose®f dynamicprovisioning,responseime prediction,applicationcon guration,
andrequespolicing. Our experimentsdemonstratéhe ability of our modelto correctlyidentify bottlenecks
in the systemandthe shifting of bottleneckglueto variationsin workload.

2.1.2 Internet Application Architecture

This sectionprovidesanovervien of multi-tier applicationsWe alsodiscusgelatedwork in thearea.

Moderninternetapplicationsaredesignedisingmultiple tiers. A multi-tier architectureprovidesa e xi-
ble, modularapproachor designingsuchapplications Eachapplicationtier providesa particularfunctional-
ity to its precedingier andusesthefunctionality provided by its successoto carryoutits partof the overall
requesprocessingThevarioustiersparticipaten theprocessingf eachincomingrequesturingits lifetime
in the system.Requesprocessingt eachtier consistf aninterleaving of periodswherethetier performs
somework on the requestand periodswhereit awaits someserviceit requestedrom its successotier, if
ary. A requestcirculatesamongthe variousapplicationtiers during its lifetime and may get processedt
certaintiers multiple timesbeforethe nal responsés constructecandreturnedto the client. Dependingon
theprocessinglemandatier maybereplicatedusingclusteringtechniquesin this casea dispatcheis used
ateachreplicatedtier to distribute requestamongthe replicasfor the purposeof load balancing.Figure2.1
depictsathree-tierapplicationwherethe rst two tiersarereplicatedwhile thethird oneis not. Suchanar
chitectures commonlyemplo/edby e-commercapplicationsvherea clusteredMeb sener anda clustered
Java applicationsener constitutethe rst two tiers,andthethird tier consistof a non-replicabledatabasé.

The workload of an Internetapplicationis assumedo be session-basedyherea sessionconsistsof a
successiomf requestsssuedby a client with think timesin between.If a sessioris stateful,which is often
the case successie requestwill needto be servicedby the samesener at eachtier, andthe dispatchemwill
needaccounffor this sener statewhenredirectingrequests.

As shawn in Figure 2.1, eachapplicationemploys a sentrythat policesincoming sessiongo an appli-
cation's sener pool. Incomingsessionsre subjectedo admissioncontrol at the sentryto ensurethat the
contracteperformanceguaranteearemet; excesssessiongreturnedaway duringoverloads.

In thiswork, we assume dedicatechostingmodel. Thatis, we assumehateachtier of anapplication(or
eachreplicaof atier) runson a separatesener. Our approactcanbe easilyextendedto modelapplications
hostedon a sharedhostingplatformif the nodesin the platform have the following property: eachnode
employs schedulershat guaranteeo provide speci ed fractionsof its resourcego the capsulesunningon
thatnode. An exampleof sucha scheduleis a reseration-basedcheduler A resenation-basedgcheduler
allows resourcaequirements$o bespeci edin absoluteterms.Numerougesenation-basedchedulerhiave

1Traditionallydatabassenershave emplo/eda shared-nothingarchitecturghatdoesnot supportreplication. However, certainnew
databasesmploy a shared-eerythingarchitecturd83] thatsupportclusteringandreplicationbut with certainconstraints.
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Figure 2.2. Requesprocessingn anonlineauctionapplication.

beenproposedecently suchasNemesig69], Rialto [60] andDSRT [72]. A typical resourcespeci cation
for suchschedulerss apair (x; y), wherex unitsof theresourcearerequested@veryy time units(effectively
requesting=y fractionof theresource)Analytical modelingof applicationsn asharechostingervironment
wherethenodesdo notemplgy suchschedulerge.g.,nodesrunningvanilla Linux with its time-sharingCPU
scheduler)s a harderproblemandis beyondthe scopeof this thesis.We proposean alternateapproacHor
modelingapplicationsn sharedernvironmentsn Chapters.

GivenanlInternetapplication we assumehatit speci esits desiredperformanceequiremenin theform
of a service-leel agreemen{SLA). We assumehe SLA consistsof a boundon the averageresponsdime
thatis acceptabléo theapplication.For instancethe applicationSLA may specifythatthe averageresponse
time shouldnot exceedonesecondegardlessof theworkload.

The remainderof this chapteris structuredasfollows. Section2.2 takesa closerlook at how request
processingbccursin a multi-tier applicationanddiscusseselatedwork. We describeour modelin Sections
2.3and2.4. Sections2.5 and 2.6 presentexperimentalvalidation of the model and an illustration of its
applicationgespectiely. Finally, Section2.7 present®ur conclusions.

2.2 Background and Related Work

In this sectionwe describehow requestprocessingoccursin a multi-tier application. We then present
existingwork in theareaof modelinginternetapplications.

2.2.1 RequestProcessingn Multi-tier Applications

Considera multi-tier applicationconsistingof M tiers denotedby T1; T, throughTy . In the simplest
casegeachrequesis processe@xactly onceby tier T; andthenforwardedto tier T, for furtherprocessing.
Oncethe resultis computedby the nal tier Ty, , it is sentbackto Ty, 1, which processeshis resultand
sendsit to Tyy 2 andsoon. Thus,theresultis processedby eachtier in reverseorderuntil it reachesT,
which thensendsit to the client. Figure 2.2 illustratesthe stepsinvolved in processinga “bid” requestat
a three-tieronline auctionsite. The gure shavs how the requesttrickles downstreamand how the result
propagtesupstreanthroughthevarioustiers’.

More complex processingat the tiersis also possible. In suchscenariosgachrequestcanvisit a tier
multiple times. As an example,considera keyword searchat an online superstorewhich triggersa query
on the musiccatalog,a queryon the book catalogandso on. Thesequeriescanbe issuedto the database
tier sequentiallywhereeachqueryis issuedafter the resultof the previous queryhasbeenreceved, or in
parallel. Thus,in the generalcase eachrequestattier T; cantrigger multiple requestdo tier Ti+1 . In the
sequentiatase eachof theserequestss issuedto T;.; oncetheresultof the previousrequesthas nished.

2We describethe varioussoftwaretechnologiesisedto build this exampleapplicationin Section2.5.1.
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In theparallelcaseall requestsreissuedo T;.; atonce.In bothcasesall resultsaremeigedandthensent
backto theupstreantier T; ;.

2.2.2 RelatedWork

Modeling single-tierinternetapplications,of which HTTP senersarethe mostcommonexample,has
beenstudiedextensiely. Slothoubeiproposes queuingmodelof a Websener servingstaticconten103].
Themodelemploys a network of four queues—tw modelingthe Web sener itself, andthe othertwo mod-
elingthe Internetcommunicatiometwork. Doyle etal. proposea queuingmodelfor performanceprediction
of single-tierWeb senerswith staticcontent{37]. This approachtexplicitly modelsCPU, memory anddisk
bandwidthin the Web sener, utilizesknowledgeof le sizeandpopularitydistributions,andrelatesaverage
responséimeto availableresourcesChandraetal. presena GPS-basefgeneralizeghrocessosharing[85])
gueuingmodelof a singleresourcesuchasthe CPU,ata Websener [24]. The modelis parameterizethy
online measurementandis usedto determinethe resourceallocationneededo meetdesiredaveragere-
sponsdime targets. The paperproposesan extensionto multiple resourcedy splitting responsdime into
perresourcadelaysandusingthe single-resourcenodel. However, the problemof partitioningthe response
time is unaddressedWe proposea G/G/1 queuingmodelfor replicatedsingle-tierapplications(e.g.,clus-
teredWebseners)[113]. Levy etal. presenthearchitectureandprototypeimplementatiorof aperformance
managemensystemfor clusterbasedweb serviceq70]. The work employs an M/M/1 queuingmodelto
computeresponsetimesof WebrequestsAbdelzaheretal. studya modelof a Web sener for the purpose
of performanceontrol usingclassicafeedbackcontroltheory[3]; they alsopresenanimplementatiorand
evaluationusingthe ApacheWeb sener in this work. Menasceemploys a combinationof a Markov chain
modelanda queuingnetwork modelto capturethe operationof a Web sener—theformermodelrepresents
the software architectureemployed by the Web sener (e.g., process-basedersusthread-basedyvhile the
lattercomputegshe Websener's throughpu{75].

Sincetheseefforts focusprimarily on single-tierWeb seners,they arenotdirectly applicableto applica-
tionsemploying multiple tiers,orto componentsuchasJava enterprisesenersor databassenersemploed
by multi-tier applications Furthermoremary of theabove efforts assumestaticWebcontentwhile multi-tier
applicationspy their very nature sene dynamicWebcontent.

A few recentefforts have focusedon the modelingof multi-tier applications.However, mary of these
efforts either make simplifying assumption®r are basedon simple extensionsof single-tiermodels. A
numberof papershave taken the approachof modelingonly the mostconstainedor the mostbottlene&ed
tier of the application.For instanceVillela etal. considerthe problemof provisioning senersfor only the
Java applicationtier; they usean M/G/1/PSmodef for eachsenerin thistier [119]. Similarly, Ranjanetal.
modeltheJavaapplicationtier of ane-commercapplicatiorwith N senersasa G/G/N queuingsysten92].
Otherefforts have modeledthe entiremulti-tier applicationusinga singlequeue.For example Kamraetal.
usea M/GI/1/PSmodelfor ane-commerceapplication[62]. While theseapproachesreusefulfor speci c
scenariosthey have mary limitations. For instance,modelingonly a single bottlenecled tier of a multi-
tier applicationwill fail to capturecachingeffectsat othertiers. Sucha modelcannotbe usedfor capacity
provisioning of othertiers. Finally, aswe shav in our experiments systembottleneckscan shift from one
tier to anotherwith changedn workloads. Underthesescenariosthereis no singletier thatis the most
constrained We presentseveral shortcoming®f suchmodelsin Chapter3 usingboth thoughtexperiments
and experimentson a real prototypehostingplatform. In this chaptey we presenta modelof a multi-tier
applicationthatovercomeghesedravbacks.Our modelexplicitly accountdor the presencef all tierswhile
capturingapplicationartifactssuchas session-basedorkloads,tier replication,load imbalancesgcaching
effects,andconcurreng limits.

2.3 A Model for a Multi-tier Inter net Application

In this section,we presenta baselinequeuingmodelfor a multi-tier Internetapplication,followed by
severalenhancement® the modelto capturecertainapplicationidiosyncrasies.

3pSstandsfor the processosharingqueuingdiscipline[64].
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Figure 2.3. Modelinga multi-tier applicationusinga network of queues.

2.3.1 The BasicQueuing Model

Consideran applicationwith M tiers denotedby T1, , Tm . Initially we assumethat no tier is
replicated—eachier is assumedo run on exactly onesener, anassumptiorwe relaxlater.
Modeling Multiple Tiers: We modelthe applicationusinga network of M queuesQi; ;Qm (see

Figure 2.3). Eachqueuerepresentsan applicationtier and the underlyingsener thatit runson. We as-
sumea processosharing(PS)disciplineat eachqueue sinceit closelyapproximateshe schedulingoolicies
employed by mostcommodityoperatingsystemge.g.,Linux CPUtime-sharing).

Whena requestarrivesat tier T; it triggersone or morerequestsat its subsequentier T;.; ; recall the
exampleof a keyword searchthat triggersmultiple queriesat different productcatalogs. In our queuing
model, we capturethis phenomenorby allowing a requestto make multiple visits to eachof the queues
duringits overall execution. This is achieved by introducinga transitionfrom eachqueueto its predecessor
asshawn in Figure2.3. A requestafter someprocessingat queueQ;, eitherreturnsto Q; ; with acertain
probabilityp; or proceedso Q;.1 with probability(1 p;j). Theonly exceptionsarethelasttier queueQy, ,
whereall requestgeturnto the previous queueandthe rst queueQ;:, wherea transitionto the preceding
gueuedenotesequestompletion.As arguedin Section2.3.2,our modelcanhandlemultiple visits to atier
regardlessof whetherthey occursequentiallyor in parallel.

Obsenre thatthis modelnaturallycapturesachingeffects. If cachingis emplo/edattier T;, a cachehit
causegherequesto immediatelyreturnto the previous queueQ; 1 withouttriggeringary work in queues
Qi+1 orlater Thus,theimpactof cachehits andmissescanbe incorporatedby appropriatelydetermining
thetransitionprobabilityp; andthe servicetime of arequesatQ;.

Modeling Sessions:Recallfrom Section2.2 that Internetworkloadsare generallysession-basedA
sessionssuesone or morerequestsiuring its lifetime, one after anothey with inteneningthink times; we
referto thelatterastheuserthink times Typical sessiongn anInternetapplicationmaylastseveralminutes.
Thus,our modelneedsto capturethe relatively long-lived natureof sessionsaswell asthe responsdimes
of individual requestswithin a session.We do this by augmentingour queuingnetwork with a subsystem
modelingthe active session®f the application.\We modelsessionsisinganin nite serverqueuingsystem
Qo, thatfeedsour network of queuesandformsthe closed-queuingystemshavn in Figure2.3. Theseners
in Qg capturehesession-baseathtureof theworkloadasfollows. Eachactive sessions assumedbo “occupy”
onesenerin Qq. As shavn in Figure2.3, arequestssuedby a sessioremanate$rom a senerin Qg and
entersthe applicationat Q;. It thenmovesthroughthequeuesQ;; ;Qwm , possiblyvisiting somequeues
multiple times(ascapturedy thetransitionsrom eachtier to its precedindier) andgettingprocessedt the
visited queues.Eventually its processinggcompletesandit returnsto a senerin Qq. Thetime spentat Qg
correspondso thethink time of the user;the next requesf the sessioris issuedsubsequentlyThein nite
sener systemalsoenableghe modelto capturethe independencef the userthink timesfrom the request
servicetimesattheapplication.
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LetS; denotetheservicetimeof arequesatQ; (1 i M). Letp; denotetheprobabilitythatarequest
malesatransitionfrom Q; to Q; 1 (notethatpy, = 1); p1 denoteghetransitionprobabilityfrom Q; to Qo.
Finally, let Z denotetheservicetime atary senerin Qq, whichis essentiallythe userthink time. Our model
requiregheseparametergsinputsin orderto computethe averageend-to-endesponséime of arequest.

Our discussionthusfar hasimplicitly assumedhat sessionsiever terminate. In practice,the number
of sessiondeingservicedwill vary asexisting sessiongerminateandnew sessionsarrive. Our modelcan
computethe meanresponsdime for agivennumberof concurrensessiondN . This propertycanbeusedfor
admissiorcontrolatthe applicationsentry asdiscussedn Section2.6.2.

2.3.2 Deriving ResponseTimesfrom the Model

The Mean-\alue Analysis (MVA) algorithm[93] for closed-queuinghetworks canbe usedto compute
themeanresponsédime experiencecdy arequesin our network of queuesThe MVA algorithmis basedon
the following key queuingtheoryresult: In product-formclosedqueuingnetwork$, whena requestmoves
fromqueueQ; to anotherqueueQ; , it seesat thetimeof its arrival at Q; , a systenwith the samestatistics
asa systenwith onelesscustomer Consideta product-formclosed-queuingetwork with N customersLet
Anm (N) denotethe averagenumberof customersn queueQ,, seenby anarriving customer Let L, (N)
denotethe averagdengthof queueQn, in suchasystem.Then,theabove resultimplies

Am(N)=Lm(N 1) 2.1)

Giventhis result,the MVA algorithmiteratively computeghe averageresponsdime of arequest.The
MVA algorithmusesEquation(2.1) to introducecustomersnto the queuingnetwork, oneby one,anddeter
minesthe resultingaveragedelaysat variousqueuesat eachstep. It terminatesvhenall N customerdave
beenintroduced andyieldsthe averageresponsédime experiencedoy N concurrencustomersNotethata
sessionn ourmodelcorrespond#o acustomein theresultdescribedy Equation(2.1). TheMVA algorithm
for anM -tier InternetapplicationservicingN sessionsimultaneouslys presentedn Algorithm 1 andthe
associatedotationis in Table2.1.

Thealgorithmusesthe notion of avisit ratio for eachqueueQ1, , Qum . Thevisit ratio Vy, for queue
Qm (1 m M)isde nedastheaveragenumberof visits madeby arequesto Q, duringits processing
(thatis, from whenit emanatefrom Qo andwhenit returnsto Qg for the rst time). Visit ratiosareeasyto
computefrom thetransitionprobabilitiesp;;  ; pm andprovide analternaterepresentationf the queuing
network. The useof visit ratiosin lieu of transitionprobabilitiesenableghe modelto capturemultiple visits
to atier regardlessof whetherthey occursequentiallyor in parallel—thevisit ratio only concernghe mean
numberof visits madeby arequesto a queueandnotwhenor in whatorder thesevisits occur

Thus,giventhe averageservicetimesandyvisit ratiosfor the queuesthe averagethink time of a session,
andthe numberof concurrensessionsthe algorithmcomputeghe averageresponsdime R of arequest.

2.3.3 Estimating the Model Parameters

In orderto computetheresponsdime, themodelrequiresseveralparametergsinputs. In practice these
parameterganbe estimatedoy monitoringthe applicationasit servicests workload. To do so, we assume
thatthe underlyingoperatingsystemandapplicationsoftwarecomponentgsuchasthe ApacheWeb sener)
provide monitoringhooksto enableaccurateestimationof theseparametersOur experiencewith the Linux-
basedmulti-tier applicationsusedin our experimentss thatsuchfunctionality is eitheralreadyavailableor
canbeimplementedat a modestcost. Therestof this sectiondescribedow the variousmodelparameters
canbeestimatedn practice.

4The term product-forn@ﬁpliesto ary queuingnetwork in which the expressionfor the equilibrium probability hasthe form of
P(ni; Ny ) = ﬁ iz1 fi(nj) wheref;(n1) is somefunctionof thenumberof jobsatthei™ queueG(N)is anormalizing
constantProductform solutionsareknown to exist for abroadclassof networks,includingoneswherethe schedulinglisciplineateach

queues processosharing(PS).
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input ‘N;Sp;Vmil m M;Z

output : Rm (avg. delayatQn), R (avg. resp.time)
initialization :

Ro=Do=2Z;Lo=0;

form= 1toM do

Lm =0
Dm = Vin Sm /* servicedemand/;
end

/* introduceN customerspneby one*/

forn= 1toN do
form= 1toM do
Rm = Dm (1+ L) /* averagedelay*/;
end |
= —Pr:vl— [* throughput*/;
RO + m=1 \m
form= 1toM do
Lm = Rm /* Little'slaw */;
end
Lo= Ro;
end
P

R=" "-" Ry /* respons¢ime*/;

Algorithm 1. Mean-\alueanalysisalgorithmfor anM -tier application.

Estimating visit ratios: Thevisit ratio for ary tier of a multi-tier applicationis the averagenumberof
timesthattier is invokedduringarequess lifetime. Let ¢4 denotethe numberof requestservicedby the
entireapplicationover adurationt. Thenthevisit ratio for tier T; canbesimply estimatedas

Vi —
req

where ; isthenumberof requestservicedby thattier in thatduration.By choosinga suitablylargeduration
t, agoodestimatédor V; canbeobtained We notethatthevisit ratiosareeasyto estimateonline. Thenumber
of requestservicedby the application ¢q canbe monitoredat the applicationsentry For replicatedtiers,
the numberof requestsservicedby all senersof thattier canbe monitoredat the dispatchers Monitoring
bothparametersequiressimplecountersatthesecomponentskor non-replicatediersthatlack adispatcher
the numberof servicedrequestsanbe determineddy real-timeprocessingf thetier logs. In the database
tier, for instance the numberof queriesandtransactiongrocessedver a durationt canbe determinedby
processinghe databaséog usinga script.

Estimating service times: ApplicationcomponentsuchasWeb, Java, anddatabasaenersall support
extensve loggingfacilitiesandcanlog avarietyof usefulinformationabouteachserviced-equestin particu-
lar, thesecomponentsanlog theresidencdime of individual requestsisobsenedat thattie—theresidence
time includesthe time spentby the requestat this tier andall subsequentiers that processedhis request.
This logging facility canbe usedto estimatepertier servicetimes. Let X; denotethe averageperrequest
residencedime attier T;. We startby estimatingthe meanservicetime atthelasttier. Sincethistier doesnot
invoke servicedrom ary othertiers,therequesexecutiontime at this tier underlightly loadedconditionsis
anexcellentestimateof theservicetime. Thus,wehave: Sy Xwm:

Let S, Xi, andn; berandomvariablesdenotingthe servicetime of arequesttatier T;, residencdime
of arequesiattier T;, andthe numberof timesT,; requestservicefrom T;.; aspartof the overall request
processingrespectiely. Then,underlightly loadedconditions,

S = X; ni Xi+1: 1 i< M:
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[ Symbol | Meaning |
M Numberof seners
N Numberof sessions
Qm QueuerepresentingierT, (1 m M)
Qo Inf. sener systemto capturesessions
z Userthink time
Sm Avg. perrequesservicetimeat Qn,
Lm Avg. lengthof Qn,
Throughput
Rm Avg. perrequestlelayat Qn
R Avg. perrequestesponsdime
Dm Avg. perrequestervicedemandat Qn,
Vi Visit ratiofor Qn,
Am Avg. num. customersn Qn,
seenby anarriving customer

Table 2.1. Notationusedin describinghe MVA algorithm.

Takingaverageson bothsideswe get
Si=Xi E[N Xiul:

Sincen; andX,; areindependenthis givesus

Si=Xi ni X =X

Thus,theservicetimesattiersT;, , Ty 1 canbeestimated.

Estimating think times: The averageuserthink time, Z, canbe obtainedby recordingthe arrival and

nish timesof individual requestsatthe sentry Z is estimatedasthe averagetime elapseetweenvhena

requestnishes andwhenthe next requestbelongingto the samesessionarrivesat the sentry By usinga
sufcient numberof obsenations,we canobtaina goodestimateof Z .

IncreasedService TimesDuring Overloads Our estimationof thetier-speci ¢ servicetimesassumed
lightly loadedconditions.As theloadon atier grows, softwareoverheadshatarenot capturecby our model,
suchas waiting on locks, virtual memory paging, and context switch overheadscan becomesigni cant
component®f therequesprocessindime.

Incorporatingheimpactof increaseadontet switchingoverheadr contentiorfor memoryor locksinto
ourmodelis non-trivial. Ratherthanexplicitly modelingtheseeffects,we implicitly accountor theirimpact
by associatingncreasedservicetimeswith requestainderheary loads. We usethe Utilization Law [68]
for a queuingsystemwhich statesthatS = = , where and arethe queueutilization andthroughput,
respectiely. Consequentlywe canimprove our estimateof the averageservicetime attier T; as

S0 = max S§;— ;
I
where ; is the utilization of the busiestresourcge.g. CPU, disk, or network interface)and ; is thetier
throughput.Sinceall modernoperatingsystemssupportfacilities for monitoringsystemperformancee.g.,
the sysstapackagean Linux [97]), the utilizationsof variousresourcesreeasyto obtainonline. Similarly,
thetier throughput ; canbe determinedatthe dispatcheor from logs by countingthe numberof completed
requestsn a durationt.

2.4 Model Enhancements

This sectionproposeenhancement® our baselinemodelto capturefour applicationartifacts: replica-
tion andloadimbalanceattiers,concurreng limits, andmultiple sessiorclasses.
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2.4.1 Replication and Load Imbalanceat Tiers

Recallthatour baselinemodelassumes singlesener (queue)pertier andconsequentlgloesnot support
the notion of replicationat a tier. We now enhanceour modelto handlethis scenario. Let r; denotethe
numberof replicasattier T;. Our approacho capturereplicationattier T; is to replacethe singlequeueQ);
with ri queuesQi-1, , Qir,, onefor eachreplica. A requesin ary queuecannow make a transitionto
ary of ther; ; queuesf theprevioustier orto ary of theri;; queuesf thenext tier.

In generalwheneer atier is replicated,a dispatcheiis necessaryo distribute requestgo replicas. The
dispatchedeterminesvhich requesto forwardto which replicaanddirectly in uencesthetransitionsmade
by arequest.

Thedispatchers alsoresponsibldor balancingoadacrosgeplicas.In aperfectlyload-balancedystem,
eachrepllcaprocesseé fractionof thetotal workloadof thattier. In practice however, perfectioadbalanc-
ing is dif cult to achieve for thefollowing reasonsFirst, if asessions stateful,successie requestsvill need
to be servicedby the samestatefulsener at eachtier; the dispatcheiis forcedto forward all requestsrom
a sessiorto this replicaregardlessof the load on otherreplicas.Secondjf cachingis emplo/ed by atier, a
sessiorandits requestsnay be preferentiallyforwardedto areplicawherearesponsés likely to be cached.
Thus,sessionsnay have af nity for particularreplicas.Third, differentsessionsmposedifferentprocessing
demandsThis canresultin variability in resourcausageof sessionsandsimpletechniquesuchasforward-
ing a new sessiorto the least-loadedeplicamay not be ableto countertheresultingloadimbalance. Thus,
theissueof replicationandloadimbalancearecloselyrelated.Our enhancemerdgapturegheimpactof both
thesefactors.

In orderto capturetheloadimbalanceacrosseplicas we explicitly modeltheloadatindividual replicas.
Let ! denotethenumberof requestforwardedto thej " mostloadedreplicaof tier T; over someduration
t. Let ; denotethe total numberof requestdhandledby thattier over this duration. Then, the imbalance
factor | is computedas

|

4 j
I
i

I

We useexponentiallysmoothedaveragesf theseratios f asmeasuresf theloadimbalanceat individual

replicas.Thevisit ratiosof thevariousreplicasarethenchoseras
Vij = Vi |

Thehighertheloadon areplica,the higherthevalueof theimbalanceactor andthe higherits visit ratio. In

a perfectlyload-balancedystem, | = % 8j . Obsene thatthe numberof requestforwardedto areplica
{ andthetotal numberof requests ; canbe measuredtthedispatcheusingcountersThe MVA algorithm

canthenbeusedwith thesemodi ed visit ratiosto determinghe averageresponsdime.

2.4.2 Handling ConcurrencyLimits at Tiers

The software component®f an Internetapplicationhave limits on the amountof concurreng they can
handle.For instancethe ApacheWebsenerusesacon gurableparameteto limit thenumberof concurrent
threadsor processeshat are spavnedto servicerequests.This limit preventsthe residentmemorysize of
Apachefrom exceedingthe availableRAM andpreventsthrashing.Connectionareturnedaway whenthis
limit is reachedOthertiersimposesimilar limits.

The model developedthusfar assumeghat eachreplicaat ary tier canservicean unboundechumber
of simultaneousequestsandfails to capturethe behaior of the applicationwhenthe concurreng limit is
reachedht ary softwarecomponent.This is depictedin Figure2.4(a),which shavs the responsdime of a
three-tierapplicationcalled Rubisthat is con gured with a concurreng limit of 150 for the ApacheWeb
senerandalimit of 75for themiddle Javatier (detailsof theapplicationappeain Section2.5.1).As shawvn,
theresponsdimespredictedby the modelmatchthe obsered responsdimesuntil the concurreng limit is
reached.Beyond this point, the modelcontinuesto assumean increasingnumberof simultaneousequests
beingservicedandpredictsanincreasen responsd¢ime, while theactualresponséime of successfutequests
shavsa at trenddueto anincreasinghumberof droppedrequests.

16



35000 ‘ ‘ ‘ 35000 ‘ ‘ ‘

. Observed - - Observed -
g 30000 r Basic Model - 1 g 30000 r Enhanced Model - ]
(%] (2]
£ 25000 r 3 £ 25000 - 1
£ 20000 | T £ 20000 :
5 15000 | 1 5 15000 .
3 3
= 10000 r e 1 = 10000 e
c>5) . s e Foommmmm T c>n /*,,,,,.,«agf—‘i —————— Foo-mm T
z 5000 r e 1 z 5000 e 1

O '*’( 1 1 1 1 0 "V 1 1 1 1

0 100 200 300 400 500 0 100 200 300 400 500
Num. simult. sessions Num. simult. sessions
(a) Baselinemodel (b) Enhancednodel

Figure 2.4. Respons¢ime of Rubiswith 95% con denceintervals. A concurreng limit of 150for Apache
and75 for themiddle Javatier is used.Figure(a) depictsthe deviation of the baselinemodelfrom obsened
behaior whenconcurreng limit is reached Figure (b) depictsthe ability of the enhancednodelto capture
this effect.

In generalwhenthe concurreng limit is reachedat a softwarecomponentn tier T;, oneof two actions
arepossible:(1) it cansilently drop additionalrequestandrely upona timeoutmechanisnin the software
componentin tier T; 3 thatissuedthis requesto detectthesedrops,or (2) it canexplicitly notify tier T; 1
of its inability to sene therequesiby returningan errormessage)ln eithercasetier T; 1 mayreissuehe
requessomenumberof timesbeforeabandoningts attemptslit will theneitherdroptherequesbr explicitly
notify its precedingier. Finally, tier T; cannotify theclientof thefailure.

Ratherthandistinguishingoetweerthesepossibilities we employ a generalapproactor capturingthese
effects. As before let V;; denotethevisit ratioto thereplicaQ;; in tier T;. Noticethatthe onlinetechnique
describedn Section2.3.3will not accuratelyestimatethe visit ratio at a softwarecomponentf its concur
reng/ limit hasbeenreachedThisis becausehe concurreng limit will causesomerequestgo be dropped,
whereaghetechniquepresentedh Section2.3.3is basedntheassumptiothatall requestsrriving ata soft-
warecomponentresuccessfullyservicedby it. Therefore our enhancementlieson visit ratiosestimated
usingofine measurementsonductedvith all concurreng limits setto sufciently high values.Thesevisit
ratiosare correctedo captureload imbalancesat replicatedtiers exactly asdescribedn Section2.4.1. Let
K denotetheconcurreng limit atQ;; (1 j  r;). To capturerequestdhataredroppedat Q;; whenits
concurreng limit is reachedye addanadditionaltransitionto the modeldevelopedthusfar. At theentrance
of Qi; , we addatransitioninto anin nite serverqueulngsubsystenQdr op LetVdr °P denotethevisit ratio

for ijr °P asshawn in Figure2.5. For sale of clarity we have only shavn onerepllcaateachtler er ® has

ameanservicetime of Sld’ P noticethatthis is the samefor all thereplicasin thetier T;. This enhancement
allows usto distinguishbetweenthe processingf requestghat getdroppeddueto concurreng limits and
thosethatareprocesseeuccessfulIyRequest$hatareprocessectuccessfull;aremodeledexactly asin the
basicmodel.Requestshataredroppedat Qi experiencesomedelayin thesubsysten®;; drop peforereturn-
ing to Qo—this modelsthe delay betweerwhena requestis droppedat tier T; andwhenthis information
getspropagtedto theclientthatinitiatedtherequest.

Asin thebaselinemodel,we canusethe MVA algorithmto computethe meanresponséime of arequest.
The algorithm computeshe fraction of requestghat nish successfullyandthosethat encounteffailures,
aswell asthe delaysexperiencedy both typesof requests.To do so, we needto estimatethe additional
parametershat we have addedto our basicmodel, namerVdr °P for eachreplicain tier T; andS™ °" for
eachtier T;.

Estimating Vdr °P: Ourapproactio est|mat<=.\/ifj’r °P consistof thefollowing two steps.

Step 1 Estlmatethroughputof the queuingnetworkif there were no concurencylimits: Solve the
gueuingnetwork shavn in Figure 2.5 usingthe MVA algorithm usingVi;‘jjr ° = 0 (i.e., assuminghatthe
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Figure 2.5. Multi-tier applicationmodelenhancedo handleconcurreng limits. Sinceeachtier hasonly one
replica,we useonly onesubscriptin our notation.

gueueshave no concurreng limits). Let denotethe throughputcomputedby the MVA algorithmin this
step.
Step 2: Estimate\/i;‘j’“)”: TreatQ;; asanopen, nite-buffer M/M/1/K; queuewith arrival rate V i

(usingthe computedn Stepl). Let pﬁjr °P denotetheprobabilityof buffer over ow in thisM/M/1/K ; queue
[64]. ThenV,{" * is estimatedas:Vi{"® = pif ® Vi; . Also,V;; isupdatedas:Vij = (1 pj ) Vi .
Estimating S™°P: An estimateof S™ " is application-speci cand dependson the mannerin which
informationaboutdroppedequestss corveyedto the client,andhow theclientrespondgo it. In ourcurrent
model, we make the simplifying assumptiornthat upon detectinga failed request,the client reissueshe

requestThisis capturedoy thetransitionsfrom Qﬁjr (1 j ri) backtoQq in Figure2.5.Ourapproach

for estimatingsidr P is to subjectthe applicationto anof ine workloadthatcauseghe limit to be exceeded
only attier T; (this canbeachievedby settingalow concurreng limit atthattier andsufciently high limits
atall theothertiers),andthenrecordtheresponsd¢imesof therequestshatdo not nish successfuIIySi0|r op
is thenestimatedasthe differencebetweerthe averageresponséime of theseunsuccessfulequestandthe
sumof theservicetimesattiersT;, ,T; 1, multiplied by theirrespectie visit ratios.

In Figure2.4(b)we plot the responsdimesfor Rubisaspredictedoy our enhancedanodel. We nd that
thisenhancemergnablesisto capturethebehaior of the Rubisapplicationevenwhenits concurreng limit
is reached.

2.4.3 Handling Multiple SessiorClasses

Internetapplicationdypically classifyincomingsessioninto multiple classesTypically, suchclassi ca-
tion helpstheapplicationsentryto preferentiallyadmitrequest$rom moreimportantclassesluringoverloads
anddroprequestgrom lessimportantclasses.

We canextendour baselinanodelto accountfor the presencef differentsessiorclassesandto compute
the responsdime of requestswithin eachclass. Consideran Internetapplicationwith C sessionclasses:
C1;Cy; 11 Ce . Assumehatthe sentryimplementsaclassi cationalgorithmto mapeachincomingsession
to oneof theseclassesWe canusea straightforvard extensionof the MVA algorithmto dealwith multiple
sessiorclassesThisis presentedh Algorithm 2. Thenotationusedin this algorithmis a simpleextensionof
thatusedn Algorithm 1 with anadditionalsubscript to denoterequest®f classc. Ne denotegshenumberof
sessionsf classc. We denotethetotal numberof sessiondy N asbefore,soN = S:l N¢. Thisalgorithm
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is basednthefollowing extensionof theresult(2.1).LetN 1. = (N1;::: ;N¢ 1;N¢ 1;Ng+1;:::;Ne).
For closedproduct-formnetworks,

Acm(N)=Lm(N  1): (2.2)

The notion of feasiblepopulationusedin Algorithm 2 needsexplanation. A feasiblepopulationwith n
sessiongotal is a setof sessionsuchthatthe numberof sessionsvithin eachclassc is betweer0 andN,
andthe sumof thenumberof jobsin all classess n.

We notethatthis algorithmrequiresthe visit ratios, servicetimes, andthink time to be measuredn a
per-classbasis For handlingload imbalancesat replicatedtiers, we proposeto correctthe perclassvisit
ratiosby emplgying load imbalancefactorsdeterminedusingthe heuristicdescribedn Section2.4.1. Our
approachmales the simplifying assumptiorof identical load imbalancefactorsfor the various classesat
eachtier. Finally, we re ne our techniquefor dealingwith concurreng limits presentedn Section2.4.2
to accommodatenultiple classes.We estimateSidr P exactly asin Section2.4.2becausehis parameteis
independentf the classof a request. The estimationof the drop probabilities,however, needsto be done
on a perclassbasis. We do this by enhancinghe two stepproceduredescribedn Section2.4.2. Let Vci;
denotethevisit ratio for classc requestatQ;; andV, d“”’ thevisit ratio for classc requestaathJr op,

Step 1. Estimatethroughputof the queuing network if thele were no concurency limits: Solve the

gueuingnetwork usingthe multi-classMVA algorithmwith V. dop — 01 ¢ C (i.e., assuminghat

(o H]
the queueshave no concurreng limits). Let = f:l ¢ denotethe throughputcomputedby the MVA

algorithmin this step.
Step 2 EstimatevcdlrjOp TreatQ;; asanopen, nite-buffer M/M/1/K; queuewith arrival rate V ;

(usingthe ~computedin Stepl). Let pj; droP jenotethe probability of buffer over ow in this M/M/1/K ;

queue[64]. ThenVCdI’JOp is estimatedas: VcdlrjOp = plr0p Veij —¢. Also, Vgij is updatedas: Veij =
1 pdmp) Veij =
leenaC—tupIe (N1;  ;N¢) of sessiondelongingto the C classeghataresimultaneouslserviced

by the application the algorithmcancomputethe averagedelaysincurredat eachqueueandthe end-to-end
responsdime on a perclassbasis. In Section2.6.2,we discusshow this algorithmcanbe usedto e xibly
implementsessiorpolicing policiesin anInternetapplication.

2.4.4 Other SalientFeatures

Our closedqueuingmodelhasseveral desirableeatures.

Simplicity For anM -tier applicationwith N concurrentsessionsthe MVA algorithmhasa time com-
plexity of O(M N). Thealgorithmis simpleto implement,andasamguedearlie; the modelparameterare
easyto measurenline.

Geneality: Our model can handlean applicationwith arbitrary numberof tiers. Further whenthe
schedulingdisciplineis processosharing(PS),the MVA algorithmworkswithout makingary assumptions
abouttheservicetime distributionsof thecustomer$68]. Thisfeatureis highly desirableor two reasons(1)
it is representatie of schedulingpoliciesin commodityoperatingsystemge.g.,Linux's CPUtime-sharing),
and (2) it implies that our modelis sufciently generalto handleworkloadswith arbitrary servicetime
requirements.

While our modelis able to capturea numberof applicationidiosyncrasiescertainscenariosare not
explicitly captured.

Multiple resouces We modeleachsener occupiedby atier usinga singlequeue.In reality, the sener
containsvariousresourcesuchasthe CPU, disk, memory andthe network interface. Our modelcurrently
doesnot capturethe utilization of varioussener resourcedy a requestat a tier. An enhancemerio the
modelwherevariousresourcesvithin a sener aremodeledasa network of queueds the subjectof future
work.

Resoucesheld simultaneoushat multipletiers. Our modelessentiallycaptureghe passag®ef arequest
throughthetiers of anapplicationasa juxtapositionof periods,duringeachof whichtherequesutilizesthe

5Theapplicability of the MVA algorithmis morerestrictedwith someotherschedulingdisciplines.For example,in the presencef
a FIFO schedulingdisciplineat a queue the servicetime at a queueneedsio be exponentiallydistributedfor the MVA algorithmto be
applicable.
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input : N¢ (num. sessionsf classc), Sem;Vem;l ¢ C1 m M;Z
output :Rem (avg. delaysatQn), Rc (avg. resp.timefor classc),1 ¢ C

initialization :
forc= 1toC do
R¢o = Dgo = Z;

end

Lo(0) = O;

form= 1toM do
Lm(0) = 0

forc= 1toC do
Dem = Vem  Sem /* servicedemandt/;

end
end

/* introduceN customerspneby one*/
forn= 1toN do p
for eachfeasiblepopl.n = (ny;:::;n¢) s.t.n = le Ne;ne O

forc= 1toC do
form= 1toM do
Rem = Dem (1+ Lm(n 1)) /* averagedelay*/;

end
end
forc= 1toC do !
c= nn,\c,l /* throughput*/;

=
Rc;O + m=1 Rc;m
form=1to do
B

Lm(n)= Z; ¢ Rem /* Little'slaw */;
end
end c
Lo(n) = &1 ¢ Reos
end

forc= 1toC do
form = ]FIO M do
— m=M * : */-
Rc= 21 Rem /* responsdgime*/;
end
end

Algorithm 2: Mean-walueanalysisalgorithmfor anM -tier applicationwith C classes.

20




resourceatexactlyonetier. Althoughthisis areasonablassumptiotfior alargeclassof Internetapplications,
it doesnot apply to certainInternetapplicationssuchas streamingvideo seners. A video sener thatis
constructedsa pipelineof processingnoduleswill have all of its modulesor “tiers” active asit continuously
processeandstreamsvideoto aclient. Our modeldoesnot applyto suchapplications.

2.5 Model Validation

In this sectionwe presenbur experimentaketupfollowed by our experimentalvalidationof the model.

2.5.1 Experimental Setup

Applications: We usetwo open-sourcenulti-tier applicationsn our experimentalstudy Rubisimple-
mentsthe corefunctionality of aneBaylik e auctionsite: selling, browsing,andbidding. It implementghree
typesof usersessionshasninetablesin the databas@ndde nes 26 interactionghatcanbe accessedrom
the clients' Web browsers. Rubboss a bulletin-boardapplicationmodeledafter an online news forum like
Slashdot. Usershave two differentlevels of access:regular userand moderator The main tablesin the
databasere the users,stories,commentsand submissiongables. Rubbosprovides 24 Web interactions.
Both applicationswere developedby the DynaSerer groupat Rice University [39]. Eachapplicationcon-
tainsa Java-basectlient that generates session-orientedorkload. We modi ed theseclientsto generate
the workloadsandtake the measurementseededby our experiments.We chosean averagedurationof 5
minutesfor the session®f both RubisandRubbos.For both applicationswe chosethe think time from an
exponentialdistribution with ameanof 1 second.

We used3-tier versionsof theseapplications. We rst provide an overvien of the various software
technologiesisedto build theseapplications.

Javaservlets Earlyin the WWW's history, the CommonGatavay Interface(CGl) [23] wasde nedto
allow Websenersto procesaiserinputandsene dynamiccontent.CGl programsanbedevelopedin
ary scriptor programminganguagebut Perlis by far the mostcommonlanguage CGl is supported
by virtually all Web senersandmary Perl modulesare available asfreewvare or shargvareto handle
mosttasks.But CGl is not without dravbacks.Performanceandscalabilityarebig problems.Sharing
resourcesuchasdatabaseonnectiondetweerscriptsor multiple callsto the samescriptis far from
trivial, leadingto repeatedxecutionof expensve operations.The Java ServletAPI wasdevelopedto
leveragethe advantagef the Java platform to solve theissuesof CGIl andproprietaryAPIs. It is a
simple API supporteday virtually all Web senersandevenload-balancingfault-tolerantapplication
seners. It solvesthe performanceroblemby executingall requestasthreadsn oneprocessprin a
load-balancedystemjn oneprocespersenerin thecluster

A servletis a Java classandthereforeneedgo be executedin a Java VM by a servicecalleda servlet
container SomeWeb seners, suchas Sun's Java Web Sener (JWS)[58] areimplementedn Java
andhave a built-in servletcontainer OtherWeb seners,suchasthe ApacheWeb sener [5], require
a servletcontaineradd-onmodule. The add-oninterceptsall requestdgor servletsexecuteshemand
returnsthe responsehroughthe Web sener to the client. Tomcat[111] is the servletcontainerthatis
usedin theof cial Referencémplementatiorfor the Java Servlettechnology

EnterpriseJavaBeans EnterpriseJavaBeangEJB) [42] technologyis the sener-sidecomponenar-

chitecturefor the Java 2 Platform,EnterpriseEdition (J2EE)platform[56]. Java2 Platform,Enterprise
Edition (J2EE)de nesthestandardor developingcomponent-basemulti-tier enterpriseapplications.
Featuresnclude Web servicessupportand developmenttools (SDK). EJB technologyenablesapid

andsimpli ed developmentof distributed, transactionalsecure,and portableapplicationsbasedon

Javatechnology The JBossApplication Sener [59] is a popularEJB container

The front tier wasbasedon Apache2.0.48Web sener. We experimentedwith two implementation®of
the middle tier for Rubis—(i) basedon Java servlets,and (ii) basedon Sun's J2EEEnterpriselava Beans
(EJBs). The middletier for Rubboswasbasedon Java servlets.We employed Tomcat4.1.29asthe servlets
containerandJBoss3.2.2asthe EJB container We usedKernel TCP Virtual Server(ktcpvs)version0.0.14
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Figure 2.6. Rubisbasedon Java servlets:bottleneckat CPU of middletier. The concurreng limits for the
ApacheWebsener andthe Java servletscontainemweresetto be 150and75, respectiely.
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Figure 2.7. Rubisbasedn Java servlets:bottleneckat CPU of databaséier. The concurreng limits for the
ApacheWebsenerandthe Java servletscontainemweresetto be 150and75, respectiely.

[67] to implementthe applicationsentry ktcpvsis anopen-sourcel.ayer?7 (applicationlayer) requesidis-
patcherimplementedasa Linux kernelmodule. A round-robinload balancerimplementedn ktcpvswas
usedfor Apache.Requestlispatchingor the middletier wasperformedby modjk, an Apachemodulethat
implementsa variantof roundrobin requestdistribution while taking into accountsessioraf nity . Finally,
the databasdier wasbasedn the Mysgl 4.0.18databasesener [80].

Hosting environment: We conductedexperimentswith the applicationshostedon two differentkinds
of machines. The rst hostingenvironmentconsistedof IBM seners (model 6565-3BJ) with 662 MHz
processorand 256MB RAM connectedoy 100MbpsEthernet. The secondsetting, usedfor experiments
reportedin Section2.6, had Dell senerswith 2.8GHzprocessorand512MB RAM interconnectedising
Gigabit Ethernet. This senedto verify thatour modelwas e xible enoughto captureapplicationsrunning
on differenttypesof machines.Finally, the workload generatorsvere run on machineswith Pentium-Ii|
processorsvith speedst50MHz-1GHzandRAM sizesin therangel28-512MB.AIl the machineganthe
Linux 2.4.20kernel.

2.5.2 PerformancePrediction

We conducta setof experimentswith the purposeof ascertaininghe ability of our modelto predictthe
responsdime of multi-tier applications We experimentwith two kinds of applicationgRubisandRubbos),
two differentimplementationsf Rubis(basedn Jara servletsandEJBs),anddifferentworkloadsfor Rubis.
Eachof thethreeapplicatiorntiersareassigneanesener, exceptin theexperimentgeportedn Section2.5.4.
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Figure 2.8. Rubisbasedon EJB: bottleneckat CPU of middle tier. The concurreng limits for the Apache
Websenerandthe Java servletscontainemweresetto be 150and75, respectiely.

We vary the numberof concurrensessionseenby the applicationandmeasurehe averageresponsdimes
of successfullynished requestver 30 secondntervals. Eachexperimentlasts30 minutes. We compute
theaverageresponseime andthe 95%con denceintervalsfrom theseobsenrations.

Our rst experimentusesRubiswith aJavaservlets-basedhiddletier. We usetwo differentworkloads—
W 1: CPU-intenste on the Java servletstier, and W2: CPU-intenste on the databasdier. Thesewere
createdby modifying the Rubisclient sothatit generatedn increasedraction of requestghat stressedhe
desiredtier. Earlier, in Figure 2.4(b) we presentthe averageresponsdime and 95% con denceintervals
for sessionyarying from 1 to 500 for the workloadW 1. Includedin this gure arethe averageresponse
timespredictedby our basicmodelandour modelenhancedo handleconcurreng limits. Additionally, we
presenthe obsenedandpredictedresidencdimesin Figure2.6(a).Figure2.6(b)shavs thatthe CPUonthe
Java servletstier becomessaturateeyond 100 sessiongor this workload. As explainedin Section2.4.2,
the basicmodelfails to capturethe responsdimesfor workloadshigherthanabout100 sessionslueto an
increasen the fraction of requestghat arrive at the Apacheandservletstiers only to be droppedbecause
the tiers are operatingat their concurreng limits. We nd that our enhancednodelis ableto capturethe
effect of droppedrequestat thesehigh workloadsandcontinuedo predictresponsgimeswell for the entire
workloadrange.

Figure2.7plotstheresponsdéimes,theresidenc¢imes,andthesener CPU utilizationsfor servlets-based
Rubissubjectedo theworkloadW 2 with varyingnumberof sessionsAs shovn in Figure2.7(c),the CPU
on the databasesener is the bottleneckresourcefor this workload. We nd that our basicmodelcaptures
responsd¢imeswell.

Next, we repeatthe experimentdescribedabore with Rubis basedon an EJB-basedniddle tier. Our
resultsare presentedn Figure2.8. Again, our basicmodel captureshe responsdime well until the con-
curreng limits at Apacheand JBossarereached. As the numberof sessiongyrows beyond theselimits,
increasinglylarge fractionsof requestaredroppedtherequesthroughputsaturatesandthe meanresponse
time of requestshatcompletesuccessfullyexhibitsa at trend.Ourenhancemerb themodelis againfound
to capturethis effectwell.

Finally, we repeatheabove experimentwith the Rubbosapplication.We usea Java servletbasedniddle
tier for Rubbosand subjectthe applicationto the workload W 1 that is CPU-intensie on the servlettier.
Figure2.9presentsheobseredandpredictedresponsgéimesaswell asthe sener CPU utilizations.We nd
thatour enhancednodelpredictsresponsgimeswell over the choserworkloadrangefor Rubbos.

2.5.3 Query Cachingat the Database

Recentversionsof the Mysqgl sener featurea querycache.Whenin use,the querycachestoresthe text
of a SELECT querytogetherwith the correspondingesultthatwassentto the client. If theidenticalquery
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Figure 2.10.Cachingatthe databaséer of Rubbos.

is receved later, the sener retrievesthe resultsfrom the query cacheratherthanparsingand executingthe
gueryagain. Querycachingatthedatabaséasthe effect of reducingthe averageservicetime atthedatabase
tier. We conductan experimentto determinehow well our modelcan capturethe impactof querycaching
on responsdaime. We subjectRubbosto a workload consistingof 50 simultaneousessions.To simulate
differentdegreesof querycachingat Mysql, we usea featureof Mysql queriesthat allows the issuerof a
queryto specifythat the databaseener not useits cacheto servicethis query. We modi ed the Rubbos
servletsto make themrequesdifferentfractionsof the querieswith this option. For eachdegreeof caching
we plot the averageresponsédime with 95% con denceintervalsin Figure2.10. As expected the obsened
responsdime decreasesteadilyasthe degree of query cachingincreases—theverageresponsdime is
nearly1400msecwithout querycachingandreducego about100 msecwhenall the queriesarecached.In
Figure2.10we alsoplot the averageresponseime predictedoy our modelfor differentdegreesof caching.
We nd thatour modelis ableto capturethe impactof the reducedquery processingime with increasing
degreesof cachingon averageresponseime. The predictedresponsdimesarefoundto be within the 95%
con denceinterval of the obsenedresponsdimesfor the entirerangeof querycaching.

6Speci cally, replacinga SELECTwith SELECT SQLNQCACHEensureshatMysgl doesnot cachethis query
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2.5.4 Load Imbalance at ReplicatedTiers

We con gure Rubis using a replicatedJava servletstie—we assignthreesenersto this tier. We use
the workload W 1 with 100 simultaneousessions.The userthink timesfor a sessiorare chosenusingan
exponentialdistribution whosemeanis dravn uniformly at randomfrom the setf 1 second;5 secondg. We
chooseshort-lived sessionsvith a meansessiordurationof 1 minute. Our resultsare presentedn Figure
2.11. Note thatreplicationat the middle tier causeghe responsdimesto be signi cantly smallerthanin
the experimentdepictedin Figure2.6(a). Further choosingsessionsvith two widely differentthink times
ensurevariability in theworkloadimposedby individual sessionsindcreatedoadimbalanceat the middle
tier.

Figure2.11(a)plots the numberof requestpassinghrougheachof the threesenersin the servletstier
over 30 secondntenals duringa 10 minuterun of this experiment;Figure2.11(b)plotsthe averageend-to-
endresponsdimesfor theserequests.These gures shav the imbalancein the load on the threereplicas.
Also, themostloadedsener changesvertime—choosing shortsessiordurationcausesheloadimbalance
to shift amongreplicasfrequently Figure 2.11(c)plots the averageresponsdimes obsered for requests
passingthroughthe threeseners—insteadf presentingresponseimes correspondindgo Speci ¢ seners,
we plot valuesfor theleastloaded,the secondeastloaded,andthe mostloadedsener. Figure2.11(c)also
shaws theresponsgimespredictedby the modelassumingperfectload balancingat the middletier. Under
this assumptionwe seea deviation betweenthe predictedvaluesandthe obsened responsdimes. Next,
we usethe modelenhancemerdescribedn Section2.4.1to captureloadimbalance.For this workloadthe
valuesfor theloadimbalanceactorsusedoy ourenhancememneredeterminedobe 3 = 0:25, 2 = 0:32,
and 3 = 0:43. We plot the responsgimespredictedby the enhancednodelat the extremeright in Figure
2.11(c).We obsenre thatthe useof theseadditionalparametergmprovesour predictionof theresponséime.
The predictedaverageresponsdime (1350msec)closelymatchedhe obsenedvalue(1295msec);with the
assumptiorof perfectloadbalancingthe modelunderestimatethe averageresponséime to be 950 msec.

2.5.5 Multiple SessiorClasses

We createdwo classe®f Rubissessionsisingthe workloadsW 1 andW 2 respectrely. Recallthatthe
requestsn theseclassesave differentservicetime requirementsat differenttiers—W 1 is CPU-intensie on
the Java servletstier while W 2 is CPU intensize on the databaseier. We conducttwo setsof experiments,
eachof which involveskeepingthe numberof session®f oneclass x ed at 10 andvarying the numberof
session®f the otherclass.We thencomputethe perclassaverageresponséime predictedby the multi-class
versionof our model(Section2.4.3). We plot the obsened andpredictedresponsdimesfor thetwo classes
in Figure2.12. While the predictedresponséimescloselymatchthe obseredvaluesfor the rst experiment,
in the secondexperiment(Figure2.12(b)),we obsene that our modelunderestimatethe responsdime for
classl for 50 sessions—wattributethis to aninaccurateestimationof the servicetime of classl requestst
theservletdier atthis load.
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Figure 2.12. Rubisservingsession®f two classesSession®f classl weregeneratedisingworkloadW 1
while thoseof class2 weregeneratedisingworkloadW 2.

2.6 Applications of the Model

In this sectionwe demonstratsomeapplicationsof our modelfor managingesourcesn a hostingplat-
form. We alsodiscusssomeimportantissuegelatedto the onlineuseof our model.

2.6.1 Dynamic Capacity Provisioning and Bottleneck Identi cation

Dynamiccapacityprovisioningis a usefultechniquefor handlingthe multi-time-scalevariationsseenin
Internetworkloads. The goal of dynamicprovisioning is to dynamicallyallocatesufcient capacityto the
tiersof anapplicationsothatits responsdime needscanbe metevenin the presencef the peakworkload.
Two key component®f adynamicprovisioningtechniquearepredictingthe workloadof anapplicationand
determininghecapacityneededo senethis predictedvorkload. Theformerproblemhasbeenaddressetly
Hellersteinetal. [53]. Theworkloadestimatesnadeby suchpredictorscanbe usedby our modelto address
the issueof how much capacityto provision. In Chapter3, we extensiely studythe problemof dynamic
capacityprovisioningin hostingplatforms.Herewe conductanexploratoryexperimento evaluatethe utility
of our modelfor dynamiccapacityprovisioning.

Obserne that the inputs to our model-basedgrovisioning technique are the workload characteristics,
numberof sessiongo be servicedsimultaneouslyand the responsdime target, and the desired outputis
a capacityassignmenfor the application We startwith an initial assignmenbf one sener to eachtier.
We usethe MVA algorithmto determinethe resultingaverageresponsdime asdescribedn Sections2.3
and2.4. In casethis is worsethanthe target, we usethe MVA algorithmto determinefor eachreplicable
tier, the responseaime resultingfrom the additionof onemoresenerto it. We adda sener to thetier that
resultsin the greatestmprovementin responseime. We repeatthis until we have anassignmentor which
the predictedresponsdime is belav the taget—thisassignmenyields the capacityto be assignedo the
applications tiers’. The above provisioning procedurehasa time compleity of O(kM N), wherek is the
numberof senersthat the applicationis eventually assignedM is the the numberof tiers,andN is the
numberof sessionsSinceprovisioningdecisionsaretypically madeover periodsof tensof minutesor hours,
thisrun-timeis tolerable.

We conductan experimentto demonstrateéhe applicationof our modelto dynamicallyprovision Rubis
con gured usingJava servletsat its middle tier. We assumean idealizedworkload predictorthatcanaccu-
rately forecasthe workloadfor the nearfuture. We generated one-houdong sessiorarrival processased

"Note that our currentdiscussionassumeshat it is always possibleto meetthe responseime target by addingenoughseners.
Sometimeshis maynotbepossible(e.g.,dueto theworkloadexceedinghe entireavailablecapacity or anon-replicablegier becoming
saturatedandwe may have to employ admissiorcontrolin additionto provisioning. Thisis discussedn Section2.6.2.
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Figure 2.13. Model-basediynamicprovisioning of senersfor Rubis.

on aWebtracefrom the 1998 SocceWorld Cupssite[7]; thisis shavn in Figure2.13(a). Sessionsregen-
eratedaccordingto this arrival procesausingworkloadW 1. This tracecontainedhe numberof arrivals per
minuteto this Web site during one day of the World Cup event. Basedon this tracewe createda smaller
traceto drive our experiment. This tracewasobtainedby compressinghe original 24-hourlong traceto 1
hour This wasdoneby picking arrivals for every 24" minuteanddiscardingthe rest. This enabledus to
capturethe time-of-dayeffect asa “time-of-hour” effect. Further the requestarrival rate was scaleddown
soit could be sustainedy our hardware. Sessiongor Rubiswerethengeneratedccordingto the arrival
procesglescribedn thistrace(shavn in Figure2.13(a))usingworkloadW 1.

We implementeda provisioning unit thatinvokesthe model-basegroceduredescribedabore every 10
minutesto determinethe capacityrequiredto handlethe workload during the next interval. Our goalwas
to maintainan averageresponséime of 1 secondor Rubisrequests.Sinceour modelrequiresthe number
of simultaneousessionasinput, the provisioning unit corvertedthe peakrateduringthe next interval into
anestimateof the numberof simultaneousessiongor which to allocatecapacityusinglLittle's Law [64] as
N = d, where is the peaksessiorarrival rateduring the next interval asgiven by the predictorandd
is the averagesessiorduration. The provisioning unit ran on a separatesener. It implementedscriptsthat
remotelylog onto theapplicationsentryandthe dispatcherdor the affectedtiersafterevery re-computation
to enforcethenewly computedallocations.Theconcurreng limits of the ApacheWebsenerandthe Tomcat
servletcontainemwerebothsetto 100. We presentheworking of our provisioningunit andthe performance
of Rubisin Figure2.13(b). The provisioning unit is successfuin changingthe capacityof the servletstier
to matchthe workload—recalthatworkloadW 1 is CPU intensize on this tier. The sessiorarrival rategoes
up from about10 sess/miratt = 20 minutesto nearly30 sess/miratt = 40 minutes.Correspondinglythe
requestrrival rateincrease$rom about1500req/minto about4200req/min. Theprovisioningunitincreases
thenumberof Tomcatreplicasfrom 2 to amaximumof 7 duringthe experiment.Furtheratt = 30 minutes,
the numberof simultaneousessiongluring the upcoming10 minuteinterval is predictedto be higherthan
the concurreng limit of the Apachetier. To prevent new sessiondeing droppeddueto the connection
limit beingreachedat Apache,a secondApachesener is addedto the application. Thus,our model-based
provisioning is ableto identify potentialbottlenecksat differenttiers (connectionsat Apacheand CPU at
Tomcat)and maintainresponsdime tamgetsby addingcapacityappropriately We notethat the single-tier
modelsdescribedn Section2.2.2will only be ableto addcapacityto onetier andwill fail to capturesuch
changingbottlenecks.

2.6.2 SessiorPolicing and Class-basediffer entiation

As mentionedn Chapterl, animportantcomponenbf an Internetapplicationin our proposechosting
platform architecturds a sentrythat policesincoming sessiongo an applications sener pool—incoming
sessiongaresubjectedo admissiorcontrolatthe sentryto ensurehatthe contractecerformanceguarantees
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are met; excesssessiongare turnedaway during overloads. In an applicationsupportingmultiple classes
of sessionswith possiblydifferentresponsdime requirementand revenueschemedor differentclasses,
it is desirableto designa sentrythat, duringa ash crowd, candeterminea subsetof sessionsadmitting
which would optimize a meaningfulmetric. An exampleof sucha metric could be the overall expected
revenuegeneratedby the admittedsessionsvhile meetingtheir responsdime targets (this constrainton
responsd¢imeswill beassumedo hold in therestof our discussiorwithout beingstated).Formally, givenL

sessiorclassesC;, , C_,with upto N; sessionsf classC; andusingoverallrevenueasthemetricto be
optimized,the goal of the sentryis to determineanL -tuple (N 2™t N,f‘dm" ) suchthat
X ) X
8n; Nij(1 i L) rev (N24mt revi(n;);

wherer eV, (n;) denotegherevenuegeneratedby n; admittedsessionsf C;.

Our multi-classmodeldescribedn Section2.4.3providesa e xible procedurdor realizingthis. First,
obsenethattheinputsto this procedue are theworkloadcharacteristicsof variousclassesandthecapacities
assignedo the applicationtiers, and the desiled outputis the numberof session®f eat classto admit In
theory we could usethe multi-classMVA algorithmto determinethe revenueyielded by every admissible
L -tuple. Clearly, thiswould be computationallyprohibitive. Insteadwe usea greedyheuristicthatconsiders
the sessiorclassesn a non-increasingrderof their revenue-peisession For the classunderconsideration,
it addssessionantil eitherall available sessionsre exhaustedpr addinganothersessionwvould causethe
meanresponsgime of atleastoneclass,aspredictedby themodel,to violateits target. The outcomeof this
proceduréds anL -tuple of the numberof sessionghatcanbe usedby the policerto make admissiorcontrol
decisions.

We now describeour experimentsto demonstratéhe working of the sessionpolicer for Rubis. We
con guredtheservletsversionof Rubiswith 2 replicasof theservletdier. Similarto Section2.4.3,we chose
W1 andW 2 to constructtwo sessiorclassesC; andC, respectiely. Theresponsdime targetsfor thetwo
classesverechoserto bel seconchnd?2 secondstherevenueyieldedby eachadmittedsessiorwasassumed
to be $0.1and$1 respectiely. We assumesessiordurationsof exactly 10 minutesfor illustrative purposes.
We createthe following ash crowd scenarios.We assumehat 150 session®f C; and 10 sessionof C,
arrive att = 0; 50 sessiongachof C; andC, areassumedo arrive att = 10 minutes. Figure 2.14(a)
presentghe working of our model-basegolicer At t = 0, basedon the proceduredescribedaborve, the
policer rst admitsall 10 session®f the classwith higherrevenue-peisessionnamelyC,; it thenproceeds
to admitasmary session®f C; asit can(90) while keepingthe averageresponsdimesundertarget. At
t = 10 minutes,the policer rst admitsasmary session®f C, asit can(21); it thenadmits5 sessions
of C;—admitting more would, accordingto the model, causethe meanresponsdime of C, to exceedits
threshold We nd from Figure2.14(a)thatthe meanresponséime requirement®f boththe classesaremet
duringthe experiment.We make two additionalobsenrations: (i) during[0, 10] minutesthe meanresponse
time of C, is well belaw its targetof 2 secondsThisis becauséhereareonly 10 session®f this classless
thanthe capacityof the databasdier for the desiredresponseime target; sincethe 90 session®f C; stress
mainly the servletdier (recallthe natureof W 1 andW 2), they have minimalimpacton theresponsgime of
C, sessionswhich mainly exercisethe databaseier, and(ii) during (10, 20] minutes,the responsdime of
C; iswell below its targetof 1 second Thisis becaus¢he policeradmitsonly 5 C; sessionstheservletgier
is lightly loadedsincethe C, sessionslo not stresst, andthereforethe C; sessiongxperiencdow response
times.

Figure 2.14(b) demonstrateshe impact of admitting more sessionn applicationresponsdime. At
t = 0, the policer admitsexcessC; sessions—itadmits 140 and 10 sessiongespectiely. We nd that
sessionof C; experiencedegradedresponseimes (in excessof 2 secondsas opposedto the desiredl
second)Similarly, att = 10minutes,t admitsexcessC, sessions—iadmits5 and31sessionsespectrely.
Now session®f C, experiencemeanresponsdime violations. Obsere that admitting excesssession®f
oneclassdoesnot causea perceptibledegradationin theperformancef the otherclassbecausehey exercise
differenttiersof theapplication.
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Figure 2.14. Maximizing revenuevia differentiatedsessiorpolicing in Rubis. The applicationsenestwo
classe®f sessions.

2.7 Concluding Remarks

In this chapterwe presentednanalyticalmodelfor multi-tier Internetapplications.Our modelis based
on using a network of queuesto representhow the tiers in a multi-tier applicationcooperateto process
requests.Our modelis generalenoughto capturelnternetapplicationswith anarbitrarynumberof hetero-
geneousiers, is inherentlydesignedo handlesession-basedorkloads,andcanaccountfor applicationid-
iosyncrasiesuchasloadimbalancesvithin areplicatedier, cachingeffects,the presencef multiple classes
of sessionsandlimits ontheamountof concurreng ateachtier. The modelparameterareeasyto measure
andupdate We validatedthe modelusingtwo open-sourcenulti-tier applicationgunningon a Linux-based
sener cluster Our experimentsdemonstratedhat our modelfaithfully captureshe performanceof these
applicationdor avariety of workloadsandcon gurations.We exploredthe utility of our modelin managing
resourcedor Internetapplicationsundervarying workloadsandshifting bottlenecks.We investicatethis in
moredepthin the subsequenthapters.
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CHAPTER 3
DYNAMIC CAPACITY PROVISIONING

3.1 Intr oduction

As describedn Chapter2, typical Internetapplicationsemploy a multi-tier architecturewith eachtier
providing a certainfunctionality Provisioningmulti-tier applicationgaisesnew challengesiotaddressedy
prior work on pravisioningsingle-tierapplicationsIn this chapterwe focuson dynamicresourceprovision-
ing for Internetapplicationghatemploy a multi-tier architecture.

3.1.1 Motivation

Internetapplicationdendto seedynamicallyvaryingworkloadsthatcontainlong-termvariationssuchas
time-of-dayeffectsaswell asshort-term uctuations dueto ash crowds. Predictingthe peakworkload of
anlinternetapplicationandcapacityprovisioningbbasecn theseworstcaseestimatess notoriouslydif cult.
Underestimatingthe peakworkload canresultin an applicationoverload,causingthe applicationto crash
or becomeunresponsie. Thereare numerousdocumentedxamplesof Internetapplicationsthat facedan
outagedueto anunexpectedoverload.For instancethenormallywell-provisionedAmazon.consitesuffered
aforty-minutedown-time dueto anoverloadduringthe popularholiday seasorin November1999.

Giventhedif culties in predictingpeakinternetworkloads anapplicationrneedd4o employ acombination
of dynamicprovisioningandrequespolicing to handleworkloadvariations.Dynamicprovisioning enables
additionalresourcesuchassenersto beallocatedo anapplicationon-the- y to handleworkloadincreases,
while policing enableghe applicationto temporarilyturn away excessrequestsvhile additionalresources
arebeingprovisioned. In this chaptey we arguethatagile, proactize provisioning techniquesrenecessary
to handleboth long-termand short-termworkload uctuations seenby Internetapplications. To address
theseissueswe presenpredictive andreactie provisioningmechanismaswell asa novel hostingplatform
architecturebasedn virtual machinemonitors.

3.1.2 RelatedWork

Somepaperhave addressetheproblemof provisioningresourcesitthegranularityof individual seners
asin ourwork. Ranjaretal. [92] consideitheproblemof dynamicallyvaryingthenumberof senersassigned
to a singleservicehostedon a datacenter Their objective is to minimize the numberof senersneededo
meetthe services QoStamets. The algorithmis basedon a simple schemeto extrapolatethe currentsize
of the sener setbasedon obsenationsof utilization levels andworkloadsto determinethe sener setof the
right sizeandis evaluatedvia simulations. The Oceancoprojectat IBM [6] hasdevelopeda sener farmin
which senerscanbe moveddynamicallyacrosshostedapplicationgdependingon their changingneeds.The
mainfocusof this paperwason the implementatiorissuesinvolvedin building sucha platformratherthan
the exactalgorithmsfor provisioning.

Theremainderof this chapteiis structuredasfollows. Section3.2 presentsanoverview of the proposed
system.Sections3.2-3.5presentbour provisioning algorithms. We preseniour prototypeimplementatiorin
Section3.6, our experimentalevaluationin Section3.7,andconclusionsn Section3.8.

3.2 Provisioning Algorithm Overview

The goal of our provisioning algorithmis to allocatesufcient capacityto thetiers of anapplicationso
thatits SLA canbemetevenin the presencef thepeakworkload.At the heartof ary provisioningapproach
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lie two issueshowmud to provisionandwher? We provide anoverview of our provisioningalgorithmfrom
this perspectie.

How much to provision: We usethe applicationmodeldevelopedin Chapter2 to determinehow mary
senersto allocateto eachtier and eachapplication,Using this asa building block, we candeterminethe
numberof senersnecessanat eachtier to handlea peaksessiorarrival rateof — andprovision resources
accordingly Our approactovercomeghe dravbacksof independenpertier provisioningandthe blackbox
approachesWhile the capacityneededat eachtier is determinedseparatelyusing our queuingmodel, the
desiredcapacitiesareallocatedto the varioustiersall at once. This ensureghat eachprovisioning decision
immediatelyresultsin anincreasen effective capacityof the application.

When to Provision: Thedecisionof whento provision depend®n the dynamicsof Internetworkloads.
Internetworkloadsexhibit long-termvariationssuchastime-of-dayor seasonatffectsaswell asshort-term

uctuations suchas ash crowds. While long-termvariationscanbe predictedaheadof time by observing
pastvariations short-termuctuations arelesspredictablepr in somecasesnot predictable Ourtechniques
emplo/ two different methodsto handlevariationsobsered at differenttime scales. We use predictive
provisioning to estimatethe workload for the next few hoursand provision for it accordingly Reactve
provisioningis usedto correcterrorsin the long-termpredictionsor to reactto unanticipatedash crowds.
Whereagredictive provisioning attemptsto “stay ahead”of the anticipatedworkload uctuations, reactve
provisioningenableghe hostingplatformto be agileto deviationsfrom the expectedworkload.

Thefollowing sectiongresenbur predictive andreactve provisioningmethods.

3.3 How Much to Provision: Modeling Multi-tier Applications

To determinehow mary senersto provisionfor anapplication we usethemodelpresentedn Chapter2.
Givenanaveragesessiorthink-time of Z, andanaveragesessiordurationof , usingLittle's Law [65], we
cantranslatehe sessiorarrival rateof  to a averagenumberof active sessiongjive by

Wethenusethemodelasdescribedn Section2.6.1to determinghenumberof seners 1;::: x needed
atthek tiersto handlea peakdemandof . We thenincreasehe capacityof all tiersto thesevaluesin a
single step,resultingin animmediateincreasan effective capacity In the event ; exceedsthe degreeof
replicationM; of atier theactualallocationis reducedo thislimit. Thus,eachtier is allocatedno morethan
min( i;M;) seners.To ensurehatthe SLA is notviolatedwhentheallocationis reducedo M, theexcess
requestsnustbeturnedaway atthe sentry

3.4 Whento Provision?

In this section,we presentwo methods—predictie andreactve—to provision resourcesver long and
shorttime-scalestespectiely.

3.4.1 Predictive Provisioning for the Long Term

The goal of predictive provisioning is to provision resourcesver time scalesof hoursanddays. The
techniquausesaworkloadpredictorto predictthe peakdemandover the next severalhoursor adayandthen
usesthe modelpresentedn Chapter2 to determinethe numberof senersthatareneededo meetthis peak
demand Predictve provisioningis motivatedby long-termvariationssuchastime-of-dayor seasonagffects
exhibited by Internetworkloads[53]. For instance the workload seenby an Internetapplicationtypically
peaksaroundnoonevery day andis atits lowestin the middle of the night. Similarly, theworkloadseenby
onlineretail Web sitesis higherduringthe holiday shoppingmonthsof NovemberandDecembethanother
monthsof theyear Thesecyclic patterngendto repeatandcanbe predictedaheadf time by observingpast
variations.By employing a workloadpredictorthat canpredictthesevariations,our predictive provisioning
techniquecanallocatesenersto anapplicationwell aheadf the expectedworkloadpeak.This ensureshat
applicationperformancealoesnot suffer evenunderthe peakdemand.

The key to predictive provisioning is the workload predictor In this section,we presenta workload
predictorthatestimateshetail of thearrival ratedistribution (i.e., the peakdemandYor the next few hours.
Otherstatisticalorkloadpredictive techniquegroposedn theliteraturecanalsobe usedwith our predictive
provisioningtechniqug53, 94].
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Figure 3.1. Theworkloadpredictionalgorithm.

Ourworkloadpredictoris basenatechniqugroposedy Roliaetal. [94] andusespastobsenationsof
theworkloadto predictpeakdemandhatwill be seenover a periodof time T. For simplicity of exposition,
assumahatT = 1 hour In thatcase,the predictorestimateghe peakdemandthatwill be seenover the
next onehour, atthe beginning of eachhour To do so,it maintainsa history of the sessiorarrival rateseen
during eachhour of the day over the pastseveral days. A histogramis thengeneratedor eachhour using
obsenationsfor thathourfrom the pastseveral days(seeFigure 3.1). Eachhistogramyields a probability
distribution of the arrival ratefor thathour The peakworkloadfor a particularhouris estimatedasa high
percentileof thearrival ratedistribution for thathour(seeFigure3.1). Thus,by usingthetail of thearrival rate
distribution to predictpeakdemandthe predictive provisioningtechniquecanallocatesuf cient capacityto
handletheworst-casdoad,shouldit arrive. Further monitoringthedemandor eachhourof thedayenables
thepredictorto capturetime-of-dayeffects.

In additionto usingobserationsfrom prior days,the workloadseenin the pastfew hoursof the current
day canbe usedto furtherimprove predictionaccurag. Let | eq(t) denotethe predictedarrival rateduring
a particularhour denotedby t. Furtherlet ous(t) denotethe actualarrival rate seenduringthis hour The
predictionerroris simply gps(t) pred(t). In theeventof a consistentlypositivepredictionerrorover the
pastfew hours,indicatingthatthe predictoris consistentlyunderestimatingeakdemandthepredictedvalue
for thenext houris correctedusingthe obserederror;

X1 max(O; obs(i) pred(i)).

pred(t) = pred(t) + h

i=t h

wherethe secondexpressiondenotesthe meanpredictionerror over the pasth hours. We only consider
positive errorsin orderto correctunderestimatesf the predictedoeakdemand—ngative errorsindicatethat
theobseredworkloadis lessthanthe peakdemandwhich only meanghattheworst-casevorkloaddid not
arrive in thathourandis not necessarilya predictionerror.

Using the predictedpeakarrival rate for eachapplication,the predictve provisioning techniqueuses
the modelto determinethe numberof senersthat shouldbe allocatedto eachtier of an application. An
increasen allocationmustbe met by borraving senersfrom the free pool or underloadedipplications—
underloadeapplicationsarethosewhosenew allocationsarelessthantheir currentallocations.If thetotal
numberof requiredsenersis lessthanthesenersavailablein thefreepoolandthosereleasedby underloaded
applicationsthena utility-basedapproacH27] canbe usedto arbitratethe allocationof availablesenersto
needyapplications. Seners are allocatedto applicationsthat bene t mostfrom them as de ned by their
SLAs.
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3.4.2 Reactive Provisioning: Handling Prediction Err ors and Flash Crowds

The workload predictoroutlinedin the previous sectionis not perfect. It may incur predictionerrorsif
theworkloadon a givendaydeviatesfrom its behaior on previousdays.Further sudderloadspikesor ash
crowds areinherentlyunpredictablgohenomena.Finally, errorsin the online measurementsf the model
parametersantranslatento errorsin the allocationscomputedby the model. Reactve provisioningis used
to swiftly reactto suchunforeseerevents. Reactve provisioning operateson time scaleson the order of
minutescheckingfor workloadanomalieslIf any anomaliesredetectedthenit allocatesadditionalcapacity
to varioustiersto handletheworkloadincrease.

Reactve provisioning is invoked once every few minutes. It can also be invoked on-demandby the
applicationsentryif the obseredrequestdroprateincreasedeyondathreshold.In eithercasejt compares
the currentlyobsered sessiorarrival rate ops(t) over the pastfew minutesto the predictedrate preq(t).
If the two differ by morethana threshold,correctve actionis necessary Speci cally if pr((tt)) > jor
droprate> ,, where ; and , areapplication-de nedhresholdsthenit computesa new sener allocation.
This canbe achiezedin oneof two ways. Oneapproachs to usethe modelto computea new allocationof
senersfor the varioustiers that cansustainan arrival rate op5(t). The secondapproacthis to increasethe
allocationof all tiersthatareat or nearsaturatiorby aconstanamount(e.g.,10%). Thenew allocationneeds
to ensurehatthe bottleneckdoesnot shift to anotherdownstreantier; the capacityof ary suchtier mayalso
needto beincreasegroportionately The advantageof usingthe modelto computethe new allocationis that
it yieldsthenew capacityin asinglestep,asopposedo thelatterapproachhatincreasegapacityby a x ed
amount.Theadwantageof thelatterapproachs thatit is independenof themodelandcanhandleary errors
in the measurementssedto parameterizéhe model. In eithercase the effective capacityof the application
is raisedto handletheincreasedvorkload.

The additionalseners are borroved from the free pool if available. If the free pool is empty or has
aninsufcient numberof seners,thenthesesenersneedto be borraved from otherunderloadedpplica-
tions runningon the hostingplatform. An applicationis saidto be underloadedf its obsered workloadis
signi cantly lowerthanits provisionedcapacity:if pbe—d((tt)) < low.Where |oy isalow watermarkhreshold.

Sincea singleinvocationof reactve provisioningmay be insufcient to bring sufcient capacityonline
duringalargeloadspike, repeatednvocationsmaybenecessaryn quick successiomo handletheworkload
increase.

Together predictive andreactie provisioning can handlelong-termpredictableworkload variationsas
well asshortterm uctuations thatarelesspredictable.Predictie provisioning allocatescapacityaheadof
time in anticipationof a certainpeakworkload,while reactie provisioning takescorrectize actionafter an
anomalousvorkloadincreasehasbeenobsened. Putanothemway, predictive provisioning attemptgo stay
aheadbf theworkload uctuations, while reactve provisioningfollows workload uctuations correctingfor
errors.

3.4.3 RequestPolicing

Requestpolicing enableghe hostedapplicationsto temporarilyturn away excessrequestswhile addi-
tional resourcesre beingprovisioned. Also, sometimegheremay not be enoughresourcesn the hosting
platformto meetan applications entireworkload. In this case the applicationemploys its policerto turn
away excessrequestso thatadmittedrequestsontinuemeetingthe SLA. A simplerequesipolicing policy
couldwork asfollows. The predictorandreactorcorvey the peaksessiorarrival ratefor which they have
allocatedcapacityto the applications sentry This is doneevery time the allocationis changed.The sentry
thenensureghatthe admissiorratedoesnot exceedthis threshold droppingexcesssessionsin Chapter4,
we describea moresophisticatedequespolicing approach.

3.5 Agile Sewer Switching using VMMs

A Virtual MachineMonitor (VMM) is a softwarelayerthatvirtualizesthe resource®f a physicalsener
and supportsthe executionof multiple virtual machinegVMs) [17]. EachVM runsa separateperating
systemandanapplicationcapsulewithin it. TheVMM enablesenersresourcessuchasthe CPU,memory
disk andnetwork bandwidth to be partitionedamongtheresidentvirtual machines.
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Figure 3.2. Virtual MachineBasedHostingPlatformArchitecture.

TraditionallyVMMs have beenemployedin sharechostingenvironmentgo runmultiple applicationsand
theirVMs onasinglesener;theVM providesisolationacrossapplicationswhile the VMM supportse xible
partitioningof sener resourcescrossapplications.In dedicatechosting,no morethanoneapplicationcan
beactive onagivenphysicalsener, andasaresult,sharingof individual sener resourcesicrossapplications
is mootin suchervironments.nstead we employ VMMs for a novel purpose—astsener switching.

Traditionally, switchinga sener from one applicationto anotherfor purposef dynamicprovisioning
hasentailedoverhead®f severalminutesor more. Doing soinvolvessomeor all of thefollowing steps:(i)
wait for residualsession®f the currentapplicationto terminate (ii) terminatethe currentapplication,(iii)
scrubandreformatthe disk to wipe out sensitve data,(iv) reinstallthe OS, (v) installandcon gure the new
application. Our hostingplatformrunsa VMM on eachphysical sener. Doing so enablest to eliminate
mary of thesestepsanddrasticallyreduceswitchingtime.

Thiswork assumeadedicatedostingmodel,whereeachapplicationrunsonasubsebf thesenersanda
seneris allocatedo at mostoneapplicationatary giventime (exceptin speciakircumstancethatwe explain
momentarily). Eachcapsulerunsinside a virtual machineand eachsener runsa virtual machinemonitor
thatexecuteghis virtual machine.Dependingon whetherthe capsulds replicableor not, the sener mayget
classi edasanElf or anEnt. EIf senersrun replicablecapsuleswhile Entsrun non-replicablecomponents
of anapplicatiodt. Unlike Ents,an EIf canbe reassignedrom one applicationto another Multiple VMs
andtheir associatectapsulesnay resideon an Elf, althoughonly one of theseVMs canbe active at ary
giventime, asperthe dedicatechostingmodel. The remainingVMs aredormantandareassignedninimal
senerresourcesEachVM alsorunsa nucleus—a softwarecomponenthat performsonline measurements
of thecapsuleworkload,its performanceandresourcaisagethesestatisticsareperiodicallyconveyedto the
controlplane.Figure3.2 presentshe architectureof a virtual machinebasechostingplatform.

We assumehat eachEIf sener runs multiple virtual machinesand capsulesof differentapplications
within it. Only onecapsulendits virtual machinds active atary time—thisis thecapsulago whichthesener
is currentlyallocated.Othervirtual machinesaredormant—thg areallocatedminimal sener resourcedy
theunderlyingVMM andmostsener resourcesreallocatedto the active VM. If the sener belongsto the
freepool, all of its residentVMs aredormant.

In sucha scenarioswitchingan EIf sener from oneapplicationto anothercorrespondso deactvating
a VM by reducingits resourceallocationto , andreactvating a dormantVM by increasingits allocation
to (100- %) of the sener resource& This only involves adjustingthe allocationsin the underlyingVMM

1Elvesarea swift andathleticracein J.R.R.Tolkien's TheLord of the Ringsasopposedo thebulky, tree-like Ents.
2 isasmallvaluesuchthatthe VM consumesegligible sener resourcesindits capsules idle andswappedoutto disk.
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andincursoverhead®nthe orderof tensof milliseconds.Thus,in theory our hostingplatformcanswitcha
sener from oneapplicationto anotherin a few milliseconds.In practice,hovever, we needto considerthe
residualstateof the applicationbeforeit canbe madedormant.

To doso,we assumehatoncethepredictoror thereactordecideto reassigrasenerfrom anunderloaded
to anoverloadedapplication they notify theloadbalancingelementof the underloadedpplicationtier. The
load balancingelementstopsforwarding newv sessiongo this sener. However, the sener retainsstateof
existing sessionsand new requestanay arrive for thosesessionauntil they terminate. Consequentlythe
underloadedpplicationtier will continueto usesomesener resourcesindthe amountof resourcesequired
will diminish over time as existing sessiongerminate. As a result, the allocationof the currently active
VM cannotbe instantaneouslyampeddown; instead,the allocationneedsto be reducedgradually while
increasingthe allocationof the VM belongingto the overloadedapplication. Two stratejies for ramping
down theallocationof thecurrentVM arepossible.

Fixed rate rampdown: In this approachthe resourceallocationof the underloaded/M is reduced

by a x edamount everyt time unitsuntil it reducegdo ; theallocationof thenew VM is increased
correspondingly The advantageof this approachis thatit switchesthe sener from oneapplication

to anotherin a x ed amountof time, namelyt= . The limitation is thatlong-lived residualsessions
will beforcedto terminate or their performanceyuaranteewiill beviolatedif theallocationdecreases
beyondthatnecessaryo servicethem.

Measuement-basecampdown: In this approachtheactualresourcausageof theunderloaded/M is
monitoredonline. As theresourcausagedecreasewith terminatingsessionsthe underlyingallocation
in the VMM is alsoreduced. The approachrequiresmonitoring of the CPU, memory network and
diskusagesothattheallocationcanmatchthefalling usage Theadwantageof this approachs thatthe
ramp-davn is moreconserative andlesslik ely to violate performanceyuaranteesf existing sessions.
The drawbackis that long-lived sessionsnay continueto usesener resourceswhich increaseshe
sener switchingtime.

In eithercase,useof VMMs enablesour hostingplatform to reducesystemswitching overheadgo a
negligible value. The switchingtime is solelydominatedy applicationidiosyncrasieslf theapplicationhas
short-lved sessiongr the applicationtier is statelessthe switchingoverheads small. Evenwhensessions
arelong-lived,the overloadedapplicationimmediatelygetssomeresource®n thesener, whichincrease#ts
effective capacity;moreresourcedecomeavailableasthe currentVM rampsdown.

As a nal detail, obsere that we have assumedhat a sufcient numberof dormantVMs is always
availablefor varioustiers of anoverloadedapplicationto increaseheir capacity The hostingplatformneeds
to ensurethat thereis alwaysa pre-spavned pool of dormantVMs for eachapplicationin the system. As
dormantVMs of anapplicationareactivatedduringanoverload,andthe numberof dormantVMs falls belov
alow watermark additionaldormantVMs needto be spavnedon otherElf seners,sothatthereis alwaysa
readypool of VMs thatcanbetapped115].

3.6 Implementation Considerations

We implementeda prototypehostingplatform on a clusterof 40 Pentiumsenersconnectedsia a 1Gbps
etherneswitchandrunningLinux 2.4.20.Eachmachinein the clusterran oneof the following entities: (1)
an applicationcapsule(andits nucleus)or load balancer(2) the control plane,(3) a sentry (4) a workload
generatofor anapplication.Theapplicationausedin our evaluation(describedn detailin Section3.7.1)had
two replicabletiers—afront tier basedon the ApacheWeb sener anda middle tier basedon Java servlets
hostedon the Tomcatservletscontainer Thethird tier wasa non-replicableVlysgl databassener.

Virtual Machine Monitor : We useXen 1.2[17] asthe virtual machinemonitorin our prototype. The
Xen VMM hasa specialvirtual machinecalled domainO(virtual machinesare called domainsin the Xen
terminology)that getscreatedas soonas Xen bootsand remainsthroughoutthe VMM' s existence. Xen
providesamanagemerihterfacethatcanbe manipulatedrom domainGto createnew domainsgcontroltheir
CPU, network, andmemoryresourceallocations allocatelP addresseggrantaccesdo disk partitions,and
suspend/resuméomainsto les, etc. The managemeninterfaceis implementedasa setof library func-
tions (implementedn C) for which thereare Pythonlanguagebindings. We usea subsetof this interface
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(xc [domcreate.py andxc .dom.control.py ) to provide waysto starta nev domainor stopan ex-
isting one;the control planeimplementsa scriptthatremotelylogs on to domainOandinvokesthesescripts.
The control planealsoimplementsscriptsthat canremotelylog onto ary existing domainto starta capsule
andits nucleusor stopthem. xc _.dom_control.py providesan option that canbe usedto setthe CPU
shareof anexisting domain.The controlplaneusesthis featurefor VM rampup andrampdown.

Sentry and Load Balancer. We usedKernel TCP Virtual Server(ktcpvs)version0.0.14[67] to imple-
mentthe policing mechanismslescribedn Section3.4.3. kicpvsis an open-sourcel.ayer7 requestdis-
patcherimplementedasa Linux module. A round-robinload balanceiimplementedn ktcpvswasusedfor
Apache.Loadbalancingfor the Tomcattier wasperformedby modjk, an Apachemodulethatimplementsa
variantof roundrobin requesdistribution while takinginto accountsessioraf nity .

3.7 Experimental Evaluation

In this sectionwe presenthe experimentaketupfollowed by theresultsof our experimentalevaluation.

3.7.1 Experimental Setup

Thecontrolplanewasrunonadual-processc#50MHzmachinewith 1GB RAM. EIf andEntsenershad
2.8GHzprocessoraind512MB RAM. The sentrieswererun on dual-processot GHz machineswith 1GB
RAM each. Finally, the workload generatorsvere run on uniprocessomachineswith 1GHz processors.
ElvesandEntsranthe Xen 1.2 VMM with Linux; all othermachineganLinux 2.4.20. All machinesvere
interconnectedby gigabit Ethernet.

We usedthe two open-sourcenulti-tier applicationsdescribedn Chapter2—Rubisand Rubbosin our
experimentaktudy Eachapplicationcontainsa Java-basedlientthatgeneratea session-orientediorkload.
We modi ed theseclientsto generatevorkloadsandtake measurementseededy our experiments.Rubis
andRubbossessionsiadanaveragedurationof 15 minutesand5 minutes respectiely. For bothapplications,
theaveragethink time was5 seconds.

We used3-tier versionsof theseapplications.Thefront tier wasbasedon the Apache2.0.48Websener.
Themiddletier wasbasedn Java servletghatimplementtheapplicationlogic. We employed Tomcat4.1.29
astheservletscontainer Finally, the databas¢ier wasbasedon the Mysql 4.0.18database.

Both applicationsare assumedo requirean SLA wherethe 95" percentileof the responsdime is no
greaterthan 2 seconds.We usea simple heuristicto translatethis SLA into an equivalent SLA speci ed
usingtheaverageresponséime. Sincethemodelin Section3.3usesmeanresponsdimes,suchatranslation
is necessaryWe useapplicationpro ling [116] to determineadistributionwhose95" percentilds 2 seconds
andusethe meanof thatdistribution for thenew SLA.

3.7.2 Effectivenesf Multi-tier Model

This sectiondemonstrateshe effectivenessof our multi-tier provisioning techniqueover variants of
single-tiermethods.

3.7.2.1 IndependentPer-tier Provisioning

Our rst experimentusesthe Rubbosapplication.We usethe rst stravmandescribedn Examplel of
Section3.1for provisioning Rubbos.Here,eachtier employs its own provisioningtechnique.Rubboswas
subjectedo a workloadthatincreasesn stepsonceevery tenminutes(seeFig. 3.3(a)). The rst workload
increaseoccursatt = 600secondsaindsaturateshetier-1 Web sener. This triggersthe provisioningtech-
nigue,andan additionalsener is allocatedatt = 900 secondgseeFigure 3.3(b)). At this point, the two
tier-1 senersareableto serviceall incomingrequestscausingthe bottlenecko shift to the Tomcattier. The
Elf running Tomcatsaturateswhich triggersprovisioning attier 2. An additionalsener is allocatedto tier
2 att = 1200secondgseeFig. 3.3(b)). The secondworkloadincreaseoccursatt = 1200secondsand
theabove cycle repeats As shavn in Figure 3.3(c),sincemultiple provisioning stepsareneededo yield an
effective increasean capacitytheapplicationSLA is violatedduringthis period.
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Figure 3.4. Rubbos:Provision only the Tomcattier

A secondstravmanis to employ dynamicprovisioning only at the mostcompute-intense tier of the
application,sinceit is the mostcommonbottleneck{119]. In Rubbosthe Tomcattier is the mostcompute
intensve of thethreetiers andwe only subjectthis tier to dynamicprovisioning. The Apacheand Tomcat
tierswereinitially assigned and2 senersrespectiely. The capacityof a Tomcatsener wasdeterminedo
be 40 simultaneousessionsisingour model,while Apachewascon gured with a connectiorlimit of 256
sessions As shavn in Figure 3.4(a),every time the currentcapacityof the Tomcattier is saturatecby the
increasingworkload,two additionalsenersareallocated. The numberof senersat tier-2 increasegrom 2
to 8 overaperiodof time. At t = 1800secondsthe sessiorarrival rateincrease®eyondthe capacityof the

rst tier, causingthe Apachesener to reachits connectionimit of 256. Subsequent|yeventhoughplenty
of capacitywasavailableat the Tomcattier, newly arriving sessionareturnedaway dueto the connection
bottleneckat Apacheandthe throughputreachesa plateau(seeFigure 3.4(b)). Thus,focusingonly on the
thecommonlybottlenecledtier is notadequatesincethebottleneckwill eventuallyshift to othertiers.

Next, we repeatthis experimentwith our multi-tier provisioningtechnique Sinceour techniquds aware
of thedemandsat eachtier andcantake idiosyncrasiesuchasconnectiorlimits into accountasshown in
Figure3.5(a),it is ableto scalethe capacityof boththe Webandthe Tomcattierswith increasingvorkloads.
Consequentlhasshavn in Figure3.5(b),theapplicationthroughputtontinuego increasewith theincreasing
workload.Figure3.5(c)shavs thatthe SLA is maintainedhroughouthe experiment.

Result:Existingsingle-tiermethodsare inadequatdor provisioningresoucesfor multi-tier applications
as they mayfail to captue multiple bottlene&s. Our techniqueanticipatesshifting bottlene&s dueto ca-
pacityadditionat a tier andincreasesapacityat all needytiers. Further, it canidentify differentbottlene&
resoucesat differenttiers, e.g. CPU at the Tomcattier and Apadte connectionsat the Webtier.
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3.7.2.2 The Black box Approach

We subjectedthe Rubis applicationto a workload that increasedn steps,as shavn in Figure 3.7(a).
First, we usethe black box provisioning Approachdescribedn Example2 of Section3.1. The provisioning
techniquemonitorsthe perrequestresponsdimesover 30sintervals and signalsa capacityincreasdf the
95" percentileresponséime exceeds2 secondsSincethe blackbox techniques unavareof theindividual
tiers, we assumeahat two Tomcatsenersandone Apachesener areaddedto the applicationevery time a
capacityincreassds signaled.As shavn in Figure3.6(a)and(c), the provisionedcapacitykeepsincreasing
with increasingvorkloadandwheneer the 95" percentileof responséime is over 2 secondsHowever, as
shavn in Figure3.6(d),att = 1100secondsthe CPU on the Entrunningthe databasesaturatesSincethe
databaseener is not replicable,increasingcapacityof the othertwo tiers beyond this point doesnot yield
ary furtherincreasan effective capacity However, the black box approactis unavare of wherebottleneck
lies andcontinuedo addsenersto the rst two tiersuntil it hasusedup all availableseners. Theresponse
time continuego degradedespitethis capacityadditionasthe Java servletsspendncreasinglylargeramounts
of time waiting for queriesto bereturnedby the overloadedlatabaséseeFigures3.6(c)and(d)).

We repeatthis experimentusing our multi-tier provisioning technique.Our resultsareshavn in Figure
3.7. As shown in Figure 3.7(b), the control planeaddssenersto the applicationatt = 390 secondsn
responsdo the increasedvorkload. However, beyond this point, no additionalcapacityis allocated. Our
techniquecorrectlyidenti es thatthe capacityof the databasgier for this workloadis around600 simulta-
neoussessions Consequentlywhenthis capacityis reachedandthe databaseaturatesit triggerspolicing
insteadof provisioning. The admissioncontrolis triggeredatt = 1070secondsanddropsary sessionsn
excessof thislimit duringtheremaindeof the experiment.Figure3.7(d)shavs thatour provisioningis able
to maintaina satistctoryrespons¢ime throughouthe experiment.

Result: Our provisioningtedniqueis able to take constaintsimposedby non-replicabletiers into ac-
count. It canmaintainresponsgime targetshby invokingthe admissioncontmol whencapacityadditiondoes
nothelp.

3.7.3 Predictive and Reactive Provisioning

In this sectionwe presenexperimentgo demonstratéhe needto have both predictive andreactie pro-
visioningmechanismsWe usedRubisin theseexperiments Theworkloadwasgeneratedasedn the Web
tracesfrom the 1998SoccetWorld Cupsite[7]. Thesetracescontainedhe numberof arrivals per minuteto
this Website overan8-dayperiod.Basedonthesewe createdseveralsmallertracesto drive our experiments.
Thesetraceswereobtainedby compressinghe original 24-hrlong tracesto 1 hr—this wasdoneby picking
arrivals for every 24 minuteanddiscardingthe rest. This enablesusto capturethe time-of-dayeffect asa
“time-of-hour” effect. The experimentinvoked predictive provisioning onceevery 15 minutesover the one
hourdurationandwe referto theseperiodsasintervals1-4; reactive provisioningwasinvokedon-demanabr
onceevery few minutes.For the sale of conveniencejn therestof the section,we will simply referto these
tracesby the dayfrom which they wereconstructedeventhoughthey areonly one-houdong). We present
threeof thesetraces:(i) Figure3.8(a)shavs theworkloadfor day 6 (a typical day), (ii) Figure3.9(a)shavs
theworkloadfor day 7, (moderateoverload),and(iii) Figure3.10(a)shownstheworkloadfor day8 (extreme

38



1600
1400
1200
1000

14 " #webservers ——
#app servel

Number of servers
Num sessions active
=3
S
S

8 *x
6 i
o
oL

0

300 600 900 1200 1500 300 600 900 1200 1500
Time (sec) Time (sec)

(&) Numseners (b) Num active sessions
10000 T T 100
5 9000 v g
$ 8000 o 80
E 000 g
E 6000 260
£ 5000 2
& 4000 ©
£ 3000 e
S 2000 T
300 600 900 1200 1500 300 600 900 1200 1500
Time (sec) Time (sec)
(c) Respons¢ime (d) CPULtil atdatabase

Figure 3.6. Rubis: Blackboxprovisioning

overload).Throughouthis experimentwe will assumehatthedatabaséer hassufcient capacityto handle
thepeakobsenedon day8 anddoesnot becomea bottleneck. The averagesessiordurationin our tracewas
5 minutes.

3.7.3.1 Only Predictive Provisioning

Figure 3.8 presentghe performanceof the systemduring day 6 with the control planeemploying only
predictive provisioning (with reactve provisioningdisabled).Day 6 wasa “typical” day meaningthe work-
load closelyresembledhat obsered during the previous days. The predictionalgorithmwas successfuin
exploiting this andwas able to assignsufcient capacityto the applicationat all times. In Figure 3.8(b),
we obsene that the predictedarrivals closely matchedthe actualarrivals. The control planeaddedseners
att = 30 minutes—wellin time for the increasedvorkloadduring the secondhalf of the experiment. The
applicationexperiencedatistictoryresponseime throughouthe experiment(Figure3.8(c)).

Result:Our predictiveprovisioningworkswell on “typical” days.

3.7.3.2 Only Reactive Provisioning

In Figure3.9we presentheresultsfor day 7. Comparingthe workloadfor day 7 with thatfor day 6, we
nd thattheapplicationexperiencedh moderateverloadonday7, with thearrival rategoingup to about150
sessions/minnorethantwice the peakon day6. Theworkloadshavedamonotonicallyincreasingrendfor
the rst 40 minutes.

We rst let the control planeemploy only predictive provisioning. Figure3.9(b) shaws the performance
of our predictionalgorithm, both with and without using recenttrendsto correctthe prediction. We nd
thatit severely underestimatethe numberof arrivalsin Intenal 2. The useof recenttrendsallowed it to
progressiely improve its estimatein Intervals 3 and 4 (predictedarrivals were nearly 80% of the actual
arrivalsin Interval 3 andalmostequalin Intenal 4). In Figure 3.9(c), we obsere that the responsdime
targetwasviolatedin Intenal 2 dueto underallocationof seners.

Next, we repeatedhe experimentwith the control planeusingonly reactve provisioning. Figure3.9(d)
presentsheapplicationperformanceConsidelntenal 2 rst—we obsenethat,unlike predictive provision-
ing, thereactve mechanisnwasableto addadditionalsenersatt = 15 minutesin responséo theincreased
arrival rate,thusbringingdown theresponsgime within target. However, asthe experimentprogresseahe
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Figure 3.8. Provisioningon day 6—typicalday.

sener allocationlagged behindthe continuouslyincreasingworkload. Sincereactve provisioningonly re-
spondedo veryrecentworkloadtrends;t couldnotanticipatefuturerequirementsvell andrequiredmultiple
allocationstepsto addsufcient capacity Meanwhile the applicationexperiencedepeatediolationsof the
SLA duringIntenals2 and3.

Result: We needreactivemedtanismsto deal with large ash crowds. Howerer, reactiveprovisioning
alonemaynotbeeffective sinceits actionslag theworkload.

3.7.3.3 Integrated Provisioning

We usedthe workloadon day 8 wherethe applicationexperiencedan extremelylarge overload (Figure
3.10(a)).The peakworkloadon this daywasanorderof magnitudgabout20 times)higherthanon a typical
day Figure 3.10(b)shavs how the predictionalgorithm performedduring this overload. The algorithm
failedto predictthesharpincreasen theworkloadduringInterval 1. In Interval 2 it couldcorrectits estimate
basedon the obsened workloadduring Internval 1. Theworkloadincreasedirastically(reachingup to 1200
sess/sedjuringlntervals 3 and4, andthealgorithmfailedto predictthisincrease.

In Figure 3.10(c)we shaw the performanceof Rubiswhenthe control planeemploys both predictve
andreactive mechanismsandsessiorpolicing is disabled.In Intenal 1, thereactve mechanisnsuccessfully
addedadditionalcapacity(att = 8 minutes)to lower the responsdime. It wasinvoked again att = 34
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minutes(Obsenre thatpredictive provisioningwasoperatingn concertwith reactive provisioning;it resulted
in the sener allocationsatt = 15, 30, 45 minutes). However, by this time (andfor the remainderof the

experimenttheworkloadwassimplytoo highto beservicedy theavailableseners.Weimposedaresource
limit of 13 senersfor illustrative purposes.Beyond this, excesssessionsnustbe turnedaway to continue
meetingthe SLA for admittedsessionsThelack of sessiorpolicing causedesponséimesto degradeduring

Intervals 3 and4.

Next, we repeatedhis experimentwith sessiorpolicing enabled.The performanceof Rubisis shavn in
Figure3.10(d). Thebehaior of our provisioningmechanismss exactly asabose. However, by turningaway
excesssessionsthe sentrywasableto maintainthe SLA throughout.

Result: Predictive and reactivemedanisms,and policing are all integral component®f an effective
provisioningtedhnique Our hostingplatformintegratesall of these enablingit to handlediverseworkloads.

3.7.4 VM-based Switching of Sewver Resources

We presentmeasurementsn our testbedto demonstratéhe bene ts that our VM-basedswitchingcan
provide. We switcha sener from a Tomcatcapsuleof Rubisto a Tomcatcapsuleof Rubbos.We compare
ve differentwaysof switchinga senerto illustratethe salientfeaturesof our scheme:
Scenaridl: New senertakenfrom thefree pool of seners;capsuleandnucleushave to be startedon the
sener.
Scenari@®: New senertakenfrom thefree pool of seners;capsulealreadyrunningona VM.
Scenario3: New sener taken from anotherapplicationwith residualsessionswe wait for all residual
session$o nish.
Scenariod: New sener taken from anotherapplicationwith residualsessionsthe two VMs sharethe
CPUequallywhile theresidualsessiongxist.
Scenaridh: New sener taken from anotherapplicationwith residualsessions.The CPU sharesof the
involved VMs arechangedisingthe” x edraterampdown” strateyy describedn Section3.5.
Table 3.1 presentghe switchingtime andthe performanceof residualsession®f Rubisin eachof the
above scenarios.Comparingscenario® and 3, we nd thatin our VM-basedschemethe time to switch
a sener solely dependon the residualsessions—theesidualsession®f Rubistook about17 minutesto
nish resultingin the large switchingtime in scenario3. Scenarios? and5 shav that by letting the two
VMs coexist while theresidualsessionsnish, we caneliminatethis switchingtime. However, it is essential
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Scenario| Switchingtime | r.t. duringswitching
1 10 1sec n/a
2 0 n/a
3 17 2min n/a
4 < lsec 2400 200
5 < lsec 950 100

Table 3.1. Performancef VM-basedswitching;“n/a” standsfor “not applicable”.

to continueproviding sufcient capacityto theresidualsessionsluringthe switchingperiodto ensuregood
performance—irscenario4, new Rubbossessionsieprived the residualsession®f Rubis of the capacity
they neededthusdegradingtheirresponsdime.

Result: Useof virtual madinescanenableagile switching of serves. Our adaptivetechniquesimprove
uponthedelaysin switching causedoy residualsessions.

3.7.5 SystemOverheads

Two sourcef overheadn the proposedsystemarethe virtual machineghatrun on the EIf nodesand
thenucleithatrun on all nodes.Measurementsn our prototypeindicatethatthe CPU overheadandnetwork
trafc causedby the nucleiis negligible. The control planerunson a dedicatechodeandits scalabilityis
nota causeof concern.We chosethe Xen VMM to implementour switchingschemesincethe performance
of Xen/Linux hasbeenshown to be consistentlycloseto native Linux [17]. Further Xen hasbeenshavn to
provide goodperformancesolationwhenrunningmultiple VMs simultaneouslyandis capableof scalingto
128concurrenVMs.

3.8 Concluding Remarks

In this chaptey we arguedthat dynamicprovisioning of multi-tier Internetapplicationsraisesnew chal-
lengesnot addressedby prior work on provisioning single-tierapplications.We proposeda novel dynamic
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provisioning techniquefor multi-tier Internetapplicationsthatemplgys (i) a e xible queuingmodelto de-
terminehow muchresourcego allocateto eachtier of the application,and(ii) a combinationof predictive
andreactie methodghatdeterminewhento provision theseresourceshoth at large andsmalltime scales.
We proposeda novel hostingplatformarchitecturébasedn virtual machinemonitorsto reduceprovisioning
overheadsOurexperimentonaforty machineLinux-basecostingplatformdemonstratéheresponsieness
of ourtechniquan handlingdynamicworkloads.In onescenariovherea ash crowd causedheworkloadof
athree-tierapplicationto double,our techniquenvasableto doublethe applicationcapacitywithin - ve min-
uteswhile maintainingresponsdime targets. Our techniquealsoreducedhe overheadof switchingseners
acrossapplicationfrom severalminutesor moreto lessthanasecondwhile meetingthe performanceargets
of residualsessions.
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CHAPTER 4
OVERLOAD MANAGEMENT

4.1 Intr oduction

In the previouschapteywe saw thattheworkloadseerby Internetapplicationsvariesover multiple time-
scalesand often in an unpredictablefashion[1]. Certainworkload variationssuchastime-of-dayeffects
areeasyto predictand handleby appropriatecapacityprovisioning. Othervariationssuchas ash cronds
are often unpredictable.On Septembef 1th 2001, for instance the workload on a popularnevs Web site
increaseddy an orderof magnitudein thirty minutes,with the workload doubling every seven minutesin
thatperiod[1]. Theloadon e-commerceetail Web sitescanincreasedramaticallyduringthe nal daysof
the popularholiday season.Similarly, the load on online brokerageWeb sitescanbe severaltimesgreater
thanthe averageload during an unexpectedmarket crash. Informally, an extremeoverloadis a scenario
wherethe workloadunexpectedlyincreasedy up to anorderof magnituden afew tensof minutes.Under
extremeoverloadsreactive provisioningmaynot sufce for meetinganapplications SLA. Despitethe agile
VMM-basedswitching, borronving seners from anotherapplicationmay still take several minutesdueto
residualsessions.In somecasesthe hostingplatform may not even have sufcient resourcezo meetall
of the workload of an overloadedapplication. In this chapter we focus on developing a requestpolicing
techniqudor handlingextremeoverloadsseerby Internetapplications.

4.1.1 Motivation

Our goalsareto designa systemthat remainsoperationalevenin the presencef an extremeoverload
andevenwhentheincomingrequestrateis severaltimesgreaterthansystemcapacity andto maximizethe
revenuedueto the requestsservicedby the applicationduring suchan overload. A hostingplatform can
take oneor moreof threeactionsduringanoverload: (i) addcapacityto the applicationby allocatingidle or
underusedseners, (i) turn away excessrequestsandpreferentiallyserviceonly “important” requestsand
(i) degradetheperformancef admittedrequestsn orderto servicea largernumberof aggregaterequests.

The rst two approachesave beenstudiedin theliterature. The rst approachnvolvesdynamicprovi-
sioningto matchapplicationcapacityto the workloaddemandandhasbeenaddressetly us (Chapter3) and
otherg[27, 77, 92]. Thesecondapproachnvolvespolicingin theform of admissiorcontrol,which limits the
numberof admittedrequestso thatthe contractecperformancegyuaranteearemet[30, 43, 118 124]. The
notionof providing preferentiatreatmento “important” requestiasalsobeenstudied(e.qg.,by giving higher
priority to certainrequestssuchasthoseinvolving nancial transaction$19]). Last,thenotionof gracefully
degradingapplicationperformancewith increasingoads,while intuitively appealinghasnot beenstudied
from the perspectie of extremeoverloads.

We arguethata comprehensie approachor handlingextremeoverloadsshouldinvolve a combination
of all of theabove techniquesA hostingplatform should,wheneer possible allocateadditionalcapacityto
anapplicationin orderto handleincreasedlemandsThe platform shoulddegradeperformancen orderto
temporarilyincreaseeffective capacityduring overloads.Whenno capacityadditionis possibleor whenthe
SLA doesnot permitary further performancedegradation the platform shouldturn away excessrequests.
While doing so, the platform shouldpreferentiallyadmit importantrequestsandturn away lessimportant
requestgo maximizeoverall revenue. For instance small requestsnay be preferredover large requestspr
nancial transactionsnaybe preferredover casuabrowsingrequests.

It is importantto notethat sucha comprehensi approacho handlingsevere overloadsinvolves more
than the implementationof separatanechanismgo achieze eachof the abore goals. Mechanismssuch
as dynamic provisioning and admissioncontrol can be coupledin useful and non-trivial waysto further
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improve the handlingof extremeoverloads. For instance the admissioncontrollercanpro-actvely invoke
the dynamicprovisioning mechanisnwhenthe requestdrop rateexceedsa certainthreshold. The dynamic
provisioning mechanismn turn can provide useful informationto the admissioncontroller regarding the
provisionedcapacitysothatthelattercansetappropriatgperformancehresholdgor admittedrequestsSuch
anintegrationof mechanismsanenhanceheability of the platformto handleoverloads.

An orthogonalgoalfor the hostingplatformis robustnessindersevereoverloads Rolustnessthe ability
to remainoperationalinderoverloads requiresthe hostingplatformto be bothextremelyagile andef cient.
Agility requiresa quick responsen the faceof a suddenworkload spike. Ef ciency requiresthe above-
mentionedmechanismsandin particularthe admissioncontrollet to hase very low overheads.Sincean
extremeoverloadmay involve requestratesthat areup to an orderof magnitudegreaterthanthe currently
allocatedcapacity the admissioncontroller mustbe able to quickly examinerequestsand discarda large
fractionof theserequestswhennecessarywith minimal overheads.

Whereagrior approachefor handlingoverloadshave consideredndividual mechanismsuchasprovi-
sioningandadmissiorcontrol,in this thesis,we focuson anintegratedapproachwith a particularemphasis
on handlingextremeoverloads.

4.1.2 Reseach Contrib utions of this Chapter

We describethe aspectof our hostingplatform concernedvith handlingextremeoverloadsin Internet
applications Our approachdiffersfrom pastwork in threesigni cant respects.

First, sincean extremeoverloadmay involve requestratesthat are an order of magnitudegreaterthan
the currently allocated capacity the admissioncontroller must be able to quickly examine requestsand
discarda large fraction of theserequestsywhennecessarywith minimal overheads.Thus,the ef ciency of
the admissioncontrolleris importantduring heary overloads. To addresghis issue,we proposevery low
overheadadmissiorcontrolmechanismsghatcanscaleto very high requestatesunderoverloads.Pastwork
on admissioncontrol [30, 43, 118 124 hasfocusedon the mechanicf policing anddid not speci cally
considerthe scalability of thesemechanismsin additionto imposingvery low overheadspur mechanisms
can preferentiallyadmitimportantrequestduring an overloadandtransparentlytrade-of the accurag of
their decisionmakingwith the intensity of the workload. The trade-of betweenaccurag andef ciency is
anotheicontrikution of ourwork andenable®urimplementatiorio scaleto incomingratesof upto afew tens
of thousand®f requests/sec({not all of theserequestsare necessarilyadmittedandserviced;the admitted
fractiondepend®on the availablecapacity).

Secondpur platformhastheability to not only vary the numberof senersallocatedo anapplicationbut
alsoothercomponentsuchastheadmissiorcontrollerandtheloadbalancingswitches Dynamicprovision-
ing of thelattercomponentfasnot beenconsideredn prior work.

Last, our work demonstratethat dynamicprovisioning andadmissioncontrol canbe coupledin useful
waysto enhancehe ability of the platformin handlingextremeoverloads.For instancethe admissioncon-
troller canproactiely invoke dynamicprovisioningwhenthe requesidrop rateexceedsa certainthreshold,
andthe provisioning mechanismsan provide usefulinformationto the admissioncontrollerfor policing
requests.Pastwork on admissioncontrol [30, 43, 118 124 anddynamicprovisioning[27, 92] considered
eachtechniquen isolationanddid not studytheimpactof suchcouplings.

We have implementecdur overloadcontrolmechanism#n our prototypelLinux hosting.We demonstrate
theeffectivenes®f ourintegratedoverloadcontrolapproactvia anexperimentakvaluation.Ourresultsshov
that(i) preferentiallyadmittingrequestdasedon importanceandsize canincreasehe utility andeffective
capacityof anapplication ii) ouradmissiorcontrolis highly scalableandremainsfunctionalevenfor arrival
ratesof a few thousandrequests/sand (iii) our solutionbasedon a combinationof admissioncontrol and
dynamicprovisioningis effective in meetingresponseime targetsandimproving platformrevenue.

4.1.3 Organization

Therestof this chapteris organizedasfollows. SectionSection4.2 presentselatedwork in detail. 4.3
providesan overview of the proposedsystem.Sections4.4 and4.5 describethe mechanismshat constitute
our overloadmanagemensolution. Section4.6 describeghe implementatiorof our prototype. In Section
4.7we presentheresultsof our experimentakvaluation.Section4.8 concludesghis chapter
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4.2 RelatedWork

Previousliteratureon issuegelatedto overloadmanagemerin platformshostinginternetservicespans
severalareasln this sectionwe describeheimportantpiecesof work on thesetopics.

Admission Control for Inter net Sewvices: Many papershave developedoverloadmanagemergolutions
basedn doingadmissiorcontrol. Severaladmissiorcontrollersoperateby controllingtherateof admission
but without distinguishingrequestsasedon their sizesimposing x ed, statically-determinedimits on one
or moreserviceparametersThe simplestexampleof suchadmissioncontrolis the upperlimit onthe num-
ber of simultaneouprocessesr threadsn commonlyusedsenerssuchasApache[5]. Voigt etal. present
kernel-baseddmissiorcontrolmechanismso protectWebsenersaginstoverloads—SY Npolicing controls
the rateandburstat which new connectionsareacceptedprioritized listen queuereordershe listen queue
basedon pre-de nedconnectiorpriorities, HTTP headerbasedcontiol enablesatepolicing basedon URL
nameg121]. WelshandCuller proposeanoverloadmanagemergolutionfor Internetservicesuilt usingthe
SEDA architecturg124]. A salientfeatureof their solutionis feedback-baseddmissiorcontrollersembed-
dedinto individual stagesof the service. Theadmissiorcontrollerswork by graduallyincreasingadmission
ratewhenperformancas satishctoryanddecreasingt multiplicatively uponobservingQoSviolations. The
QGuardsystemproposesnadaptve mechanisnthatexploits ratecontrolsfor inboundto fend off overload
andprovide QoSdifferentiationbetweertrafc classe$57]. The determinatiorof theseratelimits, however,
is notdynamicbut is delegatedto theadministratarlyer etal. proposea systembasedn two mechanisms—
usingthresholdson the connectionqueuelengthto decidewhento startdroppingnew connectiorrequests
and sendingfeedbackto the proxy during overloadswhich would causeit to restrictthe trafc beingfor-
wardedto the sener [55]. However, they do not addresshow thesethresholdsmay be determinedonline.
Cherkaswa and Phaalproposean admissioncontrol schemehatworks at the granularityof sessionsather
thanindividual requestsand evaluateit usinga simple simulationstudy[30]. This wasbasedon a simple
modelto characterizesessions.The admissioncontroller was basedon rejectingall sessiongor a small
durationif thesener utilization exceeded pre-speci edthreshold.

Several efforts have proposedsolutionsbasedon analyticalcharacterizatiorof the workloadsof Inter
netservicesandmodelingof the seners. KanodiaandKnightly utilize a modelingtechniquecalledservice
ernvelopsto devise anadmissiorcontrol for web serviceghatattemptgo differentresponsdime tamgetsfor
multiple classe®f request463]. Li andJaminpresenia measurement-basadmissiorcontrolto distribute
bandwidthacrossclients of unequalrequirementg71]. A key distinguishingfeatureof their algorithmis
theintroductionof controlledamountsof delayin the processingf certainrequestsiuring overloadsto en-
suredifferentclassef requestarereceving the appropriateshareof the bandwidth. Knightly and Shrof
describeandclassifya broadclassof admissioncontrolalgorithmsandevaluatethe accurag of thesealgo-
rithms via experimentg66]. They identify key aspectof admissioncontrol thatenableit to achieve high
statisticalmultiplexing gains.

Two admissiorcontrolalgorithmshave beenproposedecentlythatutilize measurementsf requessizes
to guidetheir decisionmaking. Vermaand Ghosalproposea servicetime basedadmissioncontrol thatuses
predictionsof arrivals and servicetimesin the short-termfuture to admit a subsetof requestshat would
maximizethepro t of theserviceprovider[118]. Elnikety etal. [43] presentinadmissiorcontrolfor multi-
tier e-commercesitesthat externally obsenes executioncostsof requestsdistinguishingdifferentrequests
types[43].

Impr oved scheduling policies: An alternateapproachor improving performanceof overloadedWeb
senersis basednre-designingheschedulingpolicy employedby theseners. SchroedeandHarchol-Balter
proposeo employ the SRPTalgorithmbasedon schedulinghe connectiorwith the shortestemainingtime
anddemonstratéhatit leadsto improvedaveragerespons¢ime [98]. While schedulingcanimprove response
times, underextreme overloadsadmissioncontrol and the ability to add extra capacityare indispensable.
Betterschedulingalgorithmsarecomplementaryo our solutionsfor handlingoverloads.

Designof Ef cient Load Balancers: Our admissiorcontrolschemas necessarilypasedn theuseof a
Layer7 switchandhencethe scalabledesignof suchswitchesis importantto ourimplementation Pai etal.
designlocality-avarerequestdistribution (LARD), a stratey for content-basedequestistribution thatcan
be employed by front senersin network senersto achieve high locality in the backend senersandgood
loadbalancind84]. They introducea TCPhand-of protocolthatcanhandoff anestablished CPconnection
in aclient-transparentanner A loadbalancetasedon TCP hand-of hasbeenshavn to be morescalable
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Figure 4.1. TheHostingPlatformArchitecture.

thanthektcpvs loadbalanceme have used.Aron etal. present highly scalablearchitecturdor content-
awarerequestdistribution in Web sener clusterg[12]. Thefront switchis a Layer4 switchthatdistributed
requestso a numberof back-endhodes.Content-basedistribution is performedby theseback-endseners.
Cardellinietal. provide acomprehensk suney of themainmechanismso splittraf c amongthesenersin

acluster discussingooththevariousarchitecturesindtheload sharingpolicies[22].

SLAs and Adaptive QoS Degradation: TheWSLA projectatIBM addresseservicelevel management
issuesandchallengesn designinganunambiguousindclearspeci cationof SLAsthatcanbemonitoredoy
the serviceprovider, customerandeven by athird-party[125]. AbdelzahemandBhatti proposeto dealwith
sener overloadsby adaptingdeliveredcontentto load conditions[2].

In this chaptemwe shaw the utility of couplingpolicing andprovisioning,in contrasto prior approaches
thatconsideredhesetechniquesn isolation.

4.3 SystemOverview

In this section,we presenthe systemmodelfor our hostingplatform and the service-leel agreement
assumedh ourwork.

4.3.1 Hosting Platform Ar chitecture

We shaw the hostingplatform architecturan Figure4.1. We assumea dedicatechostingmodelin this
chapter

Eachapplicationrunningon the platformis assignedne or moresentries.A sentryguardsthe seners
assignedo anapplicationandis responsibldor two tasks.First, the sentrypolicesall requestgo anappli-
cation’s sener pool. Incomingrequestsare subjectedo admissioncontrol at the sentryto ensurethat the
contractecperformance@uaranteearemet; excessrequestareturnedaway duringoverloads.Secondgach
sentryimplementsa Layer7 switch that performsload balancingacrosssenersallocatedto anapplication.
Sincetherehasbeensubstantiakesearcton load balancingtechniquedor clusteredinternetapplications
[84], we do not considedoadbalancingtechniquesn this work.

Whereassinglesentrysufces for smallapplicationslargeapplicationgequiremultiple sentriessincea
singlesentrysenerwill becomeabottleneckwhenguardinga large numberof seners. Justasthe numberof
senersallocatedto anapplicationvary with theload, our hostingplatformcandynamicallyvary the number
of sentriesdependingon the incoming requestrate (and the correspondindoad on the sentries). Whena
sentryis assignedr deallocatedthe applications sener pool is repartitionedand eachremainingsentryis
assignedesponsibilityfor a mutually exclusivesubsetof nodes. Eachsentrythenindependentlyperforms
admissiorcontrolandload balancingon arriving requeststherebycollectively maintainingthe SLA for the
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Arrival rate Avg. resp.time
for admittedrequests

< 1000 1sec
1000-10000 2sec
> 10000 3sec

Table4.1. A sampleservice-leel agreement.

applicationasa whole. A round-robinDNS schemds usedto partition (andlooselybalance}heincoming
requestacrosanultiple sentries.

As before the controlplaneis responsibldor dynamicprovisioning of senersandsentriedn individual
applicationslt trackstheresourcausage®n seners,asreportedby the nuclei,anddeterminesheresources
(in termsof thenumberof senersandsentries}o beallocatedo eachapplication.Thecontrolplanerunson
adedicatedsener andits scalabilityis not of concernin thedesignof our platform.

4.3.2 Sewice-level Agreement

Givenanlnternetapplicationwe assumehattheapplicationspeci esthedesiredberformanceguarantees
in the form of a servicelevel agreemen{SLA). An SLA providesa descriptionof the QoSguaranteethat
theplatformwill provide to theapplication.The SLA we considerin ourwork is de ned asfollows:

R, if arrivalrate2 [0; 1)

R, ifarrivalrate2 [ 1; »)

Avg resptime R of admreq= (4.2)

Ry ifarrivalrate2 [ « 1;1)

The SLA speci estherevenuethatis generatedby eachrequesthatmeetsts respons¢ime target. Table
4 1illustratesanexampleSLA.

Eachinternetapplicationconsistof L(L 1) requestlassesCy;::: ; C, . Eachclasshasanassociated
revenuethatan admittedrequestyields—requestsf classC; areassumedo yield the highestrevenueand
thoseof C, theleast. The numberof requestclassed. andthe function that mapsrequestgo classess
application-dependento illustrate,a vanilla Web sener may de ne two classesandmay mapall requests
smallerthana certainsizes to classC; andlargerrequestdo C,. In contrastanonline brokerageWeb site
may de ne threeclassesandmay map nancial transactiongo C,, othertypesof requestsuchasbalance
inquiriesto C,, and casualbrowsing requestdrom non-customerso C3. An applications SLA may also
specifylower boundson therequestarrival ratesthatits classeshouldalwaysbe ableto sustain.

4.4 Sentry Design

In this section,we describethe designof a sentry The sentryis responsiblefor two tasks—request
policing andload balancing. As indicatedearliet the load balancingtechniqueusedby the sentryis not a
focusof this work, andwe assumehe sentryemploys a Layer7 load balancingalgorithmsuchasthe one
proposedy Pai etal. [84]. The rst key issuethatdrivesthedesignof therequespoliceris to maximizethe
revenueyieldedby the admittedrequestsvhile providing the following notion of class-basedifferentiation
to the application:eachclassshouldbe ableto sustainthe minimumrequestatespeci edfor it in the SLA.
Givenourfocuson extremeoverloads the designof the policeris alsoin uenced by the secondkey issueof
scalability—ensuringvery low overheadadmissiorcontroltestsin orderto scaleto very high requestrrival
ratesseenduringoverloads.This sectionelaborate®n thesetwo issues.
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4.4.1 RequestPolicing Basics

The sentrymapseachincomingrequesto oneof the classe<C;; ::;; CL . Thepolicerneedgo guarantee
eachclassanadmissiorrateequalto theminimumsustainableatedesiredby it (recallour SLA from Section
4.3). It doessoby implementingleaky buckets,onefor eachclass,thatadmitrequestsonformingto these
rates. Requestonformingto theseleaky buckets are forwardedto the application. Leaky buckets can
be implementedvery ef ciently, so determiningif anincomingrequestconformsto a leaky bucket is an
inexpensve operation.Requestsn excessof theseratesundego further processingasfollows. Eachclass
hasa queueassociatedvith it (seeFigure4.2); incomingrequestsareappendedo the correspondinglass-
speci ¢ queue.Requestsvithin eachclasscanbe processeeitherin FIFO orderor in orderof their service
times. In the former case,all requestswithin a classareassumedo be equallyimportant,whereasn the
latter casesmallerrequestsare given priority over larger requestswithin eachclass. Admitted requestsare
handedo theloadbalancerwhich thenforwardsthemto oneof the senersin theapplications sener pool.

The policerincorporateghefollowing two featuresn its processingf therequestghatarein excessof
theguaranteedatesto maximizerevenue.

(1) Thepolicerintroducedifferentamountf delayin the processingf newly arrivedrequestdelonging
to differentclasses.Speci cally, requestf classC; areprocessedy the policeronceevery d; time
units(d, = 0 dp ::: dp); requestarriving during successie processingnstantswait for their
turnin their class-speci cqueues.Thesedelayvalues,determinederiodically arechoserto reduce
thechanceof admittinglessimportantrequestsnto the systemwhenthey arelik ely to dery serviceto
moreimportantrequestshatarrive shortlythereafterin AppendixB we shav how to pick thesedelay
valuessuchthatthe probability of alessimportantrequesbeingadmittedinto the systemandderying
serviceto amoreimportantrequesthatarriveslater remainssufciently small.

(2) Thepolicerprocessegueuedequestsn thedecreasingrderof importance—requesta C; aresub-
jectedto theadmissiorcontroltest rst, andthenthosein C, andsoon. Doingsoensureshatrequests
in classC; aregivenhigherpriority thanthosein classC;,j > i. Theadmissiorcontroltest—which
is describedn detailin the next section—admitsequestsolong asthe systemhassufcient capacity
to meetthe contractedSLA. Notethat, if requestsn a certainclassC; fail the admissioncontroltest,

all queuedrequestsn lessimportantclassecanberejectedwithout ary furthertests.

~

Obsenre thatthe abore admissioncontrol strategly meetsone of our two goals—itpreferentiallyadmits
only importantrequestgduring an overloadandturns away lessimportantrequests.However, the stratgy
needsto invoke the admissioncontrol teston eachindividual requestresultingin a compleity of O(r),
wherer is thenumberof queuedup requestsFurther whenrequestsithin a classareexaminedin orderof
servicetimesinsteadof FIFO, thecompleity increases$o O(rlog(r)) dueto theneedto sortrequestsSince
theincomingrequestate canbe substantiallyhigherthancapacityduring an extremeoverload,runningthe
admissioncontrol test on every requestor sorting requestsprior to admissioncontrol may be infeasible.
Consequentlyin whatfollows, we presentwo stratgjiesfor very low overheadadmissiorcontrolthatscale
well duringoverloads.

We notethata newly arriving requesimposegwo typesof computationabverheadn the policer—(i)
protocolprocessingnd(ii) theadmissiorcontroltestitself. Clearly, both of thesecomponentsieedto scale
for effective handlingof overloads.Whenprotocolprocessingtartsbecominga bottleneck we respondoy
increasinghenumberof sentrieguardingthe overloadedapplication—aechniquehatwe describdan detail
in Section4.5.2. In this sectionwe presentechniquego dealwith the scalability of the admissioncontrol
test.

4.4.2 Efcient Batch Processing

One possibleapproachfor reducingthe policing overheadis to processrequestsn batdhes Request
arrivals tendto be very bursty during severe overloads,with a large numberof requestsrriving in a short
durationof time. Theserequestsare queuedup in the appropriateclass-speci cqueuesat the sentry Our
techniqueexploits this featureby conductinga single admissioncontrol teston an entire batchof requests
within a class,insteadof doing so for eachindividual request. Suchbatch processingcan amortizethe
admissiorcontroloverheadver alargernumberof requestsespeciallyduringoverloads.
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To performefcient batch-baseddmissioncontrol,we de ne b bucketswithin eachrequestlass.Each
bucket hasa rangeof requestservicetimes associatedvith it. The sentryestimateghe servicetime of a
requesiandthenmapsit into the bucket correspondindo that servicetime. To illustrate,a requestith an
estimatedservicetime in therange(0; s1] is mappedo bucket 1, thatwith servicetime in therange(sl; s2]
to bucket 2, and so on. Mappinga requestto a bucket canbe implementedef ciently asa constanttime
operation.

Bucket-basechashingis motivatedby two reasons.First, it groupsrequestswith similar servicetimes
andenableghe policerto conducta singleadmissioncontrol testby assuminghatall requestsn a bucket
imposesimilar servicedemandsSecondsincesuccessie bucketscontainrequestsvith progressiely larger
servicetimes,thetechniquamplicitly givespriority to smallerrequestsMoreover, no sortingof requestss
necessary—thkashingmplicitly “sorts” requestsvhenmappingtheminto buckets.

e .,
class gold

Hj] dsiiver

class silver

Admission control
I

Classifier

j] dbronze

class bronze

Leaky buckets Class-specific queues

Figure 4.2. Working of thesentry First, the classarequesbelonggo is determinedIf therequestonforms
to theleaky bucket for its class,it is admittedto the applicationwithout ary further processing Otherwise,
it is put into its class-speci cqueue. The admissioncontrol processeshe requestsn variousqueuesat
frequencieggiven by the class-speci cdelays. A requestis admittedto the applicationif thereis enough
capacityelseit is dropped.

Whenadmissioncontrol is invoked on a requestlass,it considerseachnon-emptybucketin that class
andconductsa singleadmissioncontrol teston all requestsn thatbucket (i.e., all requestsn a bucket are
treatedasa batch). Consequentlyno morethanb admissioncontrol testsareneededwithin eachclass,one
for eachbucket. SincethereareL requestlassesthis reduceghe admissioncontrol overheado O(b L),
whichis substantiallysmallerthanthe O(r) overheador admittingindividual requests.

Having providedtheintuition behindbatch-baseddmissiorcontrol,we discusghe hashingprocessand
the admissioncontrol testin detail. In orderto hasha requestnto a bucket, the sentrymust rst estimate
theinherentservicetime of thatrequest.Theinherentservicetime of arequesis thetime neededo service
therequesbn alightly loadedsener (i.e., whentherequesdoesnot seeary queuingdelays).Theinherent
servicetime of arequesR is de nedto be

Sinher ent = Repu + R data ; 4.2)

whereR ¢y, is thetotal CPUtime neededo serviceR, R yaa is thelO time of the requesiwhich includes
the time to fetch datafrom disk, the time the requests blocked on a databasejuery the network transfer
time, etc.),and is anempirically determinecconstant. Theinherentservicetime is thenusedto hashthe
requesinto anappropriatédoucket—therequesmapsto abucketi suchthats;  Sipher ent  Si+1 -
Thespeci c admissiorcontroltestfor eachbatchof requestsithin abucketis asfollows. Let  denote
the batchsize(i.e., the numberof requests)n a bucket. Let Q denotethe estimatedjueuingdelay seenby
eachrequesin the batch. The queuingdelayis thetime therequeshasto wait at a sener beforeit receves
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service;the queuingdelayis a function of the currentload on the sener andits estimationis discussedn
Sectiond.4.5.Let denoteheaveragenumberof requestgconnectionsjhatarecurrentlybeingservicedoy
a senerin the applications sener pool. Thenthe requestsvithin a batchareadmittedif andonly if the
sumof the queuingdelayseenby a requesiandits actualservicetime doesnot exceedthe contractedSLA.
Thatis,

Q + + ﬁ S Rsla; (4.3)

whereS is theaverageinherentservicetime of arequesin thebatch,n is the numberof senersallocatedto
theapplication,andRyg 4 is thedesiredresponséime. Theterm  + d-e S is anestimateof the actual

servicetime of the lastrequesin the batch,andis determinedy scalingthe inherentservicetime S by the
senerload,whichis the numberof therequestgurrentlyin servicej.e., , plusthenumberof requestdrom

the batchthat might be assignedo the seneri.e, d— el Ratherthanactuallycomputingthe meaninherent
servicetime of therequesin abatch,it is approximatedsS = (s; + Sj+1 )=2, where(s;; sj+1 ] is theservice
time rangeassociatedvith the bucket.

As indicatedabove,theadmissiorcontrolis invokedfor eachclassperiodically—oncevery d; time units
for newly arrivedrequest®f classC;. Theinvocationis morefrequentfor importantclassesndlessfrequent
for lessimportantclassesthatis,d; = 0 d, ::: d_. Sincearequesmaywaitin abucketfor upto d;
time unitsbeforeadmissiorcontrolis invokedfor its batch,theabove testis modi ed as

In the event this conditionis satis ed, all requestdn the batchare admittedinto the system. Otherwise
requestsn thebatcharedropped.

Obsenrethatintroducingthesedelaysinto the processingf certainrequestsloesnot causea degradation
in the responsdime of the admittedrequestdecausehey now undego a morestringentadmissioncontrol
testasgivenby (4.4). However, thesedelayswould have the effect of reducingthe applications throughput
whenit is notoverloaded Thereforethesedelaysshouldbe adaptedasworkloadsof variousclasseshange.
In particular they shouldtendto O whenthe applicationhassufcient capacityto handleall the incoming
trafc. Wediscussn AppendixB how thesedelayvaluesaredynamicallyupdated Techniquegor estimating
parametersuchasthe queuingdelay inherentservicetime, and the numberof existing connectionsare
discussedn Sectiorn4.4.5.

4.4.3 ScalableThreshold-basedolicing

We now presenta secondapproacho further reducethe policing overhead. Our techniquetradesef -
cieng of the policerfor accurag andreducegshe overheado a few arithmeticoperationgerrequest.The
key ideabehindthis techniques to periodicallypre-computehe fraction of arriving requestshatshouldbe
admittedin eachclassandthensimply enforcetheselimits without conductingary additionalperrequest
tests.Again, incomingrequestare rst classi edandundego aninexpensve testto determindf they con-
form to theleaky bucketsfor their classes.Con rming requestsareadmittedto the applicationwithout ary
furthertests.Otherrequestsindego a morelightweightadmissiorcontroltestthatwe describenext.

Our techniqueusesestimatesof future arrival ratesand servicedemandsn eachclassto computea
threshold whichis de nedto beapair (i, pagmit ), Wherei is a classandp,gmit is a fraction. Thethreshold
indicatesthat all requestdn classeanoreimportantthani shouldbe admitted(pagmit = 1), requestdn
classi shouldbe admittedwith probability pagmit , andall requestsn classedessimportantthani should
bedropped(pagmit = 0). We determingheseparameterbasedon obsenationsof arrival ratesandservice
timesin eachclasse®ver periodsof moderatdength(we useperiodsof length15 sec).Denotingthe arrival

INote thatwe have madethe assumptiorof perfectload balancingin the admissioncontrol test(4.3). Oneapproactfor capturing
loadimbalanceganbeto scale andn by suitablychoserskew factors.Theseskew factorscanbe basedbn measurementsf theload
imbalanceamongthereplicasof the application.
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ratestoclassed;::: ;L by 1;:::; _ andtheobseredaverageservicetimeshbysi;::: ;s_, thethreshold
(i, pagmit ) IS computedsuchthat

el L
iSi 1 jmln Sj; (4-5)
j=1 j=1
and
ix 1 kL
Padmit  iSi T i <1 " sp (4.6)
j:]_ ]:1

where J-m‘” denoteghe minimumguaranteedatefor class .

Thus,admissioncontrol nonv merelyinvolvesapplyingthe inexpensve classi cationfunctionon a nen
requesto determindts class,determiningf it conformsto theleaky bucket for thatclass(alsoalightweight
operation) andthenusingthe equallylightweightthresholdingunction (if it doesnot conformto the leaky
bucket) to decideif it shouldbe admitted.Obsene thatthis admissiorcontrolrequiresestimate®f perclass
arrival rates.Theseratesareclearly dif cult to predictduringunexpectedoverloads.However, it is possible
to reactquickly by frequentlyupdatingour estimate®f the arrival ratesfrequently Our implementatiorof
threshold-basegolicing estimatesrrival ratesby computingexponentiallysmoothedaveragesof arrivals
over 15 secperiods.We will demonstrat¢he ef cacy of this policerin anexperimentin Section4.7.3.

Thethreshold-basedndbatch-basegolicing stratgiesneednot be mutually exclusive. The sentrycan
employ the moreaccuratébatch-basegolicing solong astheincomingrequestate permitsoneadmission
control test per batch. If the incoming rate increasessigni cantly, the processingdemandf the batch-
basedpolicing may saturateghe sentry In suchanevent,whentheloadatthe sentryexceedsathresholdthe
sentrycantradeaccurag for ef ciency by dynamicallyswitchingto athreshold-basegolicing strat@y. This
ensuregreaterscalabilityandrobustnessiuring overloads.The sentryrevertsto the batch-baseddmission
control whenthe load decreaseand staysbelav the thresholdfor a sufciently long duration. We would
like to note that several existing admissioncontrol algorithmssuchas[43, 62, 124 (discussedn Section
4.2) arebasedon dynamicallysetthresholdsuchasadmissiorratesandcanbe implementedasef ciently
asour threshold-baseddmissiorcontrol. The novel featurein our approacthis the e xibility to trade-of the
accurayg of admissiorcontrolfor its computationabverheaddependingn theload onthe sentry

4.4.4 Analysis of the Policer

In AppendixB we shav how the sentrycan, undercertainassumptionscomputethe delay valuesfor
variousclassedasedn onlineobsenations.

4.4.5 Online Parameter Estimation

The batch-base@nd threshold-basegolicing algorithmsrequireestimatesof a numberof systempa-
rametersTheseparameterareestimatedisingonline measurementd.henucleirunningonthesenersand
sentriexcollectively gatherandmaintainvariousstatisticsneededy the policer. Thefollowing statisticsare
maintained:

Arrival rate : Sinceeachrequesis mappedntoa classatthesentryit is trivial to usethisinforma-
tion to measurgheincomingarrival ratesin eachclass.

Queuingdelay Q: The queuingdelayincurredby a requests measuredat the sener. The queuing
delayis estimatedasthe differencebetweerthetime therequestrrivesatthe sener andthetime it is
acceptedby theHTTP senerfor service(we assumehatthedelayincurredatthe sentryis negligible).
The nucleicanmeasuraghesevaluesby appropriatelyinstrumentinghe operatingsystemkernel. The
nuclei periodically reportthe obsered queuingdelaysto the sentry which thencomputeshe mean
delaysacrossll senersin theapplications pool.
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Numberof requestsn service : Thisparameteis measure@tthesener. Thenucleitrackthenumber
of active connectionsservicedby the applicationand periodically reportthe measuredraluesto the
sentry The sentrythencomputeghe meanof thereportedvaluesacrossall senersfor theapplication.

Requesservicetime s: This parametelis also measuredat the sener. The actualservicetime of
a requestis measuredsthe differencebetweenthe arrival time at the sener andthe time at which
the last byte of the responseés sent. The measurementf the inherentservicetime is morecomple.
Doing sorequiresinstrumentatiorof the OSkernelandsomeinstrumentatiorof the applicationitself.
This instrumentatiorenableghe nucleusto computethe CPU processindime for arequestswell as
the durationfor which the requesteds blocked on I/O. Togetherthesevaluesdeterminethe inherent
servicetime (seeEquation(4.2)).

Constant : Theconstant in Equation(4.2)is measuredisingofine measurementsn the seners.
We executeseveralrequestsvith differentCPUdemandsnddifferent-sizedesponseanderlight load
conditionsandmeasureheir executiontimes. We alsocomputehe CPUdemandsndthel/O timesas
indicatedabove. Theconstant is thenestimatedasthe valuethatminimizesthe differencebetween
theactualexecutiontime andtheinherentservicetime in Eq. (4.2).

Thesentryusesaststatistico estimateheinherentservicetime of anincomingrequestn orderto map
it onto a bucket. To do so, the sentryusesa hashtable for maintainingthe usagestatisticsfor the requests
it hasadmittedso far. Eachentryin this table consistsof the requestedJRL (which is usedto compute
the index of the entry in the table) and a vector of the resourceusagedor this requestasreportedby the
variousseners. Requestsor staticcontentpossesthesameURL everytime andsoalwaysmapto thesame
entryin the hashtable. The URL for requestdor dynamiccontent,on the otherhand,may changge.g. the
argumentgo a scriptmay be speci ed aspart of the URL). For suchrequestsyve getrid of the aguments
andhashbasedon the nameof the scriptinvoked. Theresourcauisagedor requestghatinvoke thesescripts
may changedependingdn the amguments We maintainexponentiallydecayedaweragef their usages.

4.5 Capacity Provisioning

Policing mechanismsnay turn away a signi cant fraction of the requestgduring overloads. In sucha
scenarioanincreasen the effective applicationcapacityis necessaryo reducethe requesdroprate. The
control planeimplementsdynamicprovisioning to vary the numberof allocatedsenersbasedon applica-
tion workloads. The applications sener pool is increasedduring overloadsby allocatingsenersfrom the
free pool or by reassigninginderusedsenersfrom otherapplications.The control planecanalsodynam-
ically provision sentrysenerswhenthe incomingrequestrate imposessigni cant processinglemandon
the existing sentries.Therestof this sectiondiscussesechniquedor dynamicallyprovisioning senersand
sentries.

4.5.1 Model-basedProvisioning for Applications

We employ the provisioning techniquedescribedn Chapter3 in our hostingplatform. Recallthatthis
techniqueis basedon a combinationof a predictive provisioning techniquebasedon the queuing-theoretic
modelpresentedn Chapter2 anda reactive provisioningtechniqueto handleerrorsin predictionand ash
crowds.

Recallthatour SLA permitsdegradedresponsdime tamgetsfor higherarrival rates. The provisioning
mechanismmay degradethe responseaime to the extent permittedby the SLA, addmore capacity or a bit
of both. The optimizationdrivesthesedecisionsandthe resultingtargetresponsegimesarecorveyedto the
requespolicers.Thus,thesanteractionenablecouplingof policing, provisioning,andadaptve performance
degradation.

4.5.2 Sentry Provisioning

In generalallocationanddeallocatiorof sentriesoccurssigni cantly lessfrequentlythanthatof seners.
Furthermorethe numberof sentriesneededoy an applicationis much smallerthanthe numberof seners
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runningit. Consequentlya simple provisioning schemesufces for dynamicallyvarying the numberof
sentriesassignedo an application. Our schemeusesthe CPU utilization of the existing sentrysenersas
the basisfor allocatingadditional sentries(or deallocatingactive sentries). If the utilization of a sentry
staysin excessof a pre-de nedthresholdhighcp, for a certainperiodof time, it requestghe control plane
for anadditionalsentrysener. Uponreceving suchrequestfrom one or more sentriesof an application,
the control planeassignseachan additionalsentry Similarly, if the utilization of a sentrystaysbelov a
thresholdlow,, , it is returnedto the free pool while ensuringthat the applicationhasat leastone sentry
remaining.Wheneer the control planeassigngor removes)a sentrysener to anapplication,it repartitions
the applications seners pool equally amongthe various sentries. The DNS entry for the applicationis
alsoupdatedupon eachallocationor deallocation;a round-robinDNS schemeis usedto loosely partition
incomingrequestsamongsentries.Sinceeachsentrymanages mutually exclusive pool of seners, it can
independentlyperform admissioncontrol and load balancingon arriving requeststhe SLA is collectively
maintainedby virtue of maintainingit ateachsentry

4.6 Implementation Considerations

Weimplementedh prototypehostingplatformon aclusterof 40 Pentiummachinegonnectediaa1Gbps
etherneswitchandrunningLinux 2.4.20.Eachmachinen theclusterrunsoneof thefollowing entities: (1)
anapplicationreplica,(2) a sentry (3) thecontrolplane,(4) aworkloadgeneratofor anapplication.

Sentry: We usedKernel TCP Virtual Server(ktcpvs)  version0.0.14[67] to implementthe policing
mechanismslescribedn Sectiond.4. ktcpvs is anopen-sourcel.ayer7 load balanceiimplementedasa
Linux module. It acceptsTCP connectiondfrom clients, opensseparateconnectionsvith seners (onefor
eachclient), andtransparentlyelaysdatabetweerthese.We modi ed ktcpvs to implementall the sentry
mechanismslescribedn Sections4.4and4.5.

4.7 Experimental Evaluation

In this sectionwe presenthe experimentaketupfollowed by theresultsof our experimentalevaluation.

4.7.1 Experimental Setup

Thesentriesvererun ondual-processot GHzmachinewith 1GB RAM. Thecontrolplane(responsible
for provisioning) was run on a dual-processod50MHz machinewith 1GB RAM. The machinesusedas
senershad2.8GHzprocessorand512MB RAM. Finally, the workload generatorsvererun on machines
with processospeedvaryingfrom 450MHzto 1GHzandwith RAM sizesin therangel28MB-512MB.All
machinegan Linux 2.4.20. In our experimentswe constructedeplicableapplicationsusing the Apache
1.3.28Web sener with PHPsupportenabled.The le setservicedby theseWeb senerscomprisedles of
sizevaryingfrom 1kB to 256kBto representherangefrom smalltext les to largeimage les. In addition,
theWeb senershostedPHPscriptswith differentcomputationabverheadsThe dynamiccomponenbdf our
workloadconsistedf requestgor thesescripts.In all the experimentsthe SLA presentedn Figure4.1was
usedfor the applications.Application requestsvere generatedising httperf ~ [78], an open-sourcéVeb
workloadgeneratar

4.7.2 RevenueMaximization and Class-basedDiffer entiation

Our rst experimentinvesticatesthe efcacy of the mechanism&mplged by the sentryfor revenue
maximizationandto provide class-basedifferentiationto requestsluring overloads.The provisioningwas
keptturnedoff in thisexperiment.We constructecreplicatedNebsener consistingof threeApacheseners.
Thisapplicationsupportedhreeclasse®f requests—GoldSilverandBronzein decreasingrderof revenue.
Theclassof arequestouldbeuniquelydeterminedrom its URL. Thedelayvaluesfor thethreeclassesvere
x edat0, 50,and100msecrespectiely. Theminimumsustainableequestatesdesiredby all threeclasses
werechoserto beO.

Theworkloadconsistedf requestgor a setof PHPscripts.We determinedhe capacityof eachApache
sener for this workload (i.e., the requestarrival rate for which the 95" percentileresponseime of the
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Figure 4.3. Demonstratiorof theworking of theadmissiorcontrolduringanoverload.

requestsvasbelow theresponsgime target)to be nearly60 requests/segsingof ine measurements:igure
4.3(a)shavs theworkloadusedin this experiment.Nearlyall therequestarriving till t = 130secondsvere
admittedby the sentry Betweent = 130secondsindt = 195secondsthe Bronzerequestsveredropped
almostexclusively. Att = 195secondghe arrival rate of Silver requestshotup andreachecdhearly120
requests/sec headmissiorrateof Bronzerequestsiroppedo almostzeroto admitasmary Silver requests
aspossible.At t = 210secondsthe arrival rate of Gold requestshotup to 200 requests/secThe sentry
thentotally suppressedll arriving BronzeandSilver requestsiow andlet in only Gold requestsaslong as
theincreasearrival rateof Gold requestpersistedFigure4.3(c)is analternaterepresentationf the system
behaior in this experimentanddepictsthe variationof the fraction of request®f thethreeclasseghatwere
admitted.Figure4.3(d)depictsthe performancef admittedrequestsWe nd thatthe sentryis successfuin
maintainingthe response¢ime belov 1000msec.

4.7.3 ScalableAdmission Control

We measuredhe CPU utilization atthe sentrysener for differentrequestrrival ratesfor boththe batch-
basedandthethreshold-baseddmissiorcontrol. Figure4.4 shavs our obsenationsof CPU utilization with
95% con denceintervals. Sincewe wereinterestednly in the overheadsf the admissioncontrolandnot
in the datacopying overheadsnherentin the designof the ktcpvsswitch, we forcedthe sentryto drop all
requestafterconductingheadmissiorcontroltest. We increasedherequesarrival ratestill the CPUatthe
sentrysenerbecamesaturateg@nearly90%utilization). We obsene morethanafour-fold improvementn the
sentrys scalability Whereaghe sentryCPU saturatecat 4000requests/sewith the batch-baseddmission
control,it wasableto handlealmost19000requests/sewith the threshold-baseddmissiorcontrol.

A secondexperimentwas conductedo investicate the degradationin the decisionmaking dueto the
threshold-baseddmissioncontroller We repeatedhe experimentreportedin Section4.7.2(Figure4.3) but
forcedthe sentryto employ the threshold-baseddmissioncontroller The thresholdsusedby the admis-
sion control were computedonceevery 15 seconds. Figure 4.5(a) shavs changesn the admissionrates
for requestf the threeclasses.Theimpactof the inaccuraciesnherentin the threshold-baseddmission
controllerresultedin degradedperformanceduring periodswhenthe thresholdchosernwasincorrect. We
obsenre two suchperiods(120-135secondgduring which all Bronzerequestsvere droppedand 190-210
secondsluringwhich all BronzeandSilver requestsveredroppedwhile Gold requestsvereadmittedwith
probability of 0.5) duringwhichthe 95" percentileof the responséime deteriorateccomparedo the target
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Figure 4.4. Scalabilityof theadmissiorcontrol.

of 1000msec.The averageresponsdimesduring the restof the experimentwerekeptundercontroldueto
thethresholdgettingupdatedo a strict enoughvalue.

4.7.4 Sentry Provisioning

We conductechnexperimentto demonstrat¢he ability of the systemo dynamicallyprovision additional
sentriesto a heavily overloadedservice. Figure 4.6 shavs the outcomeof our experiment. The workload
consistedf requestdor small static les sentto the sentrystartingat 4000requests/seandincreasingoy
4000requests/seevery minute andis showvn in Figure4.6(a). If the CPU utilization of the sentrysener
remainedabove 80% for morethan 30 secondsa requestwasissuedto the control planefor an additional
sentry Figure 4.6(b) shavs the variation of the CPU utilization at the rst sentry Att = 210 seconds,
a secondsentrywas addedto the service. Subsequentequestavere distributed equally betweenthe two
sentriescausingthe arrival rateandthe CPU utilization at the rst sentryto drop. A third sentrywasadded
att = 420secondsywhenthetotal arrival rateto the servicehadreached32000requests/seaverwhelming
boththeexisting sentries.

4.7.5 Provisioning

We conductedan experimentwith two Web applicationshostedon our platform. The total numberof
seners available in this experimentwas 11. The SLAs for both the applicationswere identical and are
describedn Figure4.1. Further the SLAs imposeda lower boundof 3 on the numberof senersthateach
applicationcouldbe assignedThe default provisioning durationusedby the control planewas30 minutes.

Theworkloadsfor thetwo applicationsconsistedf requestgor anassortmentdf PHPscriptsand les in
the sizerangelkB-128kB.Requestsvere sentat a sustainabldaserateto the two applicationghroughout
the experiment. Overloadswere createdby sendingincreasechumberof requestdor a small subsetof the
scriptsandstatic les (to simulatea subsetof the contentbecomingpopular). The experimentbegan with
the two applicationsrunningon 3 seners each. Sentriesinvoked the provisioning algorithm when more
than50% of therequestsveredroppedover a5 minuteintenal. Figures4.7(a)and4.7(c)depictthe arrival
ratesto the two applications.The arrival ratefor Application 1 wasmadeto increasdn a step-like fashion
startingfrom 100 requests/sedoublingroughly onceevery 5 minutestill it reacheda peakvalue of 1600
requests/sedt this point Application1 washeaily overloadedvith thearrival rateseveraltimeshigherthan
systemcapacity(whichwasroughly 60 request/sepersener assignedo theserviceasdeterminedy of ine
measurementspt t = 910secondshesentry having obsenedmorethan50%of therequesbeingdropped,
triggeredthe provisioning algorithmasdescribedn Section4.5. The provisioning algorithmrespondedy
pulling onesener from the free pool andaddingit to Application1. At t = 1210secondsanothersener
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Figure 4.5. Performancef the threshold-baseddmissioncontrol. At t = 135secondsthe thresholdwas
setto rejectall Bronzerequestsatt = 180secondsit wasupdatedo rejectall BronzeandSilver requests;
att = 210secondst wasupdatedto alsoreject Gold requestswith a probability 0.5; nally, att = 390
secondsit wasagnin setto rejectonly Bronzerequests.

wasaddedo Application 1 from thefree pool. Obsere in Figure4.7(a)theincreasesn theadmissiorrates
correspondindo theseadditionalsenersbeingmadeavailableto Application 1. The next interestingevent
wasthe defaultinvocationof provisioningatt = 1800secondsThe provisioningalgorithmaddedall the 3
senersremainingin thefree poolto theheavily overloadedApplication1. Also, basednrecentobsenation
of arrival rates,it predictedanarrival ratein the range1000-10000requests/seanddegradedthe response
time target for Application1 to 2000msecbasedon its QoStable (seeTable4.1). In the latter part of the
experiment,the overloadof Application 1 subsidedand Application 2 got overloaded. The functioning of
theprovisioningwasqualitatively similarto whenServicel wasoverloaded Figures4.7(b)and4.7(d)shov
the 95" percentileresponsdimesfor the two servicesduring the experiment. The control planewas able
to predictchangedo arrival ratesand degradethe responsdime target accordingto the SLA resultingin
an increasechumberof requestseing admitted. Moreover, the sentrieswere ableto keepthe admission
rateswell belov systemcapacityto achieve responsdimeswithin the appropriateargetwith only sporadic
violations(which wereon fewer than4% of the occasions).

4.8 Conclusions

In this chapterwe presenteda comprehensie approachfor handling extreme overloadsin a hosting
platform running multiple Internetservices. The primary contritution of our work wasto develop a low
overheadhighly scalableadmissiorcontroltechniquefor Internetapplicationsit providesseveraldesirable
featuressuchasguaranteesn responseime by conductingaccuratesize-baseédmissiorcontrol, revenue
maximizationat multiple time-scalewia preferentialadmissiorof importantrequestanddynamiccapacity
provisioning, andthe ability to be operationakven underextremeoverloads. The sentrycantransparently
trade-of theaccuray of its decisionrmakingwith theintensityof theworkloadallowing it to handleincoming
ratesof up to 19000requests/secondVe implementeda prototypehostingplatformon a Linux clusterand
demonstrateds bene tsusinga variety of workloads.
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CHAPTER 5

APPLICATION PROFILING AND RESOURCE UNDER-PROVISIONING IN
SHARED HOSTING PLATFORMS

5.1 Intr oduction and Moti vation

In the previouschaptersye addressedesourcananagemerissuesn dedicatedhostingplatforms.Next,
we turn our attentionto sharedhostingplatforms. Arguably the widespreadieploymentof sharedhosting
platformshasbeenhampeed by the lack of effective resourcemanagemenmechanismghat meetthese
requirementsMost hostingplatformsin usetodayadoptoneof two approaches.

The rst avoids resourcesharingaltogetherby employing a dedicatednodel. This delivers useful re-
sourcego applicationproviders,butis expensvein machineesourcesThesecondapproactsharesesources
in a best-efort manneramongapplicationswhich consequentlyeceie no resourceguaranteesWhile this
is cheapin resourcesthe valuedeliveredto applicationprovidersis limited. Consequentlybothapproaches
imply aneconomiadisincentve to deploy viable hostingplatforms.

Recently severalresourcenanagemennechanism$or sharechostingplatformshave beenproposed9,
10, 27, 114). This chapterreportswork performedin this context, but with two signi cant differencesn
goals.

Firstly, we seekfrom the outsetto supporta diverseset of potentially antagonisticnetwork services
simultaneouslyon a platform. The serviceswill thereforehave heterogeneousesourcerequirements\WWeb
seners, continuousmedia processorsand multi-player game enginesall male differentdemandson the
platformin termsof resourcébandwidthandlateng. We evaluateour systemwith sucha diverseapplication
mix.

Secondlywe aim to supportresourcemanagemenpoliciesbasedn yield managementechniquesuch
asthoseemplogyed in the airline industry[104]. Yield managemenis driven by the businessrelationship
betweena platform provider and mary applicationproviders, and resultsin differentshort-termgoals. In
traditionalapproachethe mostimportantaim is to satisfyall resourcecontractswhile makingef cient use
of the platform. Yield managemenby contrastis concernedvith ensuringthat as much of the available
resourceas possibleis usedto generataevenue,ratherthanbeingutilized “for free” by a service(sinceit
would otherwisebeidle).

An analogywith air travel may clarify the point: insteadof trying to ensurehatevery ticketedpassenger
getsto boardtheirchosenight, wetry to ensurghatno planetakesoff with anemptyseat(whichis achiesed
by overbookingseats).

An immediateconsequencef this goalis our treatmentof “ ash crowvds”—a sharedhostingplatform
shouldreactto anunexpectedhighdemandn anapplicationonly if thereis aneconomidncentive for doing
so. Thatis, the platform shouldallocateadditionalresourcedo an applicationonly if it enhancesevenue.
Further ary increasein resourceallocationof an applicationto handleunexpectedhigh demandsshould
not be at the expenseof contractviolationsfor otherapplicationssincethis is economicallyundesirable.
Hence,in contrastto systemsaimedat an enterpriseenvironmentlik e the oft-cited CNN sener farm,where
awholesaleredistritution of resourcess feasible,our systemrespondgso a ash crowvd only with resources
which cannotbe emplo/ed to generataevenueelsavhere,unlessa prengotiatedarrangemenbetweerthe
applicationprovider andplatform provider existsto justify thedisruption.

5.1.1 Reseach Contrib utions

The contrikution of this chapteris threefold. First, we shov how the resourcaequirement®f anappli-
cationcanbederivedusingofine pro ling. Secondwe demonstrat¢he ef ciency bene tsto the platform
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provider of underprovisioningthe hostedapplicationsandhow this canbe usefullydonewithout adversely

impactingthe guaranteesfferedto applicationproviders. Thirdly, we shov how untrustedand/ormutually

antagonisti@pplicationsin the platform canbeisolatedfrom oneanother Therestof this sectionpresents
thesecontributionsin detail.

Automaticderivationof resouce demands:We discusstechniquedor empirically derving an applica-
tion's resourceneeds.The effectivenessof a resourcananagementechniques crucially dependenbn the
ability to resenre appropriataesourcegor eachapplication.Overestimatinganapplications resourceneeds
canresultin idling of resourceswhile underestimatinghemcandegradeapplicationperformance Conse-
guentlya sharedhostingplatform cansigni cantly enhancats utility to usersby automaticallyderiving the
resourcerequirementof an application. Automatic derivation of resourcerequirementsnvolves (i) mon-
itoring an applications resourceusage,and (i) usingthesestatisticsto derive resourcerequirementshat
conformto theobsenedbehaior.

We employ kernel-basegro ling mechanismdo empirically monitor an applications resourceusage
and proposetechniquego derive resourcerequirementsrom this obsered behaior. We thenusethese
techniquego experimentallypro le severalsener applicationssuchasWeb, streaminggame,anddatabase
seners. Our resultsshowv that the bursty resourceusageof sener applicationsmalkesit feasibleto extract
statisticalmultiplexing gainsby underprovisioningthe hostedapplications.

Revenuemaximizationthrough underprovisioning We discussresourceunderprovisioning techniques
stratgiesfor sharedhostingplatforms. Provisioning clusterresourcesolely basedon the worst-caseneeds
of anapplicationresultsin low averageutilization, sincethe averageresourcaequirement®f anapplication
aretypically lessthanits worst case(peak)requirementsand resourcesendto idle whenthe application
doesnot utilize its peakresened share.In contrastprovisioning a clusterbasedon a high percentile of the
applicationneedsyields statisticalmultiplexing gainsthatsigni cantly increasehe averageutilization of the
clusterat the expenseof a smallamountof underprovisioning,andincreaseshe numberof applicationghat
canbesupportedn agivenhardwarecon guration.

A well-designedsharedhostingplatformshouldbeableto provide performancguarantees applications
evenwhenthey areunderprovisioned,with the proviso thatthis guaranteés now probabilistic(for instance,
an applicationmight be provided a 99% guarante€0.99 probability) that its resourceneedswill be met).
Sincedifferentapplicationhave differenttoleranceo suchunderprovisioning(e.g. thelateny requirements
of agamesener male it lesstolerantto violationsof performanceguaranteethana Web sener), anunder
provisioning mechanisnshouldtake into accountdiverseapplicationneeds.

We demonstrat¢he feasibility andbene ts of underprovisioning resourcesn sharedhostingplatforms,
and proposetechniquego underprovision resourcesn a controlledfashionbasedon applicationresource
needs. Although suchunderprovisioning canresultin transientoverloadswhere the aggreate resource
demandemporarilyexceedscapacity our techniquedimit the chanceof transientoverloadof resourcego
predictablyrare occasionsand pravide useful performanceguaranteeso applicationsin the presenceof
underprovisioning. Thetechniquesve describearegenerakenoughto work with mary commonlyusedOS
resourceallocationmechanisms.

Placementnd isolation of antagonisticapplications We describean additionalaspecibf the resource
managemenproblem: placementand isolation of antagonisticapplications. We assumethat third-party
applicationsmay be antagonisticand cannotbe trustedby the platform, due eitherto malice or bugs. Our
work demonstratekow untrustedhird-partyapplicationscanbeisolatedfrom oneanothetin sharechosting
platforms. Eachprocessingnodein the platform emplg/s resourcemanagementechniqueghat “sandbox”
applicationdy restrictingtheresourcesonsumedy anapplicationto its resenedshare.

5.1.2 SystemModel

Thesharedostingplatformassumedh ourresearcltonsistof aclusterof nodeseachof which consists
of processqrmemory andstorageresourcesaswell asoneor morenetwork interfaces.Platformnodesare
allowedto beheterogeneousith differentamountsf theseresourcesn eachnode. Thenodesn thehosting
platformareassumedo be interconnectedby a high-speed_ AN suchasGigabit Ethernet(seeFigure5.1).
Eachclustemodeis assumedo runanoperatingsystemnkernelthatsupportssomenotionof quality of service
suchasresenationsor sharesSuchmechanismbave beenextensiely studiedoverthepastdecadeandmary
deployedcommercialandopen-sourceperatingsystemssuchasSolaris[107], IRIX [99], Linux [108], and
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Figure5.1. Architectureof asharechostingplatform. Eachapplicationrunson oneor morenodesandshares
resourcesvith otherapplications.

FreeBSD[20] alreadysupportsuchfeatures.In this chapter we focus on managingtwo resources—CPU
andnetwork interfacebandwidth—insharechostingplatforms. The challenge®f managingotherresources
in hostingenvironments,suchasmemoryandstorage are beyond the scopeof this thesis. As Aron points
out, managemenof otherresourcesvhich areinherentlytemporalin nature,suchasdisk bandwidth,can
be performedusing similar mechanismg9]. Spatialresourcesin particularphysical memory presenta
differentchallenge A straightforvard approachs to usestaticpartitioningasin [9], althoughrecentlymore
sophisticate@pproachebave beenimplemented18, 122.

Therestof this chapteiis structuredasfollows. Section5.2 discusseselatedwork. Section5.3discusses
techniquegor empiricallyderiving anapplications resourceneedswhile Section5.4 discussesur resource
underprovisioningtechniqguesWe discussmplementationssuesn Sections.5andpresenburexperimental
resultsin Section5.6. Finally, Section5.7 presentgoncludingremarks.

5.2 RelatedWork

Researclon clusteredervironmentsover the pastdecadehas spanneda numberof issues. Systems
suchas Condorhave investicatedtechniquedor hanestingidle CPU cycleson a clusterof workstations
to run batchjobs [76]. Fox etal. studythe designof scalable fault-tolerantnetwork servicesrunningon
sener clusters[44]. Govil etal. studythe useof virtual clustersto manageresourcesandcontainfaultsin
large multiprocessosystemd49]. Saitoet al. investigate scalability availability, and performancédssues
in dedicatedclustersin the context of clusteredmail seners[96] while Aron et al. addresgheseissues
in replicatedWeb seners[10]. Numerousmiddlevare-basedpproachegor clusteredernvironmentshave
alsobeenproposed33, 36]. Ongoingeffortsin the grid computingcommunityhave focusedon developing
standardnterfacesfor resourceresenationsin clusteredervironments[52]. Finally, efforts suchasgang
schedulingandco-schedulingnave investigatedtheissueof coordinatingheschedulingf tasksin distributed
systemg[14, 54]; however, neitherof thesetechniquedncorporateghe issueof quality of servicewhile
makingschedulinglecisionsln thecontet of QoS-avareresourceallocation,numerougfforts overthepast
decadéhave developedpredictablaesourcallocationmechanism$or singlemachineervironmentq15, 60,
69]. Suchtechniquegorm the building block for resourceallocationin clusteredervironments.

Statisticaladmissioncontrol techniqueghat underprovision (or overbook)resourcehave beenstudied
in the contet of video-on-demandgeners[120] andATM networks[21], but little work asbeenpublished
to datein the context of sharedclusterbasedhostingplatforms.
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Aron etal. [9, 11] presenta comprehensie framework for resourceananagemenin Web seners,with
the aim of delivering predictableQoSanddifferentiatedservices.New servicesarepro led by runningon
lightly-loaded machines and contractssubsequentiynegotiatedin termsof applicationlevel performance
(connectiongper second) reportedby the applicationto the system. CPU and disk bandwidthare sched-
uled by lottery scheduling123] and SFQ[50] respectiely, while physical memoryis staticallypartitioned
betweenserviceswith free pagesallocatedtemporarilyto servicesthat canmake useof them. A resouce
monitorrunningoveralongertimescalesxaminegperformanceeportedy theapplicationandsystenperfor
manceinformationand ags conditionswhich mightviolatecontractsto allow extraresource$o beprovided
by externalmeans.

In Aron'ssystemresourcallocationis primarily drivenby applicationfeedbaclandtheprimaryconcern
is allowing a principalto meetits contract.lt is instructve to comparethis with our own goalof maximizing
theyield in the system,which amountsto maximizing the proportionof systemresourcesisedto satisfy
contracts.

The speci c problemof QoS-avareresourcemanagementor clusteredervironmentshasbeeninvesti-
gatedby Aron etal. [10]. Thiseffort builds uponsinglenodeQoS-avareresourcellocationmechanismand
proposegechniquego extendtheir bene tsto clusteredervironments.Chaseet al. proposea systemcalled
Musefor provisioningresourcesn hostingplatformsbasedn enegy considerationf27]. Museis basedon
aneconomicapproachto managingsharedsener resourcesn which services'bid” for resourcessa func-
tion of deliveredperformancelt alsoprovidesmechanismso continuouslymonitorload andcomputenew
resourceallocationsby estimatingthe valueof their effectson serviceperformanceA salientdifferencebe-
tweenMuseandour approaclhis thatMuseprovisionsresourcedasedn theaverage resourceequirements
whereaswe provision basedon thetail of theresourceequirementsAs shavn in Section5.6.2,provision-
ing resourcedasedon averagerequirementsanresultin substantiallydegradedQoSandis thereforenot
advisablgor sharedhostingplatforms.

5.3 Automatic Derivation of Application Resource Demands

The rst stepin hostinga new applicationis to derive its resourcerequirementsWhile the problemof
QoS-avareresourcenanagemenhasbeenstudiedextensvely in the literature[15, 60, 69], the problemof
howmud resourceo allocateto eachapplicationhasrecevedrelatively little attention.In this section,we
addresghis issueby proposingtechniquego automaticallyderive the resourcerequirement®f anapplica-
tion. Deriving theresourcaequirementss atwo stepprocess{i) we rst usepro ling techniqueso monitor
applicationbehaior, and(ii) we thenuseour empiricalmeasurement® derive resourcaequirementshat
conformto theobsenedbehaior.

5.3.1 Application Resouice Requirements: De nitions

The resourcerequirementof an applicationare de ned on a percapsulebasis. For eachcapsule the
resourcaequirementspecifytheintrinsic rate of resourcaisagethe variability in resourceusagethetime
periodover which the capsuledesiresesourceguaranteesandthelevel of underprovisioningthatthe appli-
cation(capsule)s willing to tolerate. As explainedearlier, in this chapter we are concernedvith two key
resourceshamelyCPUandnetwork interfacebandwidth.For eachof theseresourcesye de ne theresource
requirementslongthe above dimensionsn an OS-independennanner In Section5.5.1,we shov how to
maptheserequirementso variousOS-speci cresourcananagemenmnechanismshathave beendeveloped.

Moreformally, werepresentheresourceequirementsf anapplicationcapsuléy aquintuple( ; ; ;U;V):

TokenBudket Parametes ( ; ): We capturethe basicresourcaequirement®f a capsuleby modeling

resourceusageasatokenbucket ( ; ) [110]. The parameter denoteghe intrinsic rateof resource

consumptionwhile denoteghevariability in theresourceconsumptionMore speci cally, denotes

the rateat which the capsuleconsume<PU cyclesor network interfacebandwidth,while  captures

the maximumburst size. By de nition, a token bucket boundsthe resourceusageof the capsuleto
t+ overaryintenalt.

Period : Thethird parameter denoteghetime periodover whichthecapsuledesiregguaranteesn
resourceavailability. Putanotherway, the systemshouldstrive to meetthe resourcerequirementof
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thecapsuleover eachinterval of length . Thesmallerthevalueof ,themorestringentarethedesired
guaranteegsincethecapsuleneedgo beguaranteedesourcesvera ner timescale).In particular for
theabove tokenbucket parameterghe capsuleequireshatit beallocatedat least + resources
every timeunits.

Usage Distribution U: While the token bucket parametersuccinctlycapturethe capsules resource
requirementsthey arenotsufciently expressie by themselesto denotetheresourceequirementin
the presencef underprovisioning. Consequentlywe usetwo additionalparameters-J andV—to
specifyresourcerequirementsn the presencef underprovisioning. The rst parametet) denotes
the probability distribution of resourcausage NotethatU is amoredetailedspeci cationof resource
usagethanthe token bucket parameterg ; ), andindicatesthe probability with which the capsule
is likely to usea certainfraction of the resource(i.e., U(x) is the probability that the capsuleusesa
fractionx of theresource0 x  1). A probability distribution of resourceusageis necessango
that the hostingplatform can provide (quanti able) probabilisticguaranteegven in the presenceof
underprovisioning.

Violation ToleranceV: The parametelV is the violation toleranceof the capsule. It speci esthe
probability with which the capsules requirementsnay be violatedin a perioddueto resourceunder
provisioning (by providing it with lessresourceshanthe requiredamount).Thus,theviolation toler-
anceindicategsheminimumlevel of servicethatis acceptabléo thecapsule To illustrate,if V = 0:01,
the capsules resourcerequirementshouldbe met 99% of the time (or with a probability of 0.99in
eachintenal ).

In generalwe assumehat parameters andV arespeci ed by the applicationprovider. This may be
basedna contracthetweertheplatformprovider andtheapplicationprovider (e.g.,themoretheapplication
provideris willing to payfor resourcesthe strongerarethe provided guarantees)r on the particularchar
acteristicsof the application(e.g.,a streamingmediasener requiresmore stringentguaranteegandis less
tolerantto violationsof theseguarantees)In therestof this section,we shov how to derive the remaining
threeparameters, andU usingpro ling, givenvaluesof andV.

5.3.2 Kernel-basedPro ling of Resource Usage

Our techniqguedor empirically deriving the resourcerequirementsof an applicationrely on pro ling
mechanismghat monitor applicationbehaior. Recently a numberof applicationpro ling mechanisms
rangingfrom OS-kernel-basegbro ling [4] to run-timepro ling usingspeciallylinked libraries[100] have
beenproposed.

We usekernel-basegbro ling mechanismsn the context of sharedhostingplatforms,for a numberof
reasonskFirstly, beingkernel-basedhesemechanismsvork with arny applicationandrequireno changeso
theapplicationatthe sourceor binarylevels. Thisis especiallyimportantin hostingervironmentswherethe
platform provider may have little or no accesso third-party applications.Secondly accurateestimationof
anapplications resourceneedsrequiresdetailedinformationaboutwhenandhow muchresourcesreused
by theapplicationata ne time-scale Whereasletailedresourceallocationinformationis dif cult to obtain
using application-leel techniqueskernel-basedechniquesan provide preciseinformation aboutvarious
kerneleventssuchasCPU schedulingnstancesandnetwork paclettransmissionsimes.

The pro ling processnvolvesrunningthe applicationon a setof isolatedplatform nodes(the number
of nodesrequiredfor pro ling depend®n the numberof capsules).By isolated,we meanthat eachnode
runs only the minimum numberof systemservicesnecessaryor executingthe applicationand no other
applicationsarerun on thesenodesduring the pro ling process—suclisolationis necessaryo minimize
interferencdrom unrelatedaskswhendeterminingthe applications resourcaisage Theapplicationis then
subjectedo arealisticworkload,andthekernelpro ling mechanisnis usedto trackits resourcaisagelt is
importantto emphasizeéhattheworkloadusedduringpro ling shouldbebothrealisticandrepresentatie of
real-world workloads.While techniquesor generatingsuchrealisticworkloadsareorthogonato our current
researchwe notethata numberof differentworkload-generatiotechniquexist, rangingfrom tracereplay
of actualworkloadsto runningthe applicationin a “li ve” setting,and from the useof syntheticworkload
generatorgo the useof well-knowvn benchmarks.Any suchtechniquesufces for our purposeaslong as
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Figure5.2. An exampleof anOn-Of trace.

it realisticallyemulategeal-world conditions,althoughwe notethat, from a businessperspectie, running
the application“for real” on an isolatedmachineto obtaina pro le may be preferableto otherworkload
generatiortechniques.

We usetheLinux tracetoolkit asourkernelpro ling mechanisnj73]. Thetoolkit provides e xible, low-
overheadmechanismso tracea variety of kerneleventssuchassystemcall invocations processmemory
le systemandnetwork operations.Theusercanspecifythespeci c kerneleventsof interestaswell asthe
processethatarebeingpro led to selectvely log events. For our purposesit is sufcient to monitor CPU
andnetwork actiity of capsulerocesses—wmonitor CPUschedulingnstancegthetime instantsatwhich
capsuleprocessegetschedulecndthe correspondingiuantumdurations)aswell asnetwork transmission
timesandpaclet sizes.Givensuchatraceof CPUandnetwork actiity, we now discusghederivationof the

capsulesresourcaequirements.

5.3.3 Empirical Derivation of the Resouice Demands

We usethetraceof kerneleventsobtainedrom the pro ling processo modelCPUandnetwork activity
asa simple On-Off process. This is achiezed by examiningthe time at which eachevent occursand its
durationandderiving a sequencef busy (On) andidle (Off) periodsfrom thisinformation(seeFigure5.2).
This traceof busyandidle periodscanthenbe usedto derive boththeresourcausagedistribution U aswell
asthetokenbucketparameterg ; ).

Determiningthe usage distribution U: Recallthat,the usagedistribution U denoteghe probability with
which the capsuleusesa certainfraction of the resource.To derive U, we simply partition the traceinto
measuremernihtervals of lengthl andmeasurehe fraction of time for which the capsulevasbusyin each
suchinterval. This value,which representshe fractionalresourceusagein thatintenal, is corvertedinto a
histogramandtheneachbucket is normalizedwith respecto the numberof measuremerihtenals! in the
traceto obtainthe probability distribution U. Figure5.3(a)illustratesthis process.

Derivingtokenbudketparametes( ; ): Recallthatatokenbucketlimits theresourcaisageof acapsule
to t+ overaryintenalt. A givenOn-Of tracecanhave, in generalmary ( , ) pairsthatsatisfy
this bound. To intuitively understandvhy, let us computethe cumulatie resourceusagefor the capsule
overtime. The cumulative resourcausagds simply thetotal resourceconsumptiorthusfar andis computed
by incrementinghe cumulative usageafter eachON period. Thus,the cumulatve resourceusageis a step
function asdepictedin Figure5.3(b). Our objectveisto nd aline t+ thatboundsthe cumulatve
resourceusage;the slopeof this line is the token bucket rate  andits Y-interceptis the burstsize . As
shavn in Figure 5.3(b), therearein generalmary suchcurwes, all of which are valid descriptionsof the
obsenedresourcaisage.

Several algorithmsthat mechanicallycomputeall valid ( ; ) pairsfor a given On-Of tracehave been
proposedrecently We usea variantof onesuchalgorithm[110] in our research—foeachOn-Of trace,
the algorithmproducesa rangeof  values(i.e.,[ min ; max ]) that constitutevalid token bucket ratesfor
obseredbehaior. For each within thisrange the algorithmalsocomputeghe correspondindpurstsize .
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Figure 5.3. Derivationof the usagedistribution andtokenbucket parameters.

Althoughary pair within this rangeconformsto the obsered behaior, the choiceof a particular( ; ) has
importantpracticalimplications.

SincetheviolationtoleranceV for thecapsulds given,we canuseV to chooseaparticular( ; ) pair. To
illustrate,if V = 0:05, the capsuleneedsnustbe met95% of thetime, which canbe achieved by reserving
resourcesorrespondingo the 95" percentileof the usagedistribution. Consequentlya good policy for
sharedhostingplatformsis to pick a  that corresponddo the (1 V) 100" percentileof the resouce
usage distribution U, andto pick the corresponding ascomputedy theabove algorithm. This ensureghat
we provision resourcesdasedon a high percentileof the capsules needsandthatthis percentileis chosen
basedonthe speci edviolationtoleranceV .

5.3.4 Proling Sewer Applications: Experimental Results

In this sectionwe pro le severalcommonly-usedener applicationgo illustratethe procesof deriving
anapplicationsresourceequirementsOur experimentallyderivedpro les notonly illustratetheinherentna-
tureof varioussener applicationdut alsodemonstratéheutility andbene tsof resourceinderprovisioning
in sharechostingplatforms.

Thetestbedfor ourpro ling experimentsconsistof aclusterof ve Dell PoverEdgel550seners,each
with 2966 MHz Pentiumlll processoand512MB memoryrunningRedHat Linux 7.0. All senersrunsthe
2.2.17versionof the Linux kernelpatchedwith the Linux tracetoolkit version0.9.5,andare connectedy
100MbpsEthernetinks to a Dell PoverConnecfmodelno. 5012)Ethernetswitch.

To pro le anapplication,we run it on oneof our senersandusethe remainingsenersto generatehe
workloadfor pro ling. We assumehat all machinesare lightly loadedandthat all non-essentiasystem
servicege.g.,mail services X windows sener) areturnedoff to preventinterferenceduring pro ling. The
parameters andl werebothsetto 1 secin all our experimentationWe pro le thefollowing sener appli-
cationsin our experiments:

ApaheWebserver:We usethe SPECV¢b99benchmark105] to generatéheworkloadfor the Apache
Websener (versionl.3.24)[5]. The SPECV¢bbenchmarlallows controlalongtwo dimensions—the
numberof concurrentclientsandthe percentagef dynamic(cgi-bin) HTTP requests.We vary both
parameterso studytheirimpacton Apaches resourceneeds.

MPEG streamingmediaserver: We usea home-grevn streamingsener to streamMPEG-1 video
les to multiple concurrentlientsover UDP. Eachclientin our experimentrequests 15 minutelong
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Figure 5.4. Pro le of the ApacheWebsener usingthe default SPECV¢b99con guration.

variablebit rate MPEG-1videowith a meanbit rateof 1.5 Mb/s. We vary the numberof concurrent
clientsandstudyits impacton theresourcausageatthesener.

Quale gameserver:We usethepublicly availableLinux Quale senerto understantheresourcaisage
of a multi-playergamesener; our experimentsusethe standardversionof Quale | [90]—a popular
multi-player game on the Internet. The client workload is generatedising a bot—anautonomous
software programthat emulatesa humanplayer We usethe publicly available “terminator” bot to
emulateeachplayer;we vary the numberof concurrentplayersconnectedo the sener andstudyits
impactontheresourcaisage.

PostgeSQLdatabaseserver: We pro le the postgreSQLdatabasesener (version7.2.1)[87] using
the pgbent 1.2 benchmark.This benchmarks part of the postgreSQLdistribution andemulateshe
TPC-Btransactionabenchmark86]. The benchmarkprovidescontrolover the numberof concurrent
clientsaswell asthe numberof transactiongperformedby eachclient. We vary both parametersand
studytheirimpacton theresourcaisageof the databassener.

We now presensomeresultsfrom our pro ling study

Figure5.4(a)depictsthe CPU usagedistribution of the ApacheWeb sener obtainedusing the default
settingsof the SPECVeb99benchmark50 concurrentlients,30%dynamiccgi-bin requests)Figure5.4(b)
plotsthe correspondingumulatize distribution function (CDF) of theresourcausage As shavn in the gure
(andsummarizedn Table5.1),theworstcaseCPUusagg100" percentile)s 25%of CPUcapacity Further
the99" andthe95" percentileof CPUusageare10and4% of capacityrespectiely. Theseresultsindicate
that CPU usages bursty in natureandthatthe worst-caseequirementsresigni cantly higherthana high
percentileof the usage.Consequentlyunderprovisioning by a mere1% reduceshe CPU requirement®of
Apacheby afactorof 2.5, while underprovisioning by 5% yields a factorof 6.25reduction(implying that
2.5 and6.25timesasmary Web seners canbe supportedvhen provisioning basedon the 99" and 95"
percentilesrespectiely, insteadof the 100" pro le). Thus,evensmallamountsof underprovisioning can
potentiallyyield signi cantincrease platformcapacity Figure5.4(c)depictsthepossiblevalid ( ; ) pairs
for Apaches CPU usage.Dependingon the speci ed violation toleranceV, we canset to anappropriate
percentileof the usagedistribution U, andthe corresponding canthenbechoserusingthis gure.

Figures5.5(a)-(d)depictthe CPU or network bandwidthdistributions,asappropriatefor varioussener
applications. Speci cally, the gure shows the usagedistribution for the ApacheWeb sener with 50%
dynamicSPECW¢brequeststhe streamingmediasener with 20 concurrentlients,the Quale gamesener
with 4 clientsandthe postgreSQlsener with 10 clients. Table5.1 summarizesur resultsandalsopresents
pro les for several additionalscenariogonly a small subsetof the threedozenpro les obtainedfrom our
experimentsarepresented)Table5.1alsolists theworst-caseesourceneedsaswell asthe 99" andthe 95"
percentileof theresourcausage.

Together Figure 5.5 and Table 5.1 demonstratehat all sener applicationsexhibit burstinessin their
resourcausagealbeitto differentdegrees.This burstinessausesheworst-caseesourcaneedgo besigni -
cantly higherthana high percentileof the usagedistribution. Consequentlywe nd thatthe 99" percentile
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Figure 5.5. Pro les of VariousSener Applications

Application Res. | Res.usageatpercentile ()
100" | 99" 05" for O = 0:01
WS, detwult CPU | 0.25 0.10 | 0.04 (0.10,0.218)
WS,50%dyn. | CPU | 0.69 | 0.29 | 0.12 (0.29,0.382)
SMS, k=4 Net 0.19 0.16 | 0.11 (0.16,1.89)
SMS, k=20 Net 0.63 0.49 | 0.43 (0.49,6.27)
GS k=2 CPU | 0.011 | 0.010| 0.009 | (0.010,0.00099)
GS,k=4 CPU | 0.018 | 0.016 | 0.014 | (0.016,0.00163)
DBS,k=1(def) | CPU | 0.33 | 0.27 | 0.20 | (0.27,0.184)
DBS,k=10 CPU| 0.85 | 0.81 | 0.79 (0.81,0.130)

Table5.1. Summaryof pro les. Althoughwe pro led bothCPUandnetwork usageor eachapplicationwe
only presentesultsfor themoreconstrainingesource Abbreviations: WS=Apache SMS=streamingnedia
sener, GS=Quak gamesener, DBS=databaseener, k=numberof clients,dyn.=dynamicRes.=Resource.

is smallerby a factorof 1.1-2.5,while the 95" percentileyields a factorof 1.3-6.25reductionwhencom-
paredto the 100" percentile. Together theseresultsillustrate the potential gains that can be realizedby
underprovisioningresourcesn sharechostingplatforms.

5.4 Resource Under-provisioning in Shared Hosting Platforms

Having derived the resourcaequirement®f eachcapsulethe next stepis to determinewhich platform
nodewill runeachcapsule SeveralconsiderationarisewhenmakingsuchplacementlecisionsFirst, since
the applicationsare beingunderprovisioned,the platform shouldensurethat the resourcerequirementof
a capsulewill be metevenwhenthe capsuleis underprovisioned. Second sincemultiple nodesmay have
theresourcemecessaryo houseeachapplicationcapsulethe platformwill needto pick a speci ¢ mapping
from the setof feasiblemappings.n this section,we presentechniquedor underprovisioningapplications
in acontrolledmanner Theaimis to ensurehat: (i) theresourceaequirementsf theapplicationaresatis ed
and(ii) violationtolerancesaretakeninto accountwhile makingplacementecisions.
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Figure 5.6. Demonstratiorof how anapplicationoverloadmaybe detectedy comparinghelatestresource
usagepro le with theoriginal of ine pro le.

5.4.1 ResourceUnder-provisioning Techniques

A platform nodecanaccepta new applicationcapsuleso long asthe resourcerequirement®f existing
capsulesirenotviolated,andsufcient unusedesourcegxist to meettherequirementsf thenew capsule.

To verify that a node can meetthe requirementof all capsuleswe simply sum the requirementsf
individual capsulesand ensurethat the aggr@ate requirementdoesnot exceednode capacity For each
capsula onthenode theparameters§ i, i) and ; requirethatthecapsulebeallocated ; ;+ ;) resources
in eachinterval of duration ;. Further sincethe capsulehasa violation toleranceV;, in the worstcase the
nodecanallocateonly ( i i+ i) (1 V) resourcesindyetsatisfythecapsuleneedsConsequentleven
in theworstcasescenariotheresourcaequirement®f all capsulecanbe metsolong asthetotal resource
requirementslo not exceedthe capacity:

(i min T i) (1 Vl) Cc min (5-1)

where C denotesthe CPU or network interface capacityon the node, k denotesthe numberof existing
capsuleon the node,k + 1 is the new capsuleand min = min( 1; 2;::: k+1) is the period for the
capsulehatdesiregthe moststringentguarantee's

Inequality(5.1) caneasilyhandleheterogeneityn nodesby usingappropriateC valuesfor the CPUand
network capacitieon eachnode.

A new capsulecan be placedon a nodeif (5.1) is satis ed for both the CPU and network interface.
Sincemultiple nodesmay satisfya capsules CPUandnetwork requirementsespeciallyatlow andmoderate
utilizations,we needto devise policiesto choosea nodefrom the setof all feasiblenodesor the capsule We
discusghisissuenext.

5.4.2 Handling Dynamically Changing Resouice Requirements

Our discussiorthusfar hasassumedhatthe resourcerequirement®f an applicationat run-timedo not
changeafter the initial pro ling phase.In reality though,resourcerequirementchangedynamicallyover
time, in tandemwith the workload seenby the application. In this sectionwe outline our approachfor
dealingwith dynamicallychangingapplicationworkloads.

First, recall that we provision resourcesasedon a high percentileof the applications resourceusage
distribution. Consequentlyvariationsin the applicationworkloadthat affect only the averageresourcere-
guirementf the capsulesbut not thetail of theresouce usae distribution, will not resultin violationsof

INotethatsincethe ; for capsulé waschoserbasednthe(l Vi) 100" percentileof thecapsulesresourceisagedistribution,
thismultiplicationwith (1  V;) mayseenlike penalizingthecapsuldwice. However, thisis notsobecause ; in combinatiorwith the
burst ; is anupperernvelopof therequirement®f capsuld. Themultiplicationwith (1 V) allows usto underprovision the capsule
in acontrolledmanner
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the probabilisticguaranteegrovided by the hostingplatform. In contrastworkload changeghat causean
increasen thetail of theresourcausagedistribution will certainlyaffectapplicationresourceguarantees.

How a platformshoulddealwith suchchange$n resourcegequirementslepend®n severalfactors.Since
we areinterestedn yield managementhe platform shouldincreasehe resourcesllocatedto an overload
applicationonly if it increasesevenuedor the platformprovider. Thus,if anapplicationprovider only pays
for a x ed amountof resourcesthereis no economicincentie for the platform provider to increasethe
resourcallocationbeyondthislimit evenif theapplicationis overloadedln contrastjf thecontractbetween
the applicationand platform provider permitsusage-basedhaging (i.e., chaging for resourcedasedon
the actualusage,or a high percentileof the usage?), then allocatingadditionalresourcesn responsdo
increasedlemands desirablefor maximizingrevenue. In sucha scenariohandlingdynamicallychanging
requirementsnvolvestwo steps:(i) detectingchangesn thetail of the resourceusagedistribution, and (ii)
reactingto thesechangedy varyingtheactualresourcesllocatecto theapplication.

To detectsuchchangesn thetail of anapplications resourcausagedistribution, we proposeto conduct
continuouson-line pro ling of the resourceusageof all capsulesisinglow-overheadpro ling tools. This
would be doneby recordingthe CPU schedulingnstants network transmissiortimes,andpaclet sizesfor
all processesver intenvals of a suitablelength. At the end of eachinterval, this datawould be processed
to constructthe latestresourceusagedistributionsfor all capsules An applicationoverloadwould manifest
itself throughanincreasedaoncentrationn the high percentilebucketsof theresourcausagedistributionsof
its capsules.

We presentthe resultsof a simple experimentto illustrate this. Figure 5.6(a) shavs the CPU usage
distribution of the ApacheWeb sener obtainedvia of ine pro ling. Theworkloadfor the Web sener was
generatedby using the SPECV¢b99benchmarkemulating50 concurrentclients with 50% dynamiccgi-
bin requests.The of ine pro ling wasdoneover a period of 30 minutes. Next, we assumed violation
toleranceof 1% for this Web sener capsule. As describedn Section5.3.3,it was assigneda CPU rate
of 0:29 (correspondindo the 99" percentileof its CPU usagedistribution). The remainingcapacitywas
assignedo agreedydhrystoneapplication(this applicationperformscompute-intensie integercomputations
andgreedilyconsumesll resourcesllocatedto it). The Websenerwasthensubjectedo exactly the same
workload (50 clientswith 50% cgi-bin requestsfor 25 minutes,followed by a heavier workloadconsisting
of 70 concurrentlientswith 70% dynamiccgi-bin requestgor 5 minutes.The heavier workloadduringthe
last5 minuteswasto simulatean unexpected ash crowd. The Web sener's CPU usagedistribution was
recordedbver periodsof length10 minuteeach.Figure5.6(b)shovs the CPUusagelistribution obsenedfor
the Web sener during a periodof expectedworkload. We nd thatthis pro le is very similar to the pro le
obtainedusingof ine measurement&xceptbeingupperboundedby the CPU rateassignedo the capsule.
Figure5.6(c) plotsthe CPU usagedistribution during the periodwhenthe Web sener wasoverloaded.We

nd anincreasedconcentratiorin the high percentileregions of this distribution comparedo the original
distribution.

The detectionof applicationoverloadwould trigger remedialactionsthat would proceedn two stages.
First, new resourcerequirementsvould be computedfor the affected capsules. Next, actionswould be
takento provide the capsuleshe nenvly computedesourceshares—thisnayinvolve increasingheresource
allocationsof the capsulespr moving the capsulego nodeswith sufcient resources.Implementingand
evaluatingthesetechniquedor handlingapplicationoverloadsare part of our ongoingresearcton shared
hostingplatforms.

5.5 Implementation Considerations

In this section,we rst discussimplementationissuesin integrating our resourceunderprovisioning
techniquesvith OSresourceallocationmechanismsWe thenpresenian overvien of our prototypeimple-
mentation.

2|SPschagefor network bandwidthin this fashion—theustomeipaysfor the95™ percentileof its bandwidthusageover a certain
period.
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5.5.1 Providing Application Isolation at Run Time

Thetechniqueslescribedn theprevioussectionallow aplatformproviderto underprovisionapplications
andyet provide guaranteethattheresourceequirement®f applicationswill be met. Thetaskof enforcing
theseguaranteeat run-timeis theresponsibilityof the OSkernel. To meettheseguaranteesye assumehat
the kernelemploys resourceallocationmechanismshat supportsomenotion of quality of service. Numer
ous suchmechanisms—suchs resenations, sharesandtoken bucket regulators[15, 60, 69]—have been
proposedecently All of thesemechanismsllow a certainfraction of eachresourcg CPU cycles,network
interfacebandwidth)to beresenedfor eachapplicationandenforcetheseallocationsona ne time scale.

In additionto enforcingtheresourcaequirement®f eachapplication thesemechanismslsoisolateap-
plicationsfrom oneanother By limiting theresourcesonsumedy eachapplicationto its reseredamount,
themechanismgreventamaliciousor overloadedapplicationfrom grabbingmorethanits allocatedshareof
resourcestherebyproviding applicationisolationat run-time—animportantrequiremenin sharedhosting
ervironmentsrunninguntrustedapplications.

Our underprovisioning techniquescan exploit mary commonly used QoS-avare resourceallocation
mechanisms. Since the resourcerequirementof an applicationare de ned in a OS- and mechanism-
independenmanner we needto map theseOS-independentequirementso mechanism-speci gparam-
etervalues. We outline thesemappingsfor three commonly-usedQoS-avare mechanisms—reseations,
proportional-sharechedulersandrateregulators.

ReservationsA resenation-basedchedulef60, 69 requiresthe resourcerequiremento be speci ed
asa pair (x; y) wherethe capsuledesiresx units of theresourcesvery y time units (effectively, the capsule
request% fracgon of theresource) For reason®f feasibility, the sumof therequestsllocationsshouldnot

exceedl (i.e., j ;—J’ 1). In sucha scenariothe resourcerequirement®f a capsulewith token bucket
parameter$ ;; i) andaviolationtoleranceV; canbetranslatedo reserationby setting(1 Vi) = §—
and(1 Vi) ; = X;. Toseewhy, recallthat(1 V;) ; denotesthe rate of resourceconsumption

of the capsulein the presenceof underprovisioning, which is sameas %-. Further sincethe capsulecan
requesk; unitsof theresourceveryy; time units,andintheworstcasetfil'eentirexi unitsmayberequested
continuouslywe setthe burstsizetobe(1 Vi) ; = X;. Theseequationsimplifytox; = (1 Vi)
andy; = = .

Proportional-shae and lottery schedules: Proportional-sharand lottery schedulerg50, 123 enable
resourceso be allocatedin relative terms—ingithercase,a capsuleis assigneda weightw; (or w; lottery
tickets) causingthe scheduleito allocatew; = i Wi fraction of the resource. Further two capsuleswith
weightsw; andw; areallocatedresourcesn proportionto their weights(w; : w; ). For suchschedulersthe
resourcerequirement®f a capsulecanbe translatedo a weightby settingw; = (1 Vi) ;. By virtue
of usinga single parametem; to specifythe resourcerequirementssuchschedulersgnorethe burstiness

in the resourcerequirements.Consequentlythe underlyingschedulemill only approximatethe desired
resourcaequirements.The natureof approximationdependsn the exact schedulingalgorithm—the ner
thetime-scaleof the allocationsupportedyy the schedulerthe betterwill the actualallocationapproximate
thedesiredrequirements.

Rateregulators: Rateregulatorsarecommonlyusedto police the network interfacebandwidthusedby
an application. Suchregulatorslimit the sendingrate of the applicationbasedon a specied prole. A
commonlyusedregulatoris the token bucket regulator that limits the amountof bytestransmittedby an
applicationto t+ overary intenalt. Sincewe modelresourcausageof a capsuleasatokenbucket, the
resourcaequirement®f acapsuldrivially mapto anactualtokenbucketregulatorandno speciaktranslation
is necessary

5.5.2 Prototype Implementation

We have implementedh Linux-basedsharechostingplatformthatincorporateghe techniquesliscussed
in the previous sections.Our implementatiorconsistsof threekey components{i) a pro ling modulethat
allows usto pro le applicationsandempirically derive their resourcaequirements(ii) a control planethat
is responsibldor resourcaunderprovisioning,and(iii) a QoS-enhancetinux kernelthatis responsibldor
enforcingapplicationresourceequirements.
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Thepro ling modulerunson a setof dedicatedandthereforeisolated)platformnodesandconsistof a
vanillaLinux kernelenhancedvith theLinux tracetoolkit. As explainedin Section5.3,thepro ling module
gathersa kerneltraceof CPUandnetwork actvities of eachcapsule It thenpost-processesis information
to derive an On-Of traceof resourceusageandthenderivesthe usagedistribution U andthe token bucket
parameter$or thisusage.

The control planeis responsiblegor placing capsulesof newly arriving applicationsonto nodeswhile
undetprovisioning them. The control planealsokeepsstateconsistingof a list of all capsulegesidingon
eachnodeandtheir resourcerequirementsit alsomaintainsinformationaboutthe hardware characteristics
of eachnode. The requirementf a newly arriving applicationare speci ed to the control planeusinga
resourcespeci cationlanguage.This speci cationincludesthe CPU and network bandwidthrequirements
of eachcapsule Thecontrolplaneusesthis speci cationto derive a placementor eachcapsuleln addition
to assigningeachcapsuleto a node,the control planealsotranslateshe resourcerequiremenparameters
of the capsuledo parameteref commonlyusedresourceallocationmechanismgdiscussedn the previous
section).

The third componentpamelythe QoS-enhancedtlinux kernel[89], runson eachplatformnodeandis
responsibldor enforcingtheresourceequirementsf capsulestruntime. For the purposeof thisthesiswe
implementthe H-SFQ proportional-shar€PU schedulef50]. H-SFQis a hierarchical proportional-share
schedulethatallows usto groupresourceprincipals(processedightweightprocessesandassignanaggre-
gate CPU shareto the entiregroup. This functionality is essentiakincea capsulecontainsall processesf
an applicationthat are collocatedon a nodeandthe resourcerequirementsre speci ed for the capsuleas
awholeratherthanfor individual resourceprincipals. To implementsuchan abstractionwe createa sepa-
ratenodein the H-SFQschedulinghierarcly for eachcapsule andattachall resourceprincipalsbelonging
to a capsuleto this node. The nodeis thenassigneda weight (determinedusingthe capsules resourcere-
quirementsandthe CPU allocationof the capsules sharedby all resourceprincipalsof the capsule®> We
implementa token bucket regulatorto provide resourceguaranteest the network interfacecard. Our rate
regulatorallows usto associatall network socletsbelongingto agroupof processew® asingletokenbucket.
We instantiatea token bucket regulatorfor eachcapsuleandregulatethe network bandwidthusageof all re-
sourceprincipalscontainedn this capsuleusingthe ( ; ) parameter®f the capsules network bandwidth
usage.In Section5.6.2,we experimentallydemonstratéhe ef cacy of thesemechanismén enforcingthe
resourceequirement®f capsulegvenin the presencef underprovisioning.

5.6 Experimental Evaluation

In this section,we presentheresultsof our experimentalevaluation. The setupusedin our experiments
is identicalto that describedn Section5.3.4—weemploy a clusterof Linux-basedsenersas our shared
hostingplatform. Eachsener runsa QoS-enhancetlinux kernelconsistingof the H-SFQ CPU scheduler
andaleaky bucket regulatorfor the network interface. The controlplanefor the sharedplatformimplements
the resourceunderprovisioning discussecarlierin this chapter For easeof comparisonwe usethe same
setof applicationgdiscussedh 5.3.4andtheir derivedpro les (seeTable5.1)for our experimentaktudy

5.6.1 Efcacy of Resource Under-provisioning

Our rst setof experimentsexaminesthe ef cacy of underprovisioning applicationsin sharedhosting
platforms. We rst considersharedWeb hosting platforms—atype of sharedhosting platform that runs
only Web seners. EachWeb sener runningon the platformis assumedo conformto one of the four Web
sener pro les gatheredrom our pro ling study(two of thesepro les areshovn in Table5.1; the othertwo
employedvarying mixesof staticanddynamicSPECV¢b99requests)The objective of our experimentis to
examinehow mary suchWebsenerscanbesupportedy agivenplatformcon gurationfor variousviolation
tolerancesWe vary the violation tolerancefrom 0% to 10%, andfor eachtolerancevalue,attemptto place
asmary Websenersaspossibleuntil the platformresourcesareexhaustedWe rst performtheexperiment
for a clusterof 5 nodes(identicalto our hardwarecon guration) andthenrepeatt for clustersizesranging
from 16 to 128 nodes(sincewe lack clustersof thesesizes,for theseexperimentswe only examinehow

3Theuseof the schedulinchierarcly to furthermultiplex capsuleresourcemmongresourceprincipalsin a controlledway is clearly
feasiblebut beyondthe scopeof this work.
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Figure5.7. Bene ts of resourcaunderprovisioningfor aburstyWebsenerapplicationalessbursty stream-
ing sener applicationandfor applicationmixes.

mary applicationscanbe accommodatedn the platformanddo not actuallyrun theseapplications) Figure
5.7(a)depictsour resultswith 95% con denceintenals. This gure shows that, the larger the amountof
underprovisioning,thelargeris the numberof Web senersthatcanberunonagivenplatform. Speci cally,
for a 128 node platform, the numberof Web senersthat can be supportedncreasedrom 307 whenno
underprovisioning is employed to over 1800 for 10% underprovisioning (a factorof 5.9 increase).Even
for amodestl% underprovisioning, we seea factorof 2 increasan the numberof Web senersthatcanbe
supportedn platformsof varioussizes.Thus,evenmodestamountsof underprovisioning cansigni cantly
enhanceevenuedor theplatformprovider.

Next, we examinethe bene ts of underprovisioning applicationsn a sharechostingplatformthatruns
amix of streamingseners,databasaeners,andWeb seners. To demonstratehe impactof burstineson
undetprovisioning,we rst focusonly onthe streamingmediasener. As shavn in Table5.1,thestreaming
sener (with 20 clients)exhibitslessburstinesgshanatypical Websener, andconsequentlywe expectsmaller
gains dueto resourceunderprovisioning. To quantify thesegains, we vary the platform size from 5 to
128 nodesand determinethe numberof streamingseners that can be supportedwith 0%, 1%, and 5%
underprovisioning. Figure5.7(b) plots our resultswith 95% con denceintervals. As shavn, the number
of senersthatcanbe supportedncreasedy 30-40%with 1% underprovisioningwhencomparedo theno
undekprovisioningcase.Increasinghe amountof underprovisioningfrom 1%to 5% yieldsonly amamginal
additionalgain, consistentith thepro le for this streamingsener shavn in Table5.1 (andalsoindicative of
the less-toleranhatureof this soft real-timeapplication). Thus,lessbursty applicationsyield smallergains
whenunderprovisioningresources.

Althoughthe streamingsener doesnot exhibit signi cant burstiness|arge statisticalmultiplexing gains
canstill accrueby collocatingbursty and non-hursty applications. Further sincethe streamingsener is
heavily network-boundand usesa minimal amountof CPU, additionalgains are possibleby collocating
applicationswith differentbottleneckresourcege.g.,CPU-boundandnetwork-boundapplications).To ex-
aminethevalidity of this assertionywe conductanexperimentwherewe attemptto placea mix of streaming,
Web, anddatabaseseners—amix of CPU-boundandnetwork-boundaswell asbursty andnon-hursty ap-
plications. Figure5.7(c) plotsthe numberof applicationssupportedy platformsof differentsizeswith 1%
undekprovisioning. As shavn, anidenticalplatformcon gurationis ableto supporta large numberof ap-
plicationsthanthe scenariowvhereonly streamingsenersare placedon the platform. Speci cally, for a 32
nodecluster the platformsupports36 and52 additionalWebanddatabassenersin additionto theapproxi-
mately80 streamingsenersthatweresupportecearlier We notethatour technigues automaticallyableto
extractthesegainswithout arny speci ¢ “tweaking” on our part. Thus,collocatingapplicationswith different
bottleneckresourceanddifferentamountsof burstinessenhanceadditionalstatisticalmultiplexing bene ts
whenunderprovisioningapplications.
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5.6.2 Effectivenesf Kernel ResourceAllocation Mechanisms

While our experimentghusfar have focusedon theimpactof underprovisioningon platformcapacityin
our next experimentwe examinetheimpactof underprovisioningonapplicationperformanceWe shaw that
combiningour underprovisioningtechniquesvith kernel-base@oS-avareresourcellocationmechanisms
canindeedprovide applicationisolationandquantitatve performanceyuaranteeto applicationgevenin the
presencef underprovisioning). We begin by runningthe ApacheWebsener on adedicatedisolated)node
andexamineits performancdby measuringhroughputn requests/sfor thedefault SPECVe¢b99workload.
We thenrun the Web sener on a noderunningour QoS-enhancetinux kernel. We rst allocateresources
basedon the 100" percentileof its usage(no underprovisioning) and assignthe remainingcapacityto a
greedydhrystoneapplication(this applicationperformscompute-intensie integercomputationandgreedily
consumesll resourcesllocatedto it). We measurehe throughputof the Web sener in presenceof this
backgrounddhrystoneapplication. Next, we resere resourcedor the Web sener basedon the 99" and
the 95" percentiles allocatethe remainingcapacityto the dhrystoneapplication,and measurethe sener
throughput. Table 5.2 depictsour results. As shavn, provisioning basedon the 100" percentileyields
performancehatis comparabldo runningthe applicationon an dedicatechode. Provisioning basedon the
99" and95" percentilegesultsin a smalldegradationin throughputput well within the permissibldimits
of 1% and5% degradation respectrely, dueto underprovisioning. Table5.2 alsoshows that provisioning
basedntheaverageresourceequirementsesultsin asubstantiafall in throughoutjndicatingthatreserving
resourcepasedn meanusagds notadvisablgor sharechostingplatforms.

[ Application | Metric [ IsolatedNode | 100™ | 99™ [ 95™ [ Average |
Apache Throughpui(req/s) | 67:93 2:08 | 67:51 2:12 | 66:91 2:76 | 64:81 2:54 | 39:82 5:26
PostgreSQL | Throughpuftrans/s) | 22:84 0:54 | 22:46 0:46 | 22:21 0:63 | 21:78 0:51 9:04 0:85
Streaming | Lengthof viols (sec) 0 0 0:31 0:04 0:59 0:05 5:23 0:22

Table 5.2. Effectivenessf kernelresourceallocationmechanismsAll resultsare shovn with 95% con -
dencentenals.

We repeatthe above experimentfor the streamingsener andthe databaseener. The backgroundoad
for thestreamingsener experiments generatedisingagreedylUDP sendethattransmitsnetwork pacletsas
fastaspossiblewhile thatin caseof thedatabasseneris generatedisingthe dhrystoneapplication.In both
caseswye rst runtheapplicationonanisolatednodeandthenon our QoS-enhancekiernelwith provisioning
basedonthe 100", 99", andthe 95" percentiles We alsorun the applicationwith provisioning basedon
the averageof its resourceusagedistribution obtainedvia of ine pro ling. We measurehe throughputin
transaction/$or thedatabassenerandthemeanengthof aplaybackviolation(in secondsjor thestreaming
mediasener. Table5.2plotsourresults. Likewith theWebsener, provisioningbasenthe 100" percentile
yieldsperformanceomparabléo runningtheapplicationon anisolatednode while asmallamountof under
provisioning resultsin a correspondingmallamountof degradationin applicationperformance Again, we
obsenrethatprovisioningbasednthe averageresourcaisageresultsin signi cantly degradedperformance.

For eachof theabove scenarioswe alsocomputedheapplicationpro les in thepresencef background
load and underprovisioning and compareaheseto the pro les gatheredon the isolatednode. Figure 5.8
shavs one suchsetof pro les. It shouldbe seenin combinationwith the secondrow in Table 5.2 that
correspondso the PostgreSQlapplication.Togetherthey depictthe performancef the databassener for
differentlevels of CPU provisioning. Figures5.8(b)and(c) shav the CPU pro les of the databaseener
whenit is provisionedbasedon the 99" andthe 95" percentilesrespectiely. As canbe seen,the two
pro les look similar to the original pro le shavn in Figure5.8(a). CorrespondinglyTable 5.2 shavs that
for theselevels of CPU provisioning, thethroughputreceved by the databasaener is only slightly inferior
to thaton anisolatednode. This indicatesthat upon provisioning resourcedasedon a high percentile the
presencef backgroundoad interferesminimally with the applicationbehaior. In Figure5.8(d), we shav
theCPUpro le whenthedatabaseenerwasprovisionedbasednits averageCPUrequirementThispro le
is drasticallydifferentfrom the original pro le. We alsopresenthe correspondindow throughputin Table
5.2. This reinforcesour earlierobsenration that provisioning resourcedasedon the averagerequirements
canresultin signi cantly degradedperformance.
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Figure 5.8. Effect of differentlevelsof provisioningon the PostgreSQlsener CPUpro le.

Togethey theseresultsdemonstratehat our kernelresourceallocationmechanismsre ableto provide
guantitatve performanceyuaranteesvenwhenapplicationsareunderprovisioned.

5.7 Concluding Remarks

In this chapter we presentedechniquedor provisioning CPU and network resourcesn sharedhosting
platformsrunning potentially antagonistighird-party applications. We arguedthat provisioning resources
solely basedon the worst-caseneedsof applicationsresultsin low averageutilization, while provisioning
basednahigh percentileof theapplicationrneedsanyield statisticaimultiplexing gainsthatsigni cantly in-
creasaheutilization of the cluster Sinceanaccurateestimateof anapplications resourceneedss necessary
whenprovisioning resourcesye presentedechniquego pro le applicationson dedicatechodes possibly
while in service andusedthesepro les to guidethe placemenbf applicationcomponentsntosharechodes.
Wethenproposedechniqueso underprovision hostedapplicationsn acontrolledfashionsuchthattheplat-
form canprovide performanceuaranteeto applicationsvenwith this underprovisioning. Our techniques,
in conjunctionwith commonlyusedOS resourceallocationmechanismsgan provide applicationisolation
and performanceguaranteesat run-timein the presencef underprovisioning. We implementecobur tech-
niguesin aLinux clusterandevaluatedhemusingcommonsener applications We foundthattheef ciency
bene tsfrom controlledunderprovisioning of applicationscanbe dramaticwhencomparedo provisioning
resourcevasedntheworst-caseequirementsf applications Speci cally, underprovisioningapplications
by aslittle as1% increaseshe utilization of the hostingplatformby a factorof 2, while underprovisioning
by 5-10%r esultsin gainsof up to 500%. Themoreburstythe applicationresourcesieedsthehigherarethe
bene ts of resourceunderprovisioning. More generally our resultsdemonstratéhe bene ts andfeasibility
of underprovisioningresourcesor the platformprovider.
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CHAPTER 6
APPLICATION PLACEMENT IN SHARED HOSTING PLATFORMS

6.1 Intr oduction and Moti vation

In the last chapterwe describechow a sharedhostingplatform caninfer the resourcerequirementof
anapplicationbeforehostingit. Having inferredtheserequirementsthe platformneedgo determinewhich
exactnodesto the run variouscapsulef the applicationon. In this chapterwe studya mappingproblem
thatarisesin the designof sharechostingplatformswhenmakingthis decisionof whereto run the capsules
of anapplication.

As we have alreadydiscussedhostingplatformsimply a businessrelationshipbetweenthe platform
provider andthe applicationproviders: the latter pay theformerfor the resource®n the platform. In return,
the platform provider providessomekind of guaranteef resourceavailability to applications.This implies
that a platform shouldadmit only applicationsfor which it hassufcient resources.n this work, we take
the numberof applicationsthat a platformis ableto host (admit) to be an indicator of the revenuethat it
generate$rom the hostedapplications.The numberof applicationghata platform admitsis relatedto the
applicationplacemenglgorithmusedby theplatform. A platform's applicationplacementlgorithmdecides
whereontheclusterthedifferentcomponentsf anapplicationgetplaced.In this chaptemve studyproperties
of the applicationplacemenproblem(APP)whosegoalis to maximizethe numberof applicationghatcan
be hostedon a platform. Notice thatthe APP s trivial to solve in a dedicatechostingscenario—placingn
applicationsimply involves nding theappropriatemumberof availablesenersfrom thepool of freeseners.
Soour discussiorhenceforthis concernedvith the APPin a sharedsetting. We shav that APP is NP-hard.
Further we show that even restrictedversionsof the APP may not admit polynomial-timeapproximation
schemesWe designandanalyzeseveral approximationalgorithmsfor the APP andpresentalgorithmsfor
its onlineversion.

The restof the chapteris organizedasfollows. Section6.2 developsa formal settingfor the APP and
discusseselatedwork. Section6.3 establisheshe hardnes®f approximatinghe APP. Section6.4 presents
polynomial-timeapproximatioralgorithmsfor variousrestrictionsof the APP. Section6.5 studiesthe online
versionof the APP

6.2 The Application PlacementProblem

6.2.1 Notation and De nitions

Considera hostingplatformbuilt usinga clusterof n serves (alsocallednode$, N1;N»;::: ; Ny, each
having a givencapacityC; (of availableresouceg. Unlessotherwisenoted,nodesarehomaeneousin the
sensenf having the sameinitial capacities.The applicationplacemenproblem(APP) appropriateportions
of nodes'capacitieso applicationsLet A4, :::, Ay betheapplicationgo beplacedon the cluster For our
purposesanapplicationcanbeviewedasasetof demand$or nodecapacity As describedn Chapterl, these
demandgomein discreteuniformunitscalledcapsulesWe assumehatthesedemandsredeterminedising
the analyticalmodelsdescribedn Chapter2 [112]1. An anexample,a typical online bookstoreapplication
may consistof threecapsules—&Vebsenerresponsibldéor HTTP processinga middle-tierJavaapplication
sener thatimplementsthe applicationlogic, and a back-enddatabasehat storescatalogsand userorders.
A capsulemay be thoughtof asthe smallestcomponenbf an applicationfor the purpose®f placement—
all the processesgataetc., belongingto a capsulemustbe placedon the samenode. Capsulegprovide a

1An alternatie approacHor determininghesedemandss basecbn of ine pro ling. We describethisin Chapters.
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usefulabstractiorfor logically partitioninganapplicationinto sub-componentandfor exerting controlover
the distribution of thesecomponent®nto differentnodes.|f anapplicationwantscertaincomponentso be
placedtogetheron the samenode(e.g.,becausehey communicatea lot), thenit could bundlethemasone
capsule.Someapplicationsmay want their capsulego be placedon differentnodes. An importantreason
for doingthis s to improve the availability of the applicationin the faceof nodefailures—ifa nodehosting
a capsuleof the applicationfails, therewould still be capsuleson other nodes. An example of suchan
applicationis a replicatedWeb sener. We referto this requirementisthe capsuleplacementestriction In

whatfollows, we look atthe APP bothwith andwithout the capsuleplacementestriction.

In general,eachcapsulein an applicationrequiresguarantee®n accesgo multiple resources.In this
work, we considefjustoneresourcesuchasthe CPU or the network bandwidth.We assume simplemodel
wherea capsulespeci esits resourcerequirementas a fraction of the resourcecapacityof a nodein the
cluster;i.e., we assumehatthe resourcerequiremenbf eachcapsules lessthanthe capacityof a node. A
capsuleC canbeplacedonanodeN only if thesumof C's resourcaequiremenandthoseof the capsules
alreadyplacedonN doesnotexceedN 'sresourcecapacity We saythatanapplicationcanbe placedonly if
all of its capsuleganbeplacedsimultaneouslylt is easyto seethattherecanbemorethanonewayin which
an applicationmay be placedon a platform. We referto the total numberof applicationsthat a placement
algorithmcould placeasthe sizeof the placement A node,noneof whoseresourcehave beenresered, is
referredto asanemptynode

We de ne two versionsof the APP

De nition 1 The of ine APP: Givena clusterof n emptynodesN 4, :::, Ny, anda setof m applications
A1, :::, Ay, determinea maximursizeplacement.

De nition 2 The online APP: Givena clusterof n emptynodesN, :::, N,, anda setof m applications
A1, :::, An, determinea maximumsizeplacementvhile satisfyingthe following conditions.

1. Theapplicationsshouldbe consideedfor placementn increasingorder of their indices.

2. Oncean applicationhasbeenplaced,it cannotbe movedwhile the subsequerdipplicationsare being
placed.

Lemmal TheAPPis NP-had.

Proof: We reducethe well-known bin-packingproblem[82] to the APP to show thatit is NP-hard. We
presentheproofin AppendixA. |

De nition 3 Polynomial-time approximation scheme(PTAS): A memberof the setof algorithmsA ( >
0) for a problemP, wheeeath A isa(1+ )-approximationalgorithmandthe executiontimeis bounded
by a polynomialin thelengthof theinput. Theexecutiontime maydependon the choiceof .

De nition 4 Approximation ratio: Approximationratio of analgorithmA, RA(A),is de nedas:

A(l)

RA(A) = mlax oPTM)

whele A(l) is the solutionfound by an approximationalgorithm A and OPT(l) is the optimumsolutionfor
instancel of a minimizationproblem.For a maximizatiorproblem:

OPT(I)

RA = mla.X W

So,clearlyR(A) 1, andthecloserto 1, thebetterthe approximationalgorithm.
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6.2.2 RelatedWork

Two generalizationsf the classicaknapsackproblemarerelevantto our discussiorof the APP. These
arethe Multiple Knapsa& Problem(MKP) andthe Generlized AssignmenProblem(GAP) [82]. In MKP,
we are given a setof n itemsandm bins (knapsackspuchthat eachitem i hasa prot p(i) anda size
s(i), andeachbin j hasa capacityc(j). Thegoalisto nd a subsetof itemsof maximumpro t thathas
afeasiblepackingin the bins. MKP is a specialcaseof GAP wherethe prot andthe sizeof anitem can
vary basedon the speci ¢ bin thatit is assignedo. GAP is APX-hard® and Shmas and Tardosprovide a
2-approximatioralgorithmfor it [102]. This wasthe bestresultknown for MKP until ChekuriandKhanna
presented polynomial-timePTAS for it [29]. It shouldbe obseredthatthe of ine APPis ageneralization
of MKP wherean item may have multiple componentshat needto be assignedo differentbins (the pro t
associatedvith anitem is 1). Further Chekuriand Khannashav that slight generalization®f MKP are
APX-hard[29]. This providesreasonto suspecthatthe APP may alsobe APX-hard (andhencemay not
have aPTAS).

Another closely relatedproblemis a “multidimensional”versionof the MKP whereeachitem hasre-
guirementsalong multiple dimensions gachof which mustbe satis ed to successfullyplaceit. The goal
is to maximizethe total pro t yieldedby the itemsthat could be placed. Moseret al. describea heuristic
for solving this problem[79]. However, the authorsevaluatethis heuristiconly via simulationsanddo not
provide ary analyticalresultsonits performance.

To the bestof our knowledge,our work is the rst to formulateandstudythe APP thatarisesin hosting
platforms.

6.3 Hardnessof Approximating the APP

In this section,we demonstratehat even a restrictedversionof the APP may not admita PTAS. The
capsuleplacementestrictionis assumedo hold throughouthis section.

De nition 5 Gap-presewing reduction: [40] Let and °betwomaximizatiorproblems A gap-peserving
reductionfrom to °with parametes (c; ), (c% 9 is a polynomial-timealgorithmf . For ead instancel
of ,algorithmf producesaninstancel °=f (1) of ° Theoptimaofl andl® sayOPT () andOPT(I9
respectivelysatisfythefollowing property:

OPT(l) c=) OPT(1Y & (6.1)

OPT(l)<c= =) OPT(19< =" (6.2)
Herecand arefunctionsofjl j, thesizeofinstancgl j, andc®, Carefunctionsofjl §. Also, (1), (19 1.

Supposeve wish to prove theinapproximabilityof problem °. Supposdurtherthatwe have a polynomial
timereduction from SAT to thatensuresfor every boolearformula :

2 SAT =) OPT( () ¢

2SAT =) OPT( () <c=:

Thencomposinghis reductionwith the reductionof De nition 5 givesa reductionf from SAT to ©
thatensures:

2 SAT =) OPT(f( ())

2SAT =) OPT(f( () <c=?

In otherwords,f shaws thatachieving anapproximatiorratio °for Cis NP-hard.Soagap-preserving
reductioncanbe usedto exhibit the hardnes®f approximatinga problem. We now give a gap-preserving
reductionfrom theMulti-dimensionaD-1 Knapsa& Problem[26] to arestrictedversionof the APP. We begin
with de nition of theformerproblem(whichis alsoknown asthe Packing Integer Problem[28]).

2A problemis APX-hardif thereexists someconstanie > 0 suchthatit is NP-hardto approximatethe problemwithin a factorof
(1 + e) (meaninghata PTAS is unlikely).
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De nition 6 Multi-Dimensional 0-1 Knapsack Problem (MDKP): For a xed positiveinteger k, the k-
dimensionaknapsak problemis thefollowing:

X
Maximize Gi Xj
i=1

Subjecto

ajxi b;j=1:0k
i=1

whee: n is a positiveinteger; eadi ¢; 2 f0;1g and max; ¢ = 1; thea; andl are non-ngativereal
numbes; all x;j 2 f0;1g. De ne B = min; by.

To seewhy the abose maximizationproblemmodelsa multi-dimensionaknapsackproblem,think of a
k-dimensionaknapsachvith thecapacityvector(by;::: ; b). Thatis, theknapsackascapacityb, alongdi-
mensionl, b, alongdimensior, etc. Think of n itemsl ;;::: ;1,, eachhaving ak-dimensionatequirement
vector Lettherequirementvectorfor iteml; be(aj1;::: ;& ). It is easyto seethattheabore maximization
problemis equivalentto the problemof maximizingthe numberof k-dimensionaitemsthatcanbe pacled
in the k-dimensionaknapsacksuchthatfor ary d, wherel d  k, the sumof the requirementsalong
dimensiond of the pacleditemsdoesnot exceedthe capacityof the knapsackalongdimensiond.

Hardnessof approximating MDKP : For x edk thereisaPTAS for MDKP [45]. RaghaanandThomp-
sonpresenarandomizedoundingtechniqudor largek thatyieldsintegral solutionsof value ( OP T=d'"8) [91].
ChekuriadKhannaestablisithatMDKP is hardto approximatewithin afactorof ( k® 1 ) for every x ed
B, thus establishingthat randomizedrounding essentiallygives the best possibleapproximationguaran-
teeg[28].

Theorem1 Givenany > 0, it is NP-had to apptroximateto within (1 + ) theofine placemenproblem
that hasthe following restrictions: (1) all the capsuleshavea positiverequirrmentand (2) there existsa
constantM , sudthat8i; j(1 j ki1 i n);M Db=g;.

Proof: We explain laterin this proofwhy thetwo restrictionamentionecabove arise.We begin by describing
thereduction.
The reduction: Considetthefollowing mappingfrom instance®f k-MDKP to of ine APP:

Supposeheinputto k-MDKP is a knapsackwith capacityvector(by;::: ;). Also let thereben items
I1;:::;1n. Lettherequiremenwectorfor item|; be(aj1;::: ;8x). We createaninstanceof of ine APP
asfollows. The clusterhask nodesN;::: ;Nk. Therearen applicationsAy;::: ; An, onefor eachitem
in the input to k-MDKP. Eachof theseapplicationshask capsules.The k capsulesf applicationA; are
denotedc?;::: ;ck. Also, we referto d asthej™ capsuleof applicationA;. We now describehow to
assigncapacitieso thenodesandrequirementso theapplicationsve have created This partof themapping
proceedsn k stagesin stages, we determinghecapacityof nodeN s andtherequirementsf thes" capsule
of all theapplicationsNext, we describehow thesestagegproceed.

Stage 1: Assigningcapacityto the rst nodeN is straightforvard. We assignit acapacityC(N1) = by.
The rst capsuleof applicationA; is assignedrequirement?! = aj;.

Stges (1 < s k): Theassignmentsloneby stages dependon thosedoneby stages 1. We rst
determinethe smallestof the requirementalongdimensions of the itemsin the input to k-MDKP, thatis,
re = miniL,; (ais). Next we determinethe scalingfactorfor stages, SFs asfollows:

SFs = bC(Ns 1)=rS; c+ 1: (6.3)

Recallthatwe assumehat8s;r;;, > 0. Now we arereadyto do the assignmentfor stages. NodeN
is assignech capacityC(Ns) = b  SFs. Thes™ capsuleof applicationA; is assigneda requirement
rIS = a.|5 SFs.

This conclude®urmapping.Letusnow take asimpleexampleto betterexplain how this mappingworks.
Considettheinstanceof input T to MDKP shown ontheleft of Figure6.1. Herewehavek = 3, n = 4. We
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Figure 6.1. An exampleof the gap-preservingeductionfrom the Multi-dimensionalKnapsackproblemto
thegenerabfine placemenproblem.

create3 nodesN, N, andN3. We created applicationsA, A,, Az andA4, eachwith 3 capsulesLet us
now considemhow the 3 stagesn our mappingproceed.
Stage 1: We assigna capacityof 10 to N; and requirementof 1 eachto the rst capsulesof all four
applications.
Stage 2: Thescalingfactorfor this stageSF, is 11. Sowe assigna capacityof 110to N, andrequirements
of 11 eachto the seconccapsule®f thefour applications.
Stage 3: Thescalingfactorfor this stage SF3 isbl10=sc+ 1 = 56. Sowe assignN 3 a capacityof 560. The
third capsule®f thefour applicationsareassignedequirement®f 280, 112 280and392respectiely.

Corr ectnesf the reduction: We shav thatthe mappingdescribedabore is areduction.

(=) ) Assumethereis a packingP of sizem n. Denotethe n itemsin the input to k-MDKP as
I1;:::;1n. Withoutlossof generalityassumehatthem itemsin P arel 1;::: ;. Thereforewe have,

a b;j=1:5k (6.4)

Considerthis way of placingthe applicationshatthe mappingconstruct®onthenodesN 4;::: ; N. If item
li 2 P, placeapplicationA; asfollows: for allj 2 f1;::: ;kg, placecapsuleci onnodeN;. We claim
thatwe will be ableto placeall m applicationscorrespondingo the m itemsin P. To seewhy consider
ary nodeN;, forl i k. Thecapacityassignedo N; is SF; timesthe capacityalongdimensioni of
the k-dimensionaknapsackn theinputto k-MDKP, whereSF; 1. Therequirementsssignedo thei™
capsulef all the applicationsare alsoobtainedby scalingby the samefactor SF; the sizesalongthe it
dimensionof theitems. Multiplying bothsidesof (6.4) by SF; we get,

xn
SF; ajj SFi b j=1:k
i=1
Obsenre that the term on the right is the capacityassignedo N;. Theterm on the left is the sumof the
requirement®f thei" capsuleof the applicationscorrespondingdo theitemsin P. This shavs thatnode
N; canaccommodat¢hei™ capsulef the applicationscorrespondindo the m itemsin P. This implies
thatthereis a placemenbf sizem.

(( =) Assumethatthereis aplacement. of sizem n. Letthen applicationsbedenotedAy;::: ;A,.
Withoutlossof generalitylet them applicationsn L beA1;::: ; Ay . Also denotethesetof thes" capsules
of theplacedapplicationdy Cap,,forl s k.

We male thefollowing key obserations:

For ary applicationto be successfullyplaced,its i capsulemustbe placedon nodeN;. Dueto the
scalingby thefactorcomputedn Equation(6.3), the requirementsissignedo thes" capsulesf the
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applicationsfor s > 1, arestrictly greaterthanthe capacitiesof nodesN;::: ;Ns ;. Considerthe
k" capsulesof the applicationsrst. The only nodethesecan be placedon is Ni. Sinceno two
capsule®f anapplicationmay be placedon the samenode thisimpliesthatthe(k ~ 1)" capsule®f
theapplicationamaybe placedonly onNy ;. Proceedingdn this mannerwe nd thatthe claim holds
for all capsules.

Sincefor all s, wherel s  k, the nodecapacitiesandthe requirementf the s capsulesare
scaledby the samemultiplicative factor the factthatthe m capsulesn Cap, could be placedon Ng
impliesthatthem itemsl 1;::: ;| canbepackedin theknapsackn thes dimension.

Combiningthesetwo obsenations,we nd thatapackingof sizem mustexist.

Time and spacecomplexity of the reduction: This reductionworksin time polynomialin the size of
theinput. To wit, it proceedsn k stages.Eachstageinvolves computinga scalingfactor (which requires
performinga division) andmultiplying n + 1 numbergthe capacityof theknapsackandtherequirementsf
then itemsalongtherelevantdimension).

Let usconsiderthe sizeof theinputto the of ine placemenproblemproducedby the reduction.Dueto
the scalingof capacitiesandrequirementslescribedn the reduction,the magnitudef theinputsincrease
by a (multiplicative) factorof O(M ) for nodeN; andthej™ capsuleslf we assuméinaryrepresentation,
this implies that the input sizeincreasesy a factorof O(M172), for 1 < | k. Overall, the input size
increasedy afactorof O(M ¥). For themappingto beareductionwe needthis to bea constantTherefore,
our reductionworks only whenwe imposethe following restrictionson the of ine APP: (1) k andM are
constantsand(2) all the capsulerequirementsrepositive.

Gap-presewing property of the reduction: Thereductionpresenteds gap-preservingpecausehesize
of theoptimalsolutionto theof ine placemenproblemis exactly equalto the sizeof the optimalsolutionto
MDKP. More formally, in termsof the terminologyusedin De nition 5, wecansetc = ¢®= = 0= 1,
Puttingthesevaluesin Equationg6.1)and(6.2),we nd thatthefollowing conditionshold:

[OPT(MDKP) 1]=) [OPT(ofine APP) 1]

[OPT(MDKP)< 1] =) [OPT(ofine APP)< 1]

This provesthatthe reductionis gap-preservingTogether theseresultsprove thatthe restrictedversion
of theof ine APPdescribedn Theoreml doesnotadmita PTAS unlessP = NP. ]

6.4 Ofine Algorithms for APP

In this sectionwe presentandanalyzeof ine approximatioralgorithmsfor severalvariantsof the place-
mentproblem.Exceptin Section6.4.2.2,we assumehatthe clusteris homogeneousn the sensespeci ed
earlier

6.4.1 Placementwithout the CapsulePlacementRestriction

We rst considerthe placemenproblemwithout the capsuleplacementestriction. We presentr st- t
basedblacemengtlgorithmsfor two variantsof the placemenproblem: (i) whenary capsulemaybe placed
on ary node;(ii) whenthe capsuleof anapplicationmustbe placedon the samenode. We shawv thateach
of theresultingalgorithmshasanapproximatiorratio of 2.

6.4.1.1 First-t BasedApproximation Algorithm

We considerthe mostgeneraform of the APP—onein which thereis no restrictionon the placemenbf
a capsuleji.e., a capsulemay be placedon ary nodethathasenoughcapacity We shov thata placement
algorithmbasedn rst-t givesanapproximatiorratio approaching@ asthe sizeof the clustergrows.

The approximationalgorithm works as follows. Saythat we are givenn nodesNq, :::, N, andm
applicationsAy, :::, Ay with requirement®Rq, :::, Ry . Therequiremenbf anapplicationis the sumof
therequirement®f its capsules Assumethatthe nodeshave unit capacities.The algorithm rst ordersthe
applicationsn nondecreasingrderof theirrequirementsDenotetheorderedapplicationsyay, : ::, an and
theirrequirementdy rq, :::, rn. Thealgorithmconsiderghe applicationsin this order An applicationis
placedonthe* rst” setof nodeswvhereit canbeaccommodated.e.,the nodeswith the smallesindicesthat
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have sufcient resourcesor all its capsulesThealgorithmterminatesnceit hasconsideredall applications,
or assoonasit nds an applicationthat cannotbe placed,whicherser occurs rst. We call this algorithm
FF-MULTIPLE_RES.

Lemma 2 FF_MULTIPLE_REShasanapproximationratio thatappmades2 asthenumberof nodesn the
clustergrows.

Proof: Denoteby kg ¢ the numberof applicationghat FF-MULTIPLE_REScould placeon n nodes.com-
pletely (meaningthatall the capsulef the applicationcould be placed)or partially (meaningthat at least
one capsuleof the applicationcould not be placed). Denoteby kop 1 the numberof applicationsthat an
optimalalgorithmcould placeon the samesetof nodes.

If FFEMULTIPLE_RES placesall the applicationson the given setof nodes,thenit hasmatchedthe
optimalalgorithmandwe aredone.

Considerthe casewhenthereis atleastoneapplicationthatFF MULTIPLE_REScouldnot place.Since
all capsuleshave requirementsessthanthe capacityof a node,this impliesthatthereis no emptynodeafter
theplacementThesetof applicationplacedby FF-MULTIPLE_RESisfas, : ::, ak. . 9. Obsenrethatexcept
for the last of theseapplications;namelyay, . , the algorithm placesall the applicationscompletely The
applicationagx. . mayor maynothave beencompletelyplaced.In eithercasethefollowing key obsenration
would hold: if FF_.MULTIPLE_REScouldnot placeall theapplications thenthere canbe at mostonenode
thatis more thanhalf empty To seewhy, assumehattherearetwo nodesN; andN; thataremorethanhalf
empty with i < j. Sincethe capsuleplacedon N; canbeaccommodateth N;, the assumedituationcan
never arisein aplacemenfoundby FF.MULTIPLE_RES.

As aresultwe have

Ry+:::+ Ry 1+R%,. n=2

whereRY%, . is the sumof therequirement®f the capsulef applicationay, . thatcouldbe placedon the
cluster SinceR%.. Ry, , thisimpliesthat

Ri+ i+ Rk, N=2
Thebestthatanoptimalalgorithmcandois to useup all the capacityon thenodessowe have
Ri+ i1+ Rkee + 1004+ Rkgpr M

SinceRy, . ¢ S - ::t Ry, thesetfcy, @i, e g would have at leastasmary applications
asthesetfay, . ,:::, a,., 9. Discountingay, . , which maynot have beencompletelyplacedwe nd that
FF_.MULTIPLE_RESguarantees placeonelessthanhalf asmary applicationsasanoptimalalgorithmcan
place.As thenumberof nodesgrows, the performanceatio of FF-MULTIPLE_RESthustendsto 2. |

6.4.1.2 Placementof applications whosecapsulesmust be co-located

We considera restrictedversionof APP in which all capsulesof an applicationmustbe placedon the
samenode. This is equialentto eachapplications having exactly onecapsulevhoseresourcerequirement
is equalto the sumof therequirement®f all the capsulef the application.We provide a polynomial-time
algorithmfor this restrictionof of ine APP, whoseplacementarewithin afactor2 of optimal.

Motivating example: Somehighly parallelscienti ¢ applicationsinvolve a signi cant amountof com-
municationamongtheir constituenprocessesThe communicatioroverheadslueto placingtheseprocesses
on separatenodesconnectedsia a network may be prohibitive. Suchapplicationsmay desirethatall their
processebeplacedonthesamenode.

The approximationalgorithm works as follows. Saythat we are givenn nodesNy, :::, N, andm
single-capsulapplicationsCy, :::, Cy with requirement®Ry, :::, Ry, . Assumethatthe nodeshave unit
capacities.The algorithm rst sortsthe applicationsin nondecreasingrder of their requirements.Denote
the sortedapplicationsby ¢y, :::, ¢y andtheir requirementdy rq, :::, rn. Thealgorithmconsiderghe
applicationsn this order An applicationis placedon the“ rst” nodewhereit canbe accommodated,e.,
the nodewith the smallestindex that hassufcient resourcedor it. The algorithmterminatesonceit has
consideredill theapplicationsor it nds anapplicationthatcannotbe placed,whichever occursearlier We
call this algorithmFF_SINGLE. Thefollowing resultyieldsto a proof similar to thatof Lemmaz2.
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Figure 6.2. An exampleof striping-baseglacement.

Lemma 3 FF_SINGLEhasan approximationratio of 2.

6.4.2 Placementwith the CapsulePlacementRestriction

In this sectionwe consideithe APPwith the capsuleplacementestrictiondescribedn Section6.2.1.We
rst considera specialcase—identicaapplications.Thenwe remove this restrictionand considerarbitrary
applications.

Motivating example: A replicatedWeb sener is an exampleof an applicationwhereone might like to
have the capsuleplacementestriction. This restrictionforcesus to distribute the applicationover multiple
nodestherebyimproving its ability to toleratenodefailures.

6.4.2.1 Placementof Identical Applications

Two applicationsareidenticalif theirsetsof capsulesireidentical. We now presentiplacemenalgorithm
basedon striping applicationsacrossthe nodesin the clusterand determinethe algorithm's approximation
ratio.

Striping-baseglacementAssumehattheapplicationshave k capsulegachwith requirementsy;::: ;ry,
wherer;  ::: rg. Thealgorithmworksasfollows. DenotethenodesasNy;::: ;N . Divide theminto
setsof sizek each.Lettingt = bm=kc 1, thereare(t + 1) suchsets,S;;::: ; St+1, WwhereS;.; maybe
empty (if k dividesm). The precedingnequalityholdsbecausan k. Thealgorithmconsiderghe sets
in turn andstripesasmary unplacedapplicationson themasit can. Thei™ iterationof this striping-based
algorithminvolvestrying to placethe capsuleon nodesN; mod m+1;::: ;N(i+k) mod (m+1) . Thesetof
nodesunderconsideratioratary momentin this processs referredto asthe currentsetof k nodes

We illustratethe notion of striping usingan example. In Figure6.2, we have threenodesanda number
of identical 3-capsuleapplicationgo be placedon them. Striping placesthe rst capsuleof A; on N4, the
secondon N, andthethird on N3. For the next applicationA,, it placesthe rst capsuleon N, secondon
N3, andthird onN;.

Whenthe currentsetof k nodesgetsexhaustedandthereare moreapplicationso place,the algorithm
takesthenext setof k nodesandcontinues Thealgorithmterminatesvhenthenodesn S; areexhaustedepr
all applicationshave beenplaced whicherer occursrst. Notethatnoneof thenodesn the (possiblyempty)
setS;.1 areusedfor placingtheapplications.

- : . N . t+1 . .
Lemma 4 Thestriping-basedlacementlgorithmyieldsan approximationratio of — for identical

applicationswheret = bm=kc.

Proof: It is easyto obsere thatthestriping-baseglacemenalgorithmplacesanoptimalnumberof identical
applicationsnahomogeneouslusterof sizek (dueto symmetry).Sincethestriping-basedlgorithmplaces
applicationsonthesetsS;;::: ; S; andlets S;+1 go unusedandsincethe nodesarehomogeneouandthe

L . L . . . . t+1
applicationsareidentical,its approximatiorratio is strictly lessthan <
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CAPSULES NODES

Figure 6.3. A bipartitegraphindicatingwhich capsulesanbe placedon which nodes

6.4.2.2 Placementof Arbitrary Applications

We have thusfar consideredestrictedversionsof theof ine APPandhave presentedheuristicghathave
approximationratiosof 2 or better In this sectionwe turn our attentionto the generalof ine APP. We let
thenodesin the clusterbe heterogeneoudie nd thatit is muchharderto computeapproximatelyoptimal
solutionsfor this problemthanfor the restrictedcases.We rst presenta heuristicthat works differently
from the rst-t basedheuristicswe have consideredsofar. We obtainan approximatiorratio of k for this
heuristic,wherek is themaximumnumberof capsulesn ary application.

Our heuristicworksasfollows. It associatewith eachapplicationaweightwhichis equalto therequire-
mentof thelargestcapsuldn theapplication.Theheuristicconsidergheapplicationsn nondecreasingrder
of their weights. We usea bipartitegraphto modelthe problemof placingan applicationon the cluster In
this graph,we have onevertex for eachcapsulan theapplicationandfor eachnodein the cluster Edgesare
addedbetweena capsuleanda nodeif the nodehassufcient capacityto hostthe capsule.In this casewe
saythatthe nodeis feasiblefor the capsule.An exampleis shovn in Figure6.3. In Lemma5 we show that
anapplicationcanbe placedon the clusterif, andonly if, thereis a matchingof sizeequalto the numberof
capsulesn the application. We thereforeusethe maximummatchingproblemon this bipartite graph[34]
to derive a placementlf the matchinghassizeequalto the numberof capsulesthenwe placethe capsules
of the applicationon the nodesthat the maximummatchingconnectg¢hemto. Otherwise we saythatthe
applicationcannotbe placed,andthe heuristicterminatesWe referto this heuristicasMax-Fr st

Lemma5 An applicationwith k capsulescanbe placedon a clusterif, and only if, there is a matding of
sizek in the bipartite graph modelingits placemenbn the cluster

Proof: We prove eachdirectionin turn.

(=) ) Considera matchingof sizek in the bipartitegraph. It musthave anedgeconnectingeachcapsuleto
anode.Further notwo capsulegouldbe connectedo the samenode(sincethisis amatching).Sinceedges
denotefeasibility, thisis clearlyavalid placement.

(( =) Supposehereis no matchingof sizek in the bipartite graph. Thentheremustbe at leastone cap-
sulethat cannotbe assignedo a nodeindependentlyf the othercapsules.In otherwords, theremustbe
at leastonecapsulehatwould needto sharea nodewith someothercapsule(s).Thereforethis application
cannotbe placedwithout violating the capsuleplacementestriction.

This concludeghe proof. |

Lemma 6 TheplacemenheuristicMax-Hr st describedabove hasan approximationratio of k, whee k is
themaximumumberof capsulesn an application.
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Proof: Let A representhe setof all the applications,so jAj = m. Denoteby n the numberof nodes
in the clusterandthe nodesthemselesby Ni;:::;N,. Let usdenoteby H the setof applicationsthat
Max-Firstplaces.Let O denotethe setof applicationgplacedby ary optimal placementlgorithm. Clearly,
jHj jOj m. Represenbyl = H \ O thesetof applicationghatbothH andO place.Further denote
by R thesetof applicationghatneitherH nor O places.

The basicideabehindthis proofis asfollows. We focusin turn on the applicationghat only Max-First
andtheoptimalalgorithmplace(thatis, applicationsn (H 1) and(O 1)) andcompareghesizesof these
sets.A relationbetweerthe sizesof thesesetsimmediatelyyields a relationbetweerthe sizesof the setsH
andO. (Obserethat(H 1) and(O 1) maybothbeempty in which casewe have the claimedratio
trivially.)

Considerthe placementgiven by Max-First. Remae from this all the applicationsin |, and deduct
from the nodesthe resourcesesened for the capsuleof theseapplications.Denotethe resultingnodesby
N ';:: N ' Do thesamefor the placemengivenby the optimalalgorithm,anddenotethe resulting

nodesby Nlo .22 N9 . To understandherelationbetweerthe applicationgplacedon thesenode-sets
by Max-Firstandthe optimal algorithm, supposeMax-First placesy applicationsfrom theset(H 1) on
thenodesN{' ';:::;NH ', Letusdenotetheapplicationsn (A 1) byBy;:::;By;:::;Bja 1, where
the applicationsare arrangedn nondecreasingrder of the size of their largestcapsule;thatis, [(B1)
I(By) ::: I(Bja 1j), wherel(x) is therequiremenbf thelargestcapsulen applicationx. From

the de nition of Max-First,they applicationsthatit placesareB,;::: ; By. Also, the applicationsthatthe
optimal algorithm placeson the set of nodest P22 ;NO ! mustbe from the setBy+1 ;11 Bja j-
We male the following obseration aboutthe applicationsin the setBy.1;::: ;Ba : for eadh of these
applicationsthe requirrmentof the largestcapsuleis at leastl(By). Basedon this, we infer the following:
Max-Firstwill exhibit the worstapproximatiorratio whenall the applicationsn (H 1) have k capsules,
eachwith requirement(By), andall applicationdn (O 1) have(k 1) capsulesvith requiremen®, and
onecapsulevith requirement(By). Sincethetotalcapacitiesemainingonthenode-setsN1H Lo NS
anleO '::::;NO ! areequal thisimpliesthatin theworstcasethesetO | would containk timesas
mary applicationsasH |. Basedontheabove, we canprove anapproximatiorratio of k for Max-Firstas
follows:
jOj = jO Ij+jlj k jH 1j+jlj k (H 1j+jlj) = k jHj.

This concludesour proof. ]

6.5 The On-line APP

In the online versionof the APR, the applicationsarrive oneby one. We requirethe following from ary
online placementlgorithm—the algorithmmustplacea newly arriving applicationon the platformif it can
nd a placemenfor it withoutmoving any alreadyplacedcapsule This captureghe placemengalgorithm's
lack of knowledgeof therequirementsf the applicationsarriving in the future. We assumea heterogeneous
clusterthroughouthis section.

6.5.1 Online PlacementAlgorithms

Online placementalgorithmsconsiderapplicationsfor placemenbneby one,asthey arrive. Consider
thesituationanonline placemenalgorithmis facedwith whenanew applicationarrives.We modelthis asa
graph,in whichwe have onevertex for eachcapsulan theapplicationandfor eachnodein thecluster Edges
areaddedbetweenra capsuleanda nodeif the nodehassufcient resourcegor hostingthe capsule We say
thatthe nodeis feasiblefor thecapsule This givesusabipartitegraphthatwe call thefeasibilitygraphof the
new application.An exampleof afeasibility graphis shavn in Figure6.3. As describedn Section6.4.2.2,a
maximummatchingon this graphcanbeusedto nd aplacemenfor theapplicationif oneexists.

Let us denoteby A the classof greedyonline placementalgorithmsthat work asfollows. Any such
algorithmconsidershe capsule®f the nenly arrivedapplicationin nondecreasingrderof their degreesin
thefeasibility graphof the application.If thereareno feasiblenodesfor a capsulethealgorithmterminates.
Otherwise,the capsuleis placedon one of the nodesfeasiblefor it. After this, all edgesconnectingary
unplacedcapsulego this nodeareremoved from the graph. This is repeateduntil all capsuleshave been
placedor thealgorithmcannot nd ary feasiblenodesfor somecapsule.
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We de ne two membersf A below.

De nition 7 Best-t basedPlacement(BF): Whenmore thanonenodecanaccommodatéhenew capsule
BF chooseghenodewith theleastremainingcapacity

De nition 8 Worst-t basedPlacement(WF): Whenmore than onenodecanaccommodatéhe new cap-
sule WF chooseghe nodewith the mostremainingcapacity

We canshaw thefollowing regardingthe approximatiorratiosof BF andW F, denotedRg g andRw ¢
respectrely.

Lemma7 BF canperformarbitrarily worsethanoptimal.

Proof: Let m bethetotalnumberof applicationsandn thenumberof nodesandletm > n. Letall thenodes
have a capacityof 1. Supposehatn single-capsul@applicationsarrive rst, eachcapsulewith arequirement
1=n. BF putsthemall onthe rst node. Next, (m n) n-capsuleapplicationsarrive with eachcapsule
having non-zerorequirement.Sincethe rst nodehasno capacityleft, BF will notbe ableto placeary of
these W F would have workedasfollows onthisinput. Eachof the rst n single-capsulapplicationsvould
have beenplacedon aseparateode resultingin eachof then nodeshaving aremainingcapacity(1  1=n),
availablefor the n-capsuleapplicationsTherefore,

9input st BF m.
PUESE WE  n
Also, sinceW F is optimalfor thisinput, we have
m
R —:
BF n

Sincem canbe arbitrarily largerthann (by makingthe n-capsuleapplicationshave capsuleswith require-
mentstendingto 0), Rg ¢ cannotbe boundedrom above. [ |

Lemma8 Rweg (2 1=n) for ann-nodecluster

Proof: Saythatthe clusterhasn nodes,eachwith unit capacity Considerthe following sequencef ap-
plication arrivals. Supposéhatn single-capsul@pplicationsarrive rst, eachcapsulewith a requirement

thatapproache®. WF placeseachof theseapplicationson a separatenode,resultingin eachof then
nodeshaving aremainingcapacity(1 ). Next, n single-capsul@pplicationsarrive, eachcapsulewith a
requiremenbdf 1. Sinceno nodeis fully vacant,noneof theseapplicationscanbe placed.Hereis how BF
wouldwork onthisinput. Then single-capsul@odesvould beplacedonthe rst node.Then,(n 1) of the
subsequentlarriving applicationsvould beplacedonthe(n 1) fully vacanthodesandthelastapplication
would beturnedaway. Thereforewe have,

. WF 1 1
9 t sttt —— 2 =)= R 2 )
nput sttt o= (2 )9 Rwe @ 1)
This givesthe claimedlower boundasn grows withoutbound. |

6.5.2 Online Placementwith Variable Preferencefor Nodes

In somescenariosit maybeusefulto beableto honorary preference capsulanayhave for onefeasible
nodeover anotherIn this sectionwe describehow online placementantake suchpreferenceito account.
We model sucha scenarioby enhancingthe bipartite graphrepresentinghe placementof an application
on the clusterby allowing the edgesin the graphto have positive weights. An exampleof sucha graphis
shown in Figure6.4. In this graphlower weightsmeanhigherpreferenceA valid placementorrespondso
aplacemenbf sizeequalto the numberof capsule.

The online placementproblemthereforeis to nd the maximummatchingof minimum weightin this
weightedgraph.We shaw thatthis canbefoundby reducingthe placemenproblemto the Minimum-weight
PerfectMatching Problem Wewill rst de ne this problemandthenpresenthereduction.

85



Figure 6.4. An exampleof reducingthe minimum-weightmaximummatchingproblemto the minimum-
weightperfectmatchingproblem.

De nition 9 Minimum-weight Perfect Matching Problem: A perfectmatchingin agraphG is a subsebf
edegessud thatead nodein G is metby exactlyoneedge in thesubsetGivena real weightc, for ead edge
g,of G, the minimumweight perfectmatchingproblemis to nd a perfectmatthing M of minimumweight

c2m Ce-

Our reductionworks asfollows. Assumethatall the weightsin the original bipartite grapharein the
range(0, 1) andthatthey sumto 1. This canbe achiezed by normallzmgall the weightsby the sumof the

weights. If anedgee, hadweightw;, its new weightwould be Pi Denotethe numberof capsules

by m andthe numberof nodesbyn, m  n. Construcn m capsulesandaddedgesmth weight1 each
betweerthemandall thenodes.We call thesethedummycapsules

Figure6.4 presentsan exampleof this reduction.Ontheleft is a bipartitegraphshaving the normalized
preference®f the capsuleC1; C2; C3 for their feasiblenodes.We addanothercapsuleC4 shovn on the
right to make the numberof capsulesqualto the numberof nodes. Also shavn on the right arethe new
edgesconnectingC4 to all the nodes.eachof theseedgeshasa weightof 1. The weightsof the remaining
edgedo not changesothey have beenomittedfrom thegraphontheright.

Lemma9 In theweightedbipartite graphG correspondindo an applicationwith m capsulesanda cluster
withn  m nodesa matdwmg of sizem andcostc existsif, andonlyif, a perfectmatdingof cost(c+ n  m)
existsin thegrath producedby reductiondescribecabove

Proof: (=) ) Supposéhatthereis amatchingM of sizem andcostcin G. We constructa perfectmatching
M %in GP asfollows. M © hasall the edgesin M . Next we addto M © edgesthat have the dummycapsules
incidenton them. For this, we considerthe dummy capsulesone by one (in ary order). For eachsuch
capsuleye addto M ° anedgeconnectingt to a nodethatis notyeton ary of theedgesn M °. Sincethere
is a matchingof sizem in G, andsinceeachdummy capsuleis connectedo all n nodes,M ° will have a
matchingof sizen (thatis, a perfectmatching). Further sinceeachedgewith a dummy capsuleasits end
pointhasaweightof 1, andthereare(n m) suchedgesthecostof M%isc+ (n m) 1=c+n m.

(( =) Supposghereis aperfectmatchingM °of cost(c+ n  m) in G% ConsidetthesetM thatcontains
all the edgesin M ° that do not have a dummy capsuleasone of their endpoints. Therewould be m such
edges.SinceM ° wasa perfectmatching,M would be a matchingin G. Moreover, the costof M would
be the costof M ® minusthe sumof the costsof the (n  m) edgesthat we removed from M °to getM .
Thereforethecostof M isc+n m (n m) 1l=c

This concludeghe proof. ]

Edmondgresents polynomial-timealgorithm(calledthe blossomalgorithm)for computingminimume-
weightperfectmatchingq41]. A surwey of implementation®f the blossomalgorithmappearsn a paperby
CookandRohe[32]. Thereductiondescribedbore,combinedwith Lemma9, canbeusedto nd thedesired
placementlf we donot nd a perfectmatchingin the graphG°, we concludethatthereis no placemenfor
the application.Otherwise the perfectmatchingminusthe edgesncidenton the newly introducedcapsules
givesusthedesiredplacement.
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6.6 Concluding Remarks

In thiswork, we consideredhe of ine andonlineversionsof APR theproblemof placingdistributedap-
plicationson a clusterof seners. This problemwasfoundto be NP-hard.Barringtheresultsfor somespecial
caseswe currently have algorithmswith approximatiorratio of k and2 for the APP with andwithout the
capsuleplacementestriction(k denotegshenumberof capsulesn anapplication).We useda gappreserving
reductionfrom the Multi-dimensionalKnapsackProblemto shav thatevenarestrictedversionof the of ine
placemenproblemmaynothave aPTAS. A heuristicthatconsidereapplicationdn nondecreasingrderof
theirlargestcomponentvasfoundto provide anapproximatiorratio of k, wherek wasthemaximumnumber
of capsulesn ary application.We alsoconsideredestrictedversionsof the of ine APPin ahomogeneous
cluster We foundthat heuristicsbasedon rst-t or striping could provide an approximatiorratio of 2 or
better

For the online placemenproblem,we provided algorithmsbasedon solvinga maximummatchingprob-
lem on a bipartite graphmodelingthe placemenibf a new applicationon a heterogeneousluster These
algorithmsguaranteg@o nd aplacemenfor anew applicationif oneexists. We alsoallowedthe capsule®f
anapplicationto have variablepreferencdor the nodeson the clusterandshaved how a standardalgorithm
for the minimum weight perfectmatchingproblemmay be usedto nd the mostpreferredof all possible
placement$or suchanapplication.
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CHAPTER 7

SHARC: DYNAMIC RESOURCE MANAGEMENT IN SHARED HOSTING
PLATFORMS

7.1 Intr oduction and Motivation

In thelasttwo chaptersve addressetheproblemf inferringtheresourceequirementsf anapplication
andplacingit onasharechostingplatform. Thischapterdealswith dynamicresourcananagemerih ashared
hostingplatform hostingdistributed applications. Whereasseveral techniquedor predictableallocationof
resourcesvithin a singlemachinehave beendevelopedover the pastdecadd15, 51, 60, 69, 117), relatively
lesswork hasbeendoneon predictableresourceallocationfor distributedapplicationsrunningon a shared
cluster Therearea numberof researchissuesthat mustbe addressedo enableeffective resourcesharing
in commodityclusters.Sincelots of applicationssharea relatively smallnumberof machinesthe ability to
resene resourcedor individual applications(especiallywhenapplicationownersmay be payingfor these
resources)the ability to isolateapplicationsfrom one another andthe needto managethe heterogeneous
performanceequirementsf applicationsaaresomechallengeshatmustbeaddresseih sharedcervironments.
High availability andscalabilityareotherimportantissuesalthoughthey arecommonto dedicatectlusters
aswell.

7.1.1 Reseach Contrib utions

In this chaptemwe presentShac: asystemfor managingesourcesn sharedclusters. Sharcextendsthe
bene tsof singlenoderesourceananagemennechanismso clusterecervironments.

The primary advantageof Sharcis its simplicity. Sharctypically requiresno changego the operating
system—sdong asthe operatingsystemsupportyesourcananagemennechanismsuchasresenrationsor
sharesSharccanbe built on top of commodityhardwareandcommodityoperatingsystems.Sharcis not a
clustermiddlewvare; ratherit operatesn conjunctionwith the operatingsystemto facilitateresourcealloca-
tion onaclusterwide basis.Applicationscontinueto interactwith the operatingsystemandwith oneanother
usingstandardOS interfacesandlibraries, while bene ting from the resourceallocationfeaturesprovided
by Sharc. Sharcsupportsresourceresenation both within a nodeand acrossnodes;the latter functional-
ity enablesaggregate resenationsfor distributed applicationsthat spanmultiple nodesof the cluster(e.g.,
replicatedWeb seners). The resourcemanagemenmechanism&mplo/ed by Sharcprovide performance
isolationto applicationsandwhendesirable allow distributed applicationsto dynamicallyshareresources
amongresourceprincipalsbasedon their instantaneouseeds. Finally, Sharcprovides high availability of
clusterresourced®y detectingandrecoveringfrom mary typesof failures.

In this chapterwe discusghe designrequirementsor resourcananagemennechanism sharecclus-
tersandpresentechniquegor managingwo importantclusterresourceshpamelyCPUandnetwork interface
bandwidth.We discusghe implementatiorof our technique®n a clusterof Linux PCsanddemonstratés
ef cacy usinganexperimentalevaluation.Our resultsshav that Sharccan(i) provide predictableallocation
of CPUandnetwork interfacebandwidth (ii) isolateapplicationfrom oneanotheyrand(iii) handleavariety
of failurescenariosA key advantageof our approachs its ef ciency—unlike previousapproachefl0] that
have superlineartime compleity, ourtechniquesiarze compleity thatis linearin thenumberof applications
in thecluster Our experimentshaw thatthis ef ciency allows Sharcto easilyscaleto moderatesize-clusters
with 256 nodesrunning100,000applications.

1As anacrorym, SHARC standsfor ScalableHierarchicalAllocation of Resourcesn Clusters.As an abbreviation, Sharcis short
for ashaedcluster We preferthelatterconnotation.
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The restof this chapteris structuredasfollows. We presentrelatedwork in Section7.2. Section7.3
lists the designrequirementgor resourcenanagemenmnechanismén sharedclusters.Section7.4 presents
an overview of the Sharcarchitecturewhile Section7.5 discusseshe mechanism&nd policiesemploed
by Sharc.Section7.7 describeur prototypeimplementationwhile Section7.8 present®ur experimental
results.Finally Section7.9 present®ur conclusions.

7.2 RelatedWork

Resourcemanagemenin shared platforms. Researclon clusteredervironmentshasspanne@number
of issues.SystemssuchasCondorhave investicatedtechniquedor hanestingidle CPU cycleson a cluster
of workstationgo run batchjobs[76]. Numerousmiddlevare-base@dpproachefor clusterecervironments
have alsobeenproposed33, 36]. Finally, gangschedulingandco-schedulingefforts have investigatedthe
issueof coordinatingthe schedulingof tasksin distributed systemg54]; however, this approachdoesnot
supportresourcegesenation,whichis a particularfocusof our work.

Somerecentefforts have focusedon the speci c issueof resourcemanagemenin sharedcommaodity
clusters.

A proportional-sharechedulingechniquefor a network of workstationsvasproposedn [13]. Whereas
therearesomesimilaritiesbetweertheirapproactandSharctherearesomenotabledifferencesTheprimary
differenceis thattheir approachs basedon fair relative allocationof clusterresourcesisingproportional-
shareschedulingwhereasve focuson absoluteallocationof resourcesisingresenations(reserationsand
sharesarefundamentallydifferentresourceallocationmechanisms)Evenwith anunderlyingproportional-
shareschedulerSharccan provide absoluteboundson allocationsusingadmissioncontrol—theadmission
controllerguaranteesesourceso applicationsandconstrainghe underlyingproportional-sharecheduleto
fair redistritution of unusecbandwidth(insteadof fair allocationof thetotal bandwidthasin [13]). A second
differenceis thatlendingresourcesn [13] resultsin accumulatiorof creditthatcanbe usedby thetaskata
latertime; thenotionof lendingresourcesn Sharcis inherentlydifferent—nocreditis ever accumulate@dnd
tradingis constrainedy the aggrejateresenationfor anapplication.

Chaseetal. presenthedesignandimplementatiorof Muse anarchitecturdor resourcenanagement
a hostingplatform [27]. Muse usesan economicmodelfor dynamicprovisioning of resourcego multiple
applications.In the model,eachapplicationhasa utility functionwhich is a function of its throughputand
re ects the revenuegeneratedy the application. Thereis alsoa penaltythat the applicationchagesthe
systemwhenits goalsare not met. The systemcomputesresourceallocationsby solving an optimization
problemthatmaximizesthe overall pro t. Museputsemphasi®n enegy asadriving resourcananagement
issuein sener clusters.Like Sharc,Muse usesan exponentialsmoothingbasedpredictorof future resource
requirement.Thereare someimportantdifferencesdetweenMuseand Sharc. Muse allows resourcego be
tradedbetweenapplicationswhereasSharcdoesnot. Sharcmanagesoth CPU and network bandwidth.
Musemanage®nly CPU,althoughwe notethatits resourcenanagemennechanisntanbe easilyextended
to managenetwork bandwidth.

The Cluster Reservesvork at Rice University hasalso investigatedresourceallocationin sener clus-
ters[10]. Thework assumes large applicationrunningon a cluster wheretheaimis to provide differential
serviceto clientsbasedn somenotionof serviceclass Thisis achieredby providing x edresourceshareto
applicationspanningmultiple nodes anddynamicallyadjustingthe shareon eachsener basedn thelocal
resourceusage.The approachusesresourcecontainerg15] andemploys alinear programmingformulation
for allocatingresourcesiesultingin supetlineartime compleity. In contrastfechniquegmploredby Sharc
have complity thatis linearin the numberof capsulesFurther Sharccanmanageboth CPU andnetwork
interfacebandwidth wherea<ClusterReseresonly supportCPU allocation(thetechniquecan,however, be
extendedo managenetwork interfacebandwidthaswell).

7.3 ResourceManagementin Shared Clusters: Requirements
Considera sharedclusterbuilt usingcommodityhardwareandsoftware. Applicationsrunningon sucha

clustercouldbe centralizedor distributedandcould spanmultiple nodesin the cluster Recallfrom Chapter
1 thatthe componenbf theclusterthatmanagesesourceg¢andcapsulespn eachindividual nodeis referred
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to asthe nucleus The componenbf the clusterthat coordinatesariousnucleiandmanagesesource®n a
clusterwide basisis referredto asthe contol plane Togetherthe control planeandthe nuclei enablethe
clusterto shareresourcemmongmultiple applications.The control planeandthe nucleishouldaddresghe
following requirements.

Application Heterogeneity Applicationsrunningon a sharedclusterwill have diverseperformance
requirementsTo illustrate,a third-partyhostingplatform canbe expectedto run a mix of applicationssuch
asgameseners(e.g.,Quale), vanilla Web seners, streamingmediaseners,e-commerceand peerto-peer
applications.Similarly, sharedclustersin workgroupervironmentswill runamix of scienti ¢ applications,
simulations andbatchjobs. Obsene thattheseapplicationshave heterogeneougerformanceequirements.
For instancegamesenersneedgoodinteractve performancendthuslow averageresponséimes,scienti ¢
applicationsneedhigh aggreate throughput,and streamingmediaseners require real-time performance
guarantees.

In additionto heterogeneitacrossapplicationstherecouldbeheterogeneityithin eachapplication.For
instanceane-commercapplicationmight consistof capsule$o serviceHT TP requeststo handleelectronic
paymentsandto manageproductcatalogs Eachsuchcapsulemposesa differentperformanceequirement.
Consequentlythe resourcemanagemeninechanismsn a sharedclusterwill needto handlethe diverse
performanceequirement®f capsulesvithin andacrossapplications.

Resource Resewation. Sincethe numberof applicationsexceedghe numberof nodesin a sharecclus-
ter, applicationsin this environmentcompetefor resources.In sucha scenario soft real-timeapplications
suchasstreamingnediasenersneedto be guarantee@ certainlevel of servicein orderto meettimeliness
requirementof streamingmedia. Resourceguaranteesnay be necessargven for non-real-timeapplica-
tions, especiallyin ervironmentswhereapplicationownersarepayingfor resourcesConsequentlya shared
clustershouldprovide the ability to resene resourcesor eachapplicationandenforcetheseallocationson a
sufciently ne time-scale.

Resourcesouldberesenredeitherbasedn theaggregateneedf theapplicationor basedntheneeds
of individual capsules.In the former case,applicationsspecify their aggr@ate resourceneedsbut do not
specify how theseresourcesreto be partitionedamongindividual capsules.An exampleof suchan ap-
plicationis a replicatedWeb sener thatrunson multiple clusternodes—theaggrejate throughputachiesed
by suchan applicationis of greaterconcernthanthe throughputof ary individual replica. At the otherend
of the spectrumare applicationsthat need ne-grain control over the allocationto eachindividual capsule.
An e-commerceapplicationexempli es this scenario sinceeachindividual capsule(e.g.,catalogdatabase,
paymenthandler)performsa differenttaskandhasdifferentresourceequirements For suchapplications,
theclustershouldprovide the e xibility of resourceesenationon apercapsuleasis.

Finally, theability of acapsuldo traderesourcesvith otherpeercapsuless alsoimportant.For instance,
applicationcapsuleshatarenot utilizing their allocationsshouldbe ableto temporarilylendresourcessuch
as CPU cycles, to other needycapsulesf that application. Sinceresourcetrading is not suitablefor all
applicationsthe clustershouldallow applicationgo refrainfrom tradingresourcesvhenundesirable.

CapsulePlacementand Admission Control. A sharectlusterthatsupportsesourceesenationfor ap-
plicationsshouldensurethatsufcient resourcesxist on the clusterbeforeadmittingeachnew application.
In additionto determiningesourcevailability, the clusteralsoneeddo determinevhee to placeeachappli-
cationcapsule—du¢o thelarge numberof applicationcapsulesn sharedervironmentsmanualmappingof
capsulego nodesmay be infeasible. Admissioncontrolandcapsuleplacemengreinterrelatedasks—both
needto identify clusternodeswith sufcient unusedesourceso achieve their goals.Consequentlya shared
clustercanemplgy a uni ed techniquethatintegrateshoth tasks. Further dueto the potentiallack of trust
amongapplicationsn sharedclusters,especiallyin third-party hostingenvironments sucha techniquewill
alsoneedto considertrust (or lack thereof)amongapplications,in additionto resourceavailability, while
admittingapplicationsanddeterminingtheir placemenbntonodes.We addressetheseissuesn Chapter$
and>5.

Application Isolation. Third party applicationsrunningon a sharedclustercould be untrustedor mu-
tually antagonistic.Even in workgroupervironmentswherethereis moretrust betweenusers(and appli-
cations),applicationscould misbehae or get overloadedand affect the performanceof otherapplications.
Consequentlya sharedclustershouldisolateapplicationdrom oneanotherandpreventuntrustedor misbe-
having applicationdrom affectingthe performancef otherapplications.
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Figure 7.1. SharcarchitectureandabstractionsFigure (a) shawvs the overall Sharcarchitecture.Figure (b)
shavs a sampleclusterwide virtual hierarcly, a physical hierarcly on a nodeandthe relationshipbetween
thetwo.

Scalability and Availability. Most commonlyusedclustershave sizesrangingfrom a few nodesto a
few hundrednodes;eachsuchnoderunstensor hundredsof applicationcapsules.Consequentlyresource
managementmechanism&mplo/ed by a sharedclustershouldscaleto severalhundrednodesrunningtens
of thousandof applications(techniqueghat scaleto very large clustersconsistingof thousandsor tens
of thousandof nodesare beyond the scopeof this thesis). A typical clusterwith several hundrednodes
will experiencea numberof hardwareandsoftwarefailures.Consequentlyto ensurehigh availability, sucha
clustershoulddetectcommontypesof failuresandrecover from themwith minimal or nohumanintervention.

Compatibility with Existing OS Interfaces. Whereaghe useof amiddlevareis oneapproactfor man-
agingresourcesn clusteredernvironments[33, 36], this approacttypically requiresapplicationgto usethe
interfaceexportedby the middlevareto realizeits bene ts. Sharcemploys a differentdesignphilosoply. We
areinterestedn exploring techniqueshatallow applicationgo usestandardperatingsysteminterfacesand
yetbene t from clusterwide resourcellocationmechanismsCompatibilitywith existing OSinterfacesand
librariesis especiallyimportantin commerciakrnvironmentssuchashostingplatformswhereit is infeasible
to requirethird-party applicationsto useproprietaryor non-standard\Pls. Suchan approachalso allows
existing andlegacy applicationsto bene t from theseresourceallocationmechanismsvithout any modi -
cations.Our goalis to usecommodityPCsrunningcommodityoperatingsystemsasthe building block for
designingsharedclusters. The only requirementve imposeon the underlyingoperatingsystemis that it
supportsomenotion of quality of servicesuchasresenations[60, 69] or shareg51]. Marny commercial
andopen-sourceperatingsystemssuchasSolaris[107], IRIX [99] andFreeBSD{20] alreadysupportsuch
features.

Next we presenthearchitecturemechanismsandpoliciesemplo/ed by Sharcto addresgheserequire-
ments.

7.4 Sharc Ar chitecture Overview

Figure 7.1(a) shavs the Sharcarchitecture. In general,applicationsare oblivious of the nucleusand
the control plane except at applicationstartuptime wherethey interactwith thesecomponentgo resenre
resourcesOnceresourcegreresened,applicationsnteractsolelywith the OSkernelandwith oneanother
with no further interactionswith Shar@. The control planeandthe nucleusact transparentlyon the behalf
of applicationsto determineallocationsfor individual capsules.To ensurecompatibility with differentOS
platforms, theseallocationsare determinedusing OS-independenQoS parametershat are then mapped

2Notethatit is not mandatoryfor applicationgto resene resourcesvith Sharcbeforethey arestartedon the cluster An application
may choosenot to resere ary resources.Differentpolicies are possiblefor allocatingresourcego suchapplications. In our Sharc
prototype resource®n eachnodeare rst assignedo the capsuleshatexplicitly reseredthem;theremainingresourcesredistributed
equallyamongcapsuleshatdidn't resere arny resources.
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to OS-speci c QoS parameter®n eachnode. The task of enforcing theseQoSrequirementss left to the
operatingsystemkernel. This providesa cleanseparatiorof functionality betweernresourcaesenationand
resourceschedulingwith Sharcresponsibldor theformerandthe OSkernelfor thelatter.

In this chapterwe shav how Sharcmanages$wo importantclusterresourcespamelyCPU andnetwork
interfacebandwidth. As alreadymentioned techniquedor managingotherresourcesuchas memoryand
disk bandwidtharebeyondthe scopeof this thesis.

7.4.1 The Control Plane

As shavn in Figure7.1(a),the Sharccontrol planeconsistsof a resourcemanageranadmissiorcontrol
andcapsuleplacementnodule,anda fault-tolerancenodule. The admissioncontroland capsuleplacement
moduleperformstwo tasks: (i) it ensureghatsufcient resourcesxist for eachnew application,and(ii) it
determinesheplacemenbf capsule®ntonodesdn thecluster Wediscussetheseassuesn detailin Chapters
6 and5. Onceanapplicationis admittedinto thesystemtheresourcananageis responsibléor ensuringhat
theaggreateallocationof eachapplicationandthoseof individual capsulegremet. For thoseapplications
wheretradingof resourcescrosscapsuless permitted,the resourcemanageiperiodicallydetermineson
to reallocateresourcesinusedby underutilized capsulego other needycapsulesf that application. The
fault-tolerancenoduleis responsibldor detectingandrecoveringfrom nodeandnucleusfailures.

Thekey abstractioremployed by the controlplaneto achieve thesetasksis thatof a clusterwide virtual
hierarchy (seeFigure7.1(b)). Thevirtual hierarcly maintaingnformationaboutwhatresourcegsrecurrently
in usein the clusterandby whom. This informationis representetiierarchicallyin the form of atree. The
root of thetreerepresentsll theresourcesn the cluster Eachchild representanapplicationin the cluster
Informationaboutthe numberof capsulesandthe aggrejateresenationfor thatapplicationis maintainedn
eachapplicationnode. Eachchild of an applicationnoderepresents capsule.A capsulenodemaintains
informationaboutthelocationof thatcapsulg(i.e.,thenodeon which the capsuleesides)its reserationon
thatnode,its currentCPUandnetwork usageandthecurrentallocation(thetermsreservatiorandallocation
areusedinterchangeablyn this chapter).Note thatthe currentallocationmay be differentfrom the initial
resenationif thecapsuleborravs (or lends)resource$rom anothercapsule

7.5 Sharc Mechanismsand Policies

In this sectionwe describehow Sharcenablesapsuleso traderesourcesvith oneanotheibasedntheir
currentusage.

7.5.1 ResourceRequirementinference

The Sharccontrol planeemploys the of ine pro ling techniquedescribedin Chapter5 to determine
the resourcerequirement®f an applicationat applicationstartuptime. The control planethendetermines
whethersufcient resourcesxist in the clusterto servicethe new applicationandthe placemenbf capsules
ontonodes.

Sharcallows resources$o be tradedamongthe capsule®f anapplicationbut notamongthe applications
themseles. The reasonfor prohibiting inter-applicationresourceradingis that Sharchasbeendeveloped
primarily for ervironmentssuchas commercialhosting platformswhere applicationsnegotiate contracts
with the clusterseekingguarantee®n resourceavailability. The applicationproviders pay the clusterin
returnfor theseresourceguaranteedrailureto meettheseresourceguaranteemayimply lossin revenuefor
the cluster By not allowing inter-applicationresourcerading,we ensurehatwhenan applicationneedso
utilize all theresourceshatit hadresenred(e.g.,whenahigh numberof request@rrive atanews site), it gets
them. Systemghatallow inter-applicationresourceradingmay fail to ensurethis. We will seein Section
7.8 that althoughwe do not allow inter-applicationresourcerading explicitly, the useof work conserving
resourcescheduler®nthe nodesin the Sharcclusterensureghatary idle resourcesreautomaticallygiven
to applicationghatneedthemin additionto their own sharegfrom this perspectie, inter-applicationtrading
is “automatic”andimplicit in Sharc).

Next, we describehow the Sharccontrol planeadjuststheresourcesllocatedto capsuledasedon their
usages.
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Figure 7.2. Variousscenarioghatoccurwhile tradingresourceamongcapsules.

7.5.2 Trading Resourceshasedon CapsuleNeeds

Considera sharedclusterwith n nodesthat runsm applications. Let A; andU; denotethe current
allocationand currentresourceusageof the j " capsuleof applicationi. A; andU; arede ned to be
the fraction of resourceallocatedand used,respectiely, over a given time intenal; 0 Uj 1 and
0< Aj 1. RecallalsothatR;; is the fraction of the resourcerequestedy the capsuleat application
startuptime. Thetechniquegpresentedn this sectionapplyto both CPU andnetwork bandwidth—thesame
techniquecanbe usedto adjustCPUandnetwork bandwidthallocationsof capsuledasedn their usages.

The nucleuson eachnodetracksthe resourceusageof all capsulever aninterval | andperiodically
reportsthe correspondingisagevector< U;,j,; Ui,j,;::: > tothecontrolplane.Nucleion differentnodes
are assumedo be unsynchronizedand hence,usagestatisticsfrom nodesarrive at the control plane at
arbitrary instants(but approximatelyevery | time units). Resourcdradingis the problemof temporarily
increasingor decreasinghe resenation of a capsuleto matchits usage,subjectto aggrejate resenation
constraintdor thatapplication.Intuitively, the allocationof a capsulds increasedf its pastusagendicates
it could useadditionalresourcesthe allocationof the capsuleis decreasedf it is not utilizing its resered
shareandthis unusedallocationis thenlentto otherneedycapsules.

To enablesuchresourcdrading,thecontrol planerecomputesheinstantaneouallocationof all capsules
everyl timeunits. Todoso,it rst computesheresourcaisageof a capsuleusinganexponentialsmoothing
function.

Up = U +@ ) Uy (7.1)

whereUj™®" is the usagereportedby the nucleiand is a tunablesmoothingparameter 1. Use
of an exponentiallysmoothednoving averageensureghat small transientchangesn usageslo not result
in correspondinguctuationsin allocations yielding a more stablesystembehaior. In the eventa nucleus
fails to reportits usagevector (dueto clock drift, failuresor overloadproblemsall of which delayupdates
from the node),the control planeconseratively setsthe usagesn thatnodeto theinitial reserations(i.e.,
Ui = Rj for all capsuleonthatnode).As explainedin Section7.6, this assumptioralsohelpsdealwith
possiblefailuresonthatnode.

Ouralgorithmto recompute:apsulealIocationsjsij)ased)nthlgeekey principles: (1) Tradingof resources
amongcapsulesshould never violate the invariant i Aj = j Rj = R;. Thatis, redistritution of
resourceamongcapsuleshouldnever causeheaggreateresenationof theapplicationto be exceeded(2)
A capsulecanborrown resource®nly if thereis anothercapsuleof thatapplicationthatis underutilizing its
allocation(i.e.,thereexistsacapsulg suchthatU; < A; ). Furtherthereshouldbesufcient sparecapacity
on the nodeto permit borrowving of resources.(3) A capsulethat lendsits resourcego a peercapsuleis
guaranteedo getit backatary time; morewer the capsuledoesnotaccumulatereditfor the periodof time
it lendstheseresourced Resourcearadingis only permittedbetweercapsule®f the sameapplication never
acrossapplications.

3Accumulatingcredit for unusedresourcesan causestanation. For example,a capsulecould sleepfor an extendeddurationof
time anduseits accumulatedreditto continuouslyrun onthe CPU, therebystarvingotherapplications Resourceschedulershatallow
accumulatiorof creditneedto employ techniquedo explicitly avoid this problem[13].
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Our re-computatioralgorithm proceedsn threesteps. First, capsuleghat lent resourcego other peer
capsulesut needthem backreclaimtheir allocations. Second allocationsof underutilized capsulesare
reducedappropriately Third, ary unutilizedbandwidthis distributed(lent) to ary capsuleshatcouldbene t
from additionalresourcesThus,the algorithmproceedssfollows.

Step0: Determinecapsuleallocationswhenresoucetradingis prohibited. If resourcdradingis prohib-
ited, thentheallocationsof all capsule®f thatapplicationaresimply setto theirreserations(8j ; Aj = Rjj )
andthealgorithmmovesonto the next application.

Step 1: Needycapsuleseclaimlentresouces A capsuleis saidto have lent bandwidthif its current
allocationis smallerthanits reseration (i.e., allocationA; < reserationRj ). Eachsuchcapsulesignals
its desireto reclaimits due shareif its resourceusageequalsor exceedsits allocation(i.e., usageU;;
allocationAj; ). Figure7.2,Casel pictorially depictsthis scenario.

For eachsuchcapsuletheresourcananagereturnslent bandwidthby setting

Aij = min (Rij p(1+ ij) Uij ); (7.2)

where j ,0< j < 1,isapercapsulepositive constanthatmaybespeci edin theRSL andtakesadefault
valueif unspeci ed.In our experimentswe usea valueof 0:1 for this parameter

Ratherthanresettingthe allocationof the capsuleto its reseration, the capsulés allocatedthe smaller
of its resenationandthe currentusage This ensureshatthe capsulas returnedonly asmuchbandwidthas
it needyseeFigure7.2). Theparameter;; ensureshatthenew allocationis slightly largerthanthe current
usageenablingthe capsuldgo (gradually)reclaimlentresources.

Step 2: Underutilizedcapsulesgive up resouces A capsuleis saidto be underutilizing resourcesf
its currentusageis strictly smallerthanits allocation(i.e., usageU; < allocationAj ). Figure7.2, Case2
depictsthis scenario.

Sincethe allocatedresourcesare underutilized, the resourcemanageshouldreducethe new allocation
of thecapsule Theexactreductionin allocationdepend®n therelationshipof the currentallocationandthe
resenation. If the currentallocationis greaterthenthe resenation (Case2(a) in Figure7.2), thenthe new
allocationis setto the usage(i.e., the allocationof a capsulethat borroved bandwidthbut didn't useit is
reducedo its actualusage).Onthe otherhand,if the currentallocationis smallertheresenration (implying
thatthecapsulds lendingbandwidth) thenary furtherreductionsn theallocationsaremadegradually(case
2(b)in Figure7.2). Thus,

Aij - (1 ij) Aij ifAij < Rij

(7.3)
where j is asmallpositve constantp < j < 1.

After examiningcapsulef all applicationsn Stepsl and2, the resourcemanagercanthendetermine
theunusedesource$or eachapplicationandthe sparecapacityon eachnode;theunusedesourceganthen
belentto theremaining(needy)capsule®f theseapplications.

It is possibleto have two differentvaluesfor the parameter ; in Steps2 and3. Also, capsuleghat
needto reclaimlent resourcesastmay be assignedalarge j; value. In this chapteywe reportresultsfrom
experimentgn which all the capsulesiadthesame j valueof 0:1.

Step 3: Needycapsulesare lent additional (unused)bandwidth. A capsulesignalsits needto borrow
additionalbandwidthif its usageexceedsits allocation(i.e., usageU; allocationAj; ). An additional
requirements thatthe capsuleshouldnt alreadybelendingbandwidthto othercapsulegA;  Rj ), elseit
would have beenconsideredn Stepl. Figure7.2,Case3 depictsthis scenario.

Theresourcenanagetendsadditionalbandwidthto sucha capsule. The additionalbandwidthallocated
to thecapsulds smallerof thesparecapacityonthatnodeandtheunallocatedandwidthfor thatapplication.
Thatis,

P Pc
j 2 node Aij . Ri j=1 Ajj

1
Aj = Ay + min( N, : N,

); (7.4)

P Pc
wherel Aj is the sparecapacityon a node, R; J-Cz’l Aj is the unallocatedbandwidthfor the
applicationandN ; andN, arethenumberof needycapsule®nthenodeandfor theapplicationyrespectiely,

94



all of whomdesireadditionalbandwidth.Thus,the resourcenanagedistributesunusedbandwidthequally
amongall needycapsules.

An importantpoint to noteis that the sparecapacityon a node or the unallocatedbandwidthfor the
applicationcould be nggative quantities. This scenariooccurswhenthe amountof resourcereclaimedin
Step1l is greaterthan the unutilized bandwidthrecoupedn Step2. In sucha scenariothe net effect of
Equation(7.4)is to reducethetotal allocationof thecapsulethisis permissiblesincethe capsulevasalready
borrowving bandwidthwhichis returnedback? Thus, Equation(7.4) accountdor both positive andnegative
sparebandwidthin oneuni ed step.

Step 4: Ensue the invariant for the application. After performingtl"\g above stqpsfor all capsuleof
the applicatiqg,the resourcemanagerchecksto ensurethat the invariant j Ay = j Rj = R; holds.
Additionally, :, . .4 Aij 1 shouldhold for eachnode. Undercertaincircumstancest is possiblethat
thetotal allocationmay be slightly larger or smallerthanthe aggregjateresenation for the applicationafter
the above threesteps,or anincreasen capsuleallocationin Stepl may causethe capacityof the nodeto
be exceededThesescenario®ccurwhencapacityconstrainton a nodepreventredistritution of all unused
bandwidthor the total reclaimedbandwidthis largerthanthe total unutilizedbandwidth.In eithercase the
resourcemanagemeedsto adjustthe new allocationsto ensuretheseinvariants. It canbe shavn that the
bin-packingproblem,which is NP-hard[47], reducedo the resourceallocationproblemthat the resource
managersolves using steps3 and 4. Consequentlythe resourcemanagethasto resortto the following
heuristic: it performsa small, constantnumberof additionalscansof all capsuledo increaseor decrease
their allocationsslightly. This heuristichasbeenfoundto performwell in practice yielding total allocations
within 5 % of theaggrejateresenationsfor applicationghroughoutour experimentaktudy

Thenewnly computedallocationsarethencorveyedto eachnucleus.The nucleushenmapsthesenew al-
locationsto OS-speci cQoSparameterasdiscussedh Section5.5.1andcornveysthemto the OSscheduler

A salientfeatureof the above algorithmis thatit hastwo tunableparameters—thimterval lengthl and
the smoothingparameter . As will be shavn experimentallyin Section?7.8, useof a smallre-computation
interval | enablesne-grain resourcetrading basedon small changesn resourceusage whereasa large
interval focusesthe algorithm on long-termchangesn resourceusageof capsules. Similarly, a large
causegheresourcemanageto focuson immediatepastusagesvhile computingallocations while a small

smoothoutthe contrikution of recentusagemeasurementdhus,| and canbechoserappropriatelyto
controlthe sensitvity of thealgorithmto small,short-termchangesn resourcaisage.

7.6 FailureHandling in Sharc

In this section,we describehefailurerecorery techniquesemplo/ed by Sharc.We considerthreetypes
of failures—nucleusailure, controlplanefailure,andnodeandlink failures.Thekey principleemployedby
Sharcto recover from thesefailuresis replicationof stateinformation—thevirtual andthe physical hierar
chiesreplicatestateinformationmaintainedoy Sharc(seeFigure7.1(b)); this replicationis intentionaland
enableseconstructiorof statelost dueto afailure.

7.6.1 NucleusFailure

A nucleusfailure occurswhenthe nucleuson a nodefails but the nodeitself remainsoperational.lt is
the responsibilityof the control planeto detecta nucleusfailure. If a nucleusfails to reportusagestatistics
for two consecutie intervals of durationl , thenthefaulttolerancemoduleonthe controlplaneis invokedto
diagnosehe problem.Thefault-tolerancenodule rst checksf the nodeis alive by sendingechomessages
to the nodeandthenexecutinga remotescriptthatexaminesthe healthof variousoperatingsystemservices.
If the nodeis foundto be healtly, the modulethenattemptsto contactthe nucleus. If the nucleusfails to
respondanucleusfailureis agged.

Thefault tolerancemodulethenattemptsto recover from the failure by startinga new nucleus(usinga
remotescriptthat rst cleansup the remnantsof the previous nucleusandthenstartsup a newv one). The

4For simplicity of exposition, we have omitted a coupleof detailsin Egs. (7.2), (7.3), and (7.4). First, thesestepsalsoinvolve
ensuringthatary lower boundsspeci ed by the applicationon the capsules'CPU andnetwork bandwidthallocationsare maintained.
SecondaftercomputingAj; in Eqg. (7.4),theallocationis constrainedisAjj = max (Aj ;R ) to preventit from becomingsmaller
thanRj; whenthesparecapacityis negative.

95



controlplanethensynchronizedts statewith the nucleusby (i) examiningthevirtual hierarcly to determine
all capsulesesidingonthatnode,and(ii) reconstructinghe physicalhierarcly usingthisinformation.Since
the kernelis unafectedby the nucleusfailure, the QoS parametersnaintainedby the CPU schedulerfor
individual capsulesrealsounafected.Note thatthe control planedisablesesourcaradingfor capsuleon
thatnodeuntil failurerecoseryis completethisis doneby settingA; = U; = R for all residentcapsules
in theabsencef usagereportsfrom thenode.

7.6.2 Control PlaneFailure

A controlplanefailureis causedy thefailure of the noderunningthe control planeor the failure of the
controlplaneitself. In eithercasethe controlplanebecomesinreachablérom the nuclei.

In the eventof a control planefailure,all nucleirun aleaderelectionalgorithm[109] to electanew node
to hostthe control plane. This is achieved asfollows. Upon detectingan unreachableontrol plane,the
fault tolerancemoduleon the nucleusinvites all othernuclei, usinga broadcasmessageto participatein a
voting procesdo electa new control plane.Usinga variantof the electionalgorithmdescribedn [109], the
nucleithenelectthenodewith thelargestiD thathassufcient resourceso runthecontrolplane(theamount
of resourcesequiredto run the control placeis known a priori, sincethis is con gured staticallyat system
startuptime basedon the numberof nodesandapplicationsn the cluster). Eachnucleusthatrecevesthis
broadcaseitheragreeor declineso participatein the election—ifthe nucleus nds thatthecontrolplaneis
indeedunreachableit agreego participate elseit declines.If the electionfails dueto thelack of sufcient
resource®n nodesto run the control plane,thenthe needfor humaninterventionis signaled.If the election
succeedghenthenucleusonthe electedhodestartsup a new controlplanewith theappropriataesenation.
The control planethentries to recover the stateof the virtual hierarcty—this is achiezed by polling each
nucleusfor the physical hierarcly andcreatinga unionof the physicalhierarchies.

Underrarecircumstanceshe clustermight have two concurrentontrol planesrunning. This happensf
thenoderunningthe control planeexperiences transientink failure but the nodeitself remainsoperational
duringthe failure. Beforethe restorationof the link, the othernucleicould vote andstartup a new control
plane.Eachcontrolplanebroadcasta periodicheartbeamessagandlistensfor similar messagesom other
controlplanes.f asecondtontrolplaneis detectedhenasimpleelectionalgorithmis runto choosebetween
thetwo—typically ayoungercontrolplane(i.e.,onethatwasstartedater)is alwaysgivenpreferenceandthe
oldercontrol planeterminatestself.

7.6.3 Nodeand Link Failures

A nodefailure occurswhenthe operatingsystemon a nodecrashesiueto a softwareor hardwarefault.
A link failureoccurswhenthelink connectinghenodeto the clusterinterconnecfails. Fromtheperspectie
of the control plane,both kinds of failureshave the sameeffect—thenodebecomeainreachableWhereas
recovering from a nodeor link failure requireshumanintervention(to rebootthe systemor to repairfaults),
the control planecanaid the recavery process.Upon detectingan unreachabl@ode, the control planecan
examinethe virtual hierarcly and automaticallyreassignary capsulerunningon that nodeto othernodes
in the cluster The reassignmenprocessnvolvesadmissioncontrolandcapsuleplacementor the affected
capsules. After determiningthe new mappings,the correspondingiuclei are noti ed and their physical
hierarchiesareupdated.The affectedapplicationcapsulexcanthenbe restartecn thatnode. Note that this
procesonly helpsdeterminea new setof nodesto run the capsulesesidingon the failed node;it doesnot
helpin recorering the stateof the failed capsules—reacery of lost capsulestate,if desirablejs left to the
applicationandrequiresapplication-speci cmechanismsuchascheck-pointingor logging[109].

7.6.4 Application Failure

Applicationscanfail in mary ways. Whereascertaintypesof applicationfailuresare detectablge.g.,
softwarecrashesjo thecluster mary typesof failures,suchasdeadlocksarenot. Consequentlyour current
designof Sharcdoesnot dealwith applicationfailures;handlingapplicationfailuresis left to the ownersof
applicationsln thefuture,we planto examinehow certainclasse®f applicatiorfailurescanbeautomatically
detectecandhandledby thecluster
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7.7 Implementation Considerationsand Complexity

Thecompleity of themechanismemployedby the controlplaneandthe nucleiis asfollows.

Resourcetrading. Theresourcdradingalgorithmdescribedn Section7.5.2proceedneapplication
at a time; capsulesof an applicationneedto be scanneda constantnumberof timesto determinetheir
new allocations(oncefor the rst threestepsanda constanthumberof timesin Step4). Thus,the overall
compl«ity is linearin the numberof capsulesandtakesO(mk) time in a systemwith m applicationsgach
with k capsulegtotal of mk capsules)Eachnucleuson a nodeparticipatesn this procesdy determining
resourcausage®df capsulegandsettingnew allocationsthe overheadf thesetasksis two systencallsevery
| time units. Thus,the overall compleity of resourcedradingis linearin the numberof capsuleswhichis
moreef cient thanthetime compleity of prior approachegl0].

Communication overheads. The numberof bytesexchangedetweerthe control planeandthe various
nucleiis a function of the total numberof capsulesn the systemandthe numberof nodes. Although the
preciseoverheads n+ 9 mk, it reducego O(mk) bytesin practice sincemk >> n in sharectlusters
( , Careconstants).

Implementation details. We haveimplemented prototypeof SharconaclusteronLinux PCs.Wechose
Linux asthe underlyingoperatingsystemsinceimplementation®f sereralcommonlyusedQoSscheduling
algorithmsare availablefor Linux, allowing usto experimentwith how capsuleresenationsin Sharcmap
onto differentQoS parametersupporteddy theseschedulersBrie y, our Sharcprototypeconsistsof two
components—theontrol planeandthe nucleus—thatun asprivilegedprocesses userspaceandcommu-
nicatewith one anotheron well-known port numbers. The implementationis multi-threadedandis based
on Posixthreads. The control plane consistsof threadsfor (i) admissioncontrol and capsuleplacement,
(ii) resourcemanagemenandtrading, (i) communicatiorwith the nuclei on variousnodes,and (iv) for
handlingnucleusandnodefailures. Theresourcespeci cationlanguagedescribedn Section7.5is usedto
allocateresourcego new applicationsto modify resourcesllocatedto existing applications,or to termi-
nateapplicationsaandfree up allocatedresourcesEachnucleusconsistof threadgshattrackresourcausage,
communicatewvith the control plane,andhandlecontrol planefailures. For the purposef this chapterwe
chosea Linux kernelthatimplementshe H-SFQproportional-sharechedulef89] andtheleaky bucketrate
regulatorfor allocatingCPU andnetwork interfacebandwidth,respectiely. This allows usto demonstrate
that Sharccanindeedinter-operatewith differentkinds of kernelresourcemanagemenmechanismsNext,
we discusour experimentakesults.

7.8 Experimental Evaluation

In this section,we experimentallyevaluateour Sharcprototypeusingtwo typesof workloads—acom-
mercialthird-partyhostingplatformworkloadandaresearctworkgroupenvironmentworkload. Usingthese
workloadsand micro-benchmarkswe demonstratehat Sharc: (i) provides predictableallocationof CPU
basedonthe speci edresourceequirements(ii) canisolateapplicationdrom oneanothey (iii) canscaleto
clusterswith afew hundrednodesrunning100,000capsulesand(iv) canhandlea variety of failure scenar
ios. In whatfollows, we rst describethe test-bedfor our experimentsandthendescribeour experimental
results.

7.8.1 Experimental Setup

Thetestbedor our experimentonsistof a clusterof Linux-basedvorkstationsnterconnectethy a100
Mb/s switchedEthernet.Our experimentsassumehatall machinesrelightly loadedandsois the network.
Unlessspeci ed otherwise the Sharccontrol planeis assumedo run on a dedicatectlusternode,aswould
betypical on a third-partyhostingplatform.

Our experimentsnvolved two typesof workloads. Our rst workloadis representatie of a third-party
hosting platform and consistsof the following applications: (i) an e-commerceapplicationconsistingof
a front-endWeb sener and a back-endrelationaldatabase(ii) a replicatedWeb sener that usesApache
versionl1.3.9,(iii)) a le downloadsenerthatsupportsdowvnloadof largeaudio les, and(iv) ahome-grevn
streamingmediasener that steamsl.5 Mb/s MPEG-1 les. Our secondworkloadis representate of a
researctworkgroupervironmentandconsistof (i) Scienti ¢, acompute-intensie scienti ¢ applicationthat
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Applications Capsules % (cpu,net)Reserations Workload Resource
N1 N2 N3 N4 trading
E-commercd (EC1) | (10,5) (10,5) - - Mixed no
E-commerce (EC2) - (10,5) (10,5) - Mixed yes
File download(FD) (5,10) - (5,10) (5,10) I/O intensve yes
StreamingS1) - - (5,5) (5,5) I/O intensie no
StreamingS2) (5,5 (5,5 - - I/O intensie no
HTTP sener (WS) - (20,5) - (20,5) | CPUintensie yes

Table 7.1. CapsulePlacemenandReserations

involvedmatrix manipulations(ii) Summarizeaninformationretrieval application (iii) Disksim apublicly-
availablecompute-intensie disk simulator and(iv) Make, anapplicationbuild job thatcompilesthe Linux
2.2.0kernelusingGNU male.

In all theexperimentsthebest- t basedlacemenalgorithmdescribedn Chaptel6 wasusedfor placing
theapplications A valueof 0:1 wasusedfor theparameter in all the experiments.

Next, we presentheresultsof our experimentalevaluationusingtheseapplications.

7.8.2 Predictable Resource Allocation and Application Isolation

Our rst experimentdemonstrateshe ef cacy of CPU and network interface bandwidthallocationin
Sharc. We emulatea sharedhosting platform environmentwith six applications. The placemenbf vari-
ous applicationcapsulesandtheir CPU and network resenationsare depictedin Table7.1. Our rst two
applicationsare e-commercepplicationswith two capsuleseach—afront-endWeb sener anda back-end
databasesener. For both applications.a fraction of requestgeceved by the front-endWeb sener are as-
sumedto trigger (compute-intense) transactionsn the databaseener (to simulatecustomerpurchasesn
thee-commerceaite). Our le downloadapplicationemulatesa musicdowvnloadsitethatsupportsaudio le
downloads;its workloadis predominantlyl/O intensive. Eachstreamingsener applicationstreamsl.5Mb/s
MPEG-1 les to multiple clients,while the Web sener applicationservicesdynamicHTTP requestgwhich
involvesdynamicHTML generatiorvia Apaches PHP3scripting). For the purpose®f this experimentwe
focuson the behaior of the rst threeapplications,namelythe two e-commercepplicationsandthe le
downloadsener. The otherthreeapplicationssene asthe backgroundoadfor our experiments.

To demonstratehe ef cacy of CPU allocationin Sharc,we introducedidentical, periodic burstsof re-
guestsin the two e-commerceapplications. Resourcerading was turnedoff for the rst applicationand
waspermittedfor the other Obsene thateachbursttriggerscompute-intense transactionsn the database
capsulesSinceresourcdradingis permittedfor EC2,thedatabaseapsulecanborrov CPU cyclesfrom the
Web sener capsuleg(which is I/O intensie) andusetheseborroved cyclesto improve transactiorthrough-
put. Sinceresourcetradingis prohibitedin EC1, the correspondinglatabaseapsuleis unableto borrow
additionalresourceswhich affectsits throughput.Figure 7.3 plots the CPU allocationsof the variouscap-
sulesfor the two applicationsandthe throughputof both applications.The gure shaws thattrading CPU
resourcein EC2allowsit to proceseachburstfasterthanEC1. Speci cally, tradingCPUbandwidthamong
its capsuleenableghe databaseapsuleof EC2to nish thetwo bursts85 secondsand 25 seconddaster
respectrely, thanthe databaseapsuleof EC1.

Next we demonstrateéhe ef cacy of network bandwidthallocationin Sharc.We considerthe le down-
load applicationthathasthreereplicatedcapsulesTo demonstratéhe ef cacy of resourcerading,we send
aburstof requestatt = 70 seconddo the application;the majority of theserequestgo to the rst capsule
andthe othertwo capsulegemainunderloaded.To copewith the increasedoad, Sharcreassignainused
bandwidthfrom the two underloadedcapsuledo the overloadedcapsule. We then senda secondsimilar
burstatt = 160secondandobsenreda similar behaior. We senda third burstatt = 300 secondghatis
skewed towardsthe latter two capsulesleaving the rst capsulewith unusedoandwidth. In this case both
overloadedcapsuleshorrov bandwidthfrom the underutilizedcapsule;the borroved bandwidthis shared
equallyamongthe two overloadeccapsule.Finally, att = 500secondsa similar simultaneousurstis sent
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Figure 7.3. PredictableCPU allocationandtrading. Figures(a) and (b) shov the CPU allocationfor the
databasesener andthe Web sener capsulesFigure (c) shavs the progresof the two burstsprocessedby
thesedatabassevers.

to thetwo capsulesgain with similar results.Figure7.4 plotsthe network allocationsof thethreecapsules
anddemonstratethe above behaior.
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Figure 7.4. Predictablenetwork allocationandtrading. Figure(a), (b) and(c) depictnetwork allocationsof
capsuleof theFile downloadapplication.

An interestingfeatureexhibited by theseexperimentss relatedto the exponentialsmoothingparameter
mentionedn Section7.5.2. For CPU bandwidthallocation, waschoseno be 1.0 (no history),causing
Shardo reallocatebandwidthto thedatabaseapsuleof EC2very quickly. For network bandwidthallocation,
waschoserto be 0.5 resultingin a moregradualtradingof network bandwidthamongthe capsuleof the
le downloadapplication. Figures7.3 and 7.4 depictthis behaior. Thus,thevalueof canbe usedto
control the sensitvity of resourcetrading. One additionalaspectof the above experimentsis that Sharc
isolategheremainingthreeapplicationsnamelyS1,S2,andWS, from the burstyworkloadsseenby the rst
threeapplicationsThisis achiezedby providing eachof theseapplicationsvith aguaranteedesourceshare,
whichis unafectedby the burstyworkloadsof thee-commercend le downloadapplications.

7.8.3 Performanceof a Scienti ¢ Application Workload

We conductedhn experimentto demonstrateesourcesharingamongfour applicationgepresenting re-
searchworkgroupervironment. The placemenbf variouscapsulesandtheir CPU resenationsarelisted in
Table 7.2 (sincetheseapplicationsare compute-intensie, we focusonly on CPU allocationsin this experi-
ment). As shavn in thetable,the rst two applicationsarrive in the rst few minutesandareallocatedtheir
resenedsharesdy Sharc.Thecapsuleof thescienti ¢ applicationrunningonnode2 is putto sleepatt = 25
minutes,until t = 38 minutes.This allows the othercapsule®f thatapplicationon nodes3 and4 to borrow

99



Applications | Arrival | Capsules their Reserations
(min) N1 N2 N3 N4
Summarizer 1 20% 30% 20% —

Scientic 2.5 — 20% 30% 20%
Disksim 36 50 — 50% —
Make 37 — 50% — 50%

Table 7.2. CapsulePlacemenandReserations

bandwidthunusedoy the sleepingcapsule The DiskSimapplicationarrivesatt = 36min andthe bandwidth
borroved on node3 by the scienti ¢ applicationhasto be returned(sincethe total allocationon the node
reached 00%,thereis no longerary sparecapacityon the node preventingary furtherborrowving). Finally,
two kernelbuilds startupatt = 37 minutesandareallocatedtheir resened shares.We measuredhe CPU
allocationsandtheactualCPUusage®f eachcapsule Sincetherearetencapsuldn this experiment for the
sale of clarity, we only presentesultsfor the threecapsule®n node3. As shavn in Figure7.5,thealloca-
tions of thethreecapsulesloselymatchthe abore scenario.The actualCPU usagesreinitially largerthan
the allocations sinceSFQis a fair-shareCPU scheduleandfairly redistributesunusedCPU bandwidthon
thatnodeto runnablecapsulegregardlesf their allocations).Notethat,att = 36 minutesthetotal alloca-
tion reached 00%:;at this point, therein nolongerary unusedCPU bandwidththatcanberedistritutedand
the CPU usage<losely matchtheir allocationsas expected. Thus, a proportional-sharechedulebehaes
exactly like aresenation-basedcheduleatfull capacitywhile redistriluting unusedandwidthin presence
of sparecapacity;this behaior is independenbf Sharc,which continuesto allocatebandwidthto capsules
basedntheirinitial resenationsandinstantaneoureeds.
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Figure 7.5. Predictableallocationand resourcetrading. Figure (a), (b) and (c) depict CPU usagesand
allocationsof capsulesesidingon node3.

7.8.4 Application Isolation in Sharc

We demonstratepplicationisolationin Sharcusinga workloadrepresentate of a sharechostingplat-
form. We usethe following setup: (i) Node 1: mySQL sener [80] (50% resenation), (i) Node2: Quale
sener(15%resenation),and(iii) Node3: streamingnediasener (15%resenation). We usedthebenchmark
suite distributedwith the mySQL sener to emulatea heavry databasevorkload. The Quale and streaming
mediasenersarelightly loadedat all times. We ran a replicatedWeb sener (sener A) with capsuleon
nodesl and2; the aggreate resenation was setto 80% (40% per capsule)andresourcetradingwas per
mitted. A secondreplicatedWeb sener (sener B) wasrun on nodes2 and3 with aresenation of 20% per
capsule;resourcetradingwas turnedoff for this application. The following experimentdemonstratethat
Sharccaneffective isolateapplicationdrom oneanothetin the presencef bursty Webworkloads.We used
thehttperf  tool [78] to sendaburstof Webrequestso sener A onnodel. Theburstconsistof requests
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Figure 7.6. Applicationlsolationin Sharc.Theallocationsof all capsule®nthethreenodesareshavn (due
to spaceconstraintsCPU usage®f thesecapsulediave beenomitted).

for staticWebpagesaswell asdynamicallygeneratedebpageqApaches PHP3scriptinglanguages used
for dynamicWeb pagegeneration).The burst causeghe capsuleon nodel to borrav bandwidthfrom its
peeronnode2, but doesnotaffectthedatabassener (seeFigure7.6(a)).Next we senda simultaneougurst
to both capsuleof sener A; this causeghe bandwidthborranved on node1l to be returnedto node?2, but
otherapplicationsaareunafected(seeFigures7.6(a)and(b)). Finally, we senda burstof Webrequestdo the
capsuleof sener B on node3 (while maintaininga bursty workloadon sener A). Sinceresourcdradingis
prohibitedfor sener B, the capsulds unableto borrav bandwidthfrom its peer eventhoughthe latterhas
bandwidthto spare.Again, the burstsdo not affect otherapplicationson the cluster(seeFigure 7.6). This
demonstratethat Sharccaneffectively isolateapplicationdrom oneanother

7.8.5 Impact of Resouice Trading

To shaw that resourcetrading can help applicationsprovide betterquality of serviceto end-usersye
conductedanexperimentwith a streamingvideosener. The sener hastwo capsuleseachof which streams
MPEG-1video to clients. We con gure the sener with a total network resenation of 8 Mb/s (4 Mb/s per
capsule).Att = 0, eachcapsulerecevestwo requesteachfor a 15 minutelong 1.5 Mb/s video andstarts
streamingthe requestedles to clients. At t = 5 minutes,a fth requestfor the video arrivesandthe rst
capsulds entrustedvith thetaskof servicingtherequestObsene thatthe capsulenasa network bandwidth
resenation of 4 Mb/s, whereashe cumulatve requirementf the threerequestss 4.5 Mb/s. We run the
senerwith resourcdaradingturnedon, andthenrepeathe entireexperimentwith resourceradingturnedoff.
Whenresourceradingis permitted,the rst capsuleis ableto borrov unusedbandwidthfrom the second
capsuleandserviceits two clientsat their requireddatarates. In the absencef resourcerading, the token
bucket regulatorrestrictsthe total bandwidthusageto 4 Mb/s, resultingin late paclet arrivals at the three
clients. To measureheimpactof thesedatearrivalson videoplaybackwe assumehateachclient canbuffer
4 secondf video andthat video playbackis initiated only after this buffer is full. We thenmeasurehe
numberof playbackdiscontinuitieghatoccurdueto a buffer under ow (aftereachsuchglitch, the clientis
assumedo pauseuntil thebuffer lIs upagain). Figure7.7(a)plotsthenumberof discontinuitieobsenedby
theclientsof the rst capsuldn thetwo scenariosThe gure shovsthatwhenresourceradingis permitted,
thereareveryfew playbackdiscontinuitiegthetwo obsereddiscontinuitiesaredueto thetimelagin lending
bandwidthto the rst capsule—theontrolplanecanreactonly atthegranularityof there-computatiomperiod
| , which wassetto 5 secondsn our experiment). In contrastjack of resourceradingcauses signi cant
degradationin performance.Figures7.7(b)and(c) shav a 150 secondong snapshobf the receptionand
playbackof oneof the streamsrovided by the rst capsulg(stream?) for the two cases.Obsene thatthe
clientis receving dataatnearlyl.5 Mbpswhentradingis allowed, but only ataboutl.4 Mbpsin theabsence
of trading. As shown in Figure 7.7(b), therearerepeatecbuffer under ows (representedy the horizontal
portionsof the plot) dueto the bandwidthrestrictionsimposedby the rateregulator Thus,the experiment
demonstratethe utility of resourceradingin improving applicationperformance.
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Figure 7.7. Impactof resourcdrading. Figure(a) shavs the numberof playbackdiscontinuitiesseenby the
threeclientsof the overloadedvideo sener with andwithout the tradingof network bandwidth.Figures(b)
and(c) shav a portionof thereceptionandplaybackof the secondstreamfor thetwo cases.

7.8.6 Scalability of Sharc

To demonstrat¢he scalabilityof Sharcwe conductedxperimentgo measurehe CPUandcommunica-
tion overheadsmposedby the controlplaneandthe nucleus.Obsene thattheseoverheadslependsolelyon
the numberof capsuleandnodesin the systemandarerelatively independenbf the characteristicof each
capsule Theexperimentgeportedn this sectionwereconductedy runningthe controlplaneandthe nuclei
on1l GHz Pentiumlll workstationsvith 256 MB memoryrunningRedHatLinux version6.2.

7.8.6.1 Overheadslmposedby the Nucleus

We rst measuredhe CPU overheadf the nucleusfor varyingloads;the usagesverecomputedusing
thetimes systemcall andpro ling toolssuchasgprof . We variedthenumberof capsule®nanodefrom
10to 10,000andmeasuredhe CPUusageof thenucleudor differentinterval lengths.Figure7.8(a)plotsour
results.As shavn, the CPU overheadglecreasevith increasingntenal lengths.This is becausehe nucleus
needgo thequerythekernelfor CPUandnetwork bandwidthusagesandnotify it of new allocationsoncein
eachintenal | . Thelargertheintenal duration thelessfrequentaretheseoperationsandconsequentlythe
smalleris theresultingCPUoverhead As shavn in the gure, the CPUoverhead$or 1000capsulesvasless
than2% whenl = 5 secondsEvenwith 10,000capsulesthe CPU usagewaslessthan4% whenl = 20
secondaindlessthan3% whenl = 30seconds.
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Figure 7.8. Overheadsmposedby the nucleus.

Figure7.8(b)plotsthesystenxcall overheadncurredby thenucleusfor queryingCPUandnetwork band-
width usagesandfor notifying new allocations.As shavn, the overheadncreasedinearly with increasing
numberof capsulesthe averageoverheadf thesesystemcallsfor 500capsulesvasonly 497 sand297 s,
respectiely
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Figure7.8(c)plotsthe communicatioroverheadncurredby the nucleusfor varyingnumberof capsules.
Thecommunicatioroverheads de ned to bethetotal numberof bytesrequiredto reportthe usagevectorto
the control planeandreceve new allocationsfor capsules As shavn in the Figure,whenl = 30 seconds,
theoverheads around1300KBfor 10,000capsule$43.3KB/s) andis around130KB perinterval (4.3KB/s)
for 1000capsulesTogethertheseresultsshav thatthe overheadsmposedby the nucleusfor mostrealistic
workloadsis smallin practice.

7.8.6.2 Control PlaneOverheads

Next we conductedxperimentgo examinethe scalabilityof the controlplane.Sincewe wererestricted
by a vePCcluster we emulatedarger clustershy startingup multiple nucleion eachnodeandhaving each
nucleussmulateall operationssif it controlledtheentirenode.Dueto memoryconstraint®onour machines,
we didn't actuallystartup a large numberof applicationsbut simulatedthemby having the nucleimanage
the correspondingphysical hierarchiesandreportvarying CPU and network bandwidthusages.The nuclei
on eachnodewere unsynchronize@ndreportedusagedo the control planeevery | time units. Fromthe
perspectie of the control plane,sucha setupwasno differentfrom anactualclusterwith a large numberof
nodes.

CPU Overhead CPU Overhead Communication Overhead

25 100

"32 nodés, 500 cépsu\es A "32 nodes ——
100 nodes —-»-
3r 256 nodes

100 nodes, 1000 capsules - 90
256 nodes, 10000 capsules -

20 - 80 -
70
60
50
40 -
30 -
20 R/ X x

15

10 £

CPU Usage (%)

Percentage Busy Time

|=15sec ——
10 (/4 1=30sec =

Data Transfer Overhead (Mb/s)

|=60sec

0 0
0 20 40 60 80 100 120 20000 40000 60000 80000 100000 20000 40000 60000 80000 100000
Interval Length (sec) Number of Capsules Total number of capsules

(a) CPUoverhead (b) Total Busy Time (c) Comm.Overhead

Figure 7.9. Overheadsmposedby the controlplane.

Figure7.9(a)plotsthe CPU overheadof the control planefor varying clustersizesandintenal lengths.
The gure shaws thata control planerunningon a dedicatechodecaneasilyhandlethe loadimposedby a
256 nodeclusterwith 10,000capsulegthe CPU overheadwvaslessthan16%whenl = 30seconds)Figure
7.9(b) plots the total busy time for a 256 nodecluster The busytime is de ned to the total CPU overhead
plusthetotal time to sendandreceve messageo all the nuclei. As shawvn in the gure, the control plane
canhandleup to 100,000capsuledbeforereachingsaturationvhenl = 30 seconds.Furthermoresmaller
interval lengthsincreasetheseoverheadssinceall control plane operationsoccur more frequently This
indicatesthata largerinterval lengthshouldbe chosento scaleto larger clustersizes.Finally, Figure7.9(c)
plotsthetotal communicatioroverheadncurredby the control plane.Assumingl = 30secondsthe gure
shaws thata clusterof 256 nodesrunning100,000capsulesmposesan overheadbf 3.46Mb/s,whichis less
than4% of the available bandwidthon a FastEtherneL AN. The gure alsoshavs thatthe communication
overheads largely dominatedby the numberof capsulesn the systemandis relatively independenbn the
numberof nodesin the cluster

7.8.7 Effect of Tunable Parameters

To demonstratéheeffect of tunableparameters and , we usedthe samesetof workgroupapplications
describedn Table7.2. We put a capsuleof the scienti ¢ applicationto sleepfor a shortduration.We varied
theinterval lengthl andmeasuredts impacton the allocationof the capsule.As shavn in Figure7.10(a),
increasinghe interval lengthcauseshe CPU usageto be averagedover a larger measuremennterval and
diminishestheimpactof the transientsleepon the allocationof the capsulgwith alargel of 5 minutesthe
effectof thesleepwasnegligibly smallontheallocation).Next we putacapsuleof Disksimto sleepfor afew
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Failure Timeto detect| Timeto recover
type
Nucleus 80.7s 5.91 | 11.18s 0.45
Node 79.27s 5.79 | 55.1ms 3.89
Controlplane | 19.85s 5.89 | 17.41s 1.99

Table 7.3. FailureHandling Times(with 95% Con dencelntenals)

minutesandmeasuredhe effect of varying ontheallocations.As shavn in Figure7.10(b),useof alarge

malkestheallocationmoresensitve to suchtransientthangeswhile asmall  diminishesthe contrikbution
of transientthangesn usageontheallocations.This demonstratethatanappropriatechoiceof | and can
beusedto controlthe sensitvity of the allocationsto short-termchangesn usage.
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Figure 7.10.Impactof tunableparametersn capsuleallocations.

7.8.8 Handling Failures

We usedfault injection to studythe effect on failuresin Sharc. We ran 100 capsulesof our workgroup
applicationson eachof thefour nodesandranthe controlplaneon adedicatechodeandsetl = 30seconds.
We killed thenucleuson variousnodesat randomtime instantsandmeasuredhetimesto detectandrecover
fromthefailure. As shavnin Table7.3,thecontrolplanewasableto detecthefailurein 80.7secondgaround
2:5 1). Oncedetectedstartingup anew nucleusemotelytook around11.13secondswhile reconstructing
the 100nodephysicalhierarclty andresynchronizingtatewith the nucleusook anadditional54 msec(total
recovery time was11.18seconds)Next we studiedthe effect of nodefailuresby haltingthe OSon nodesat
arbitrarytime instants.Detectinga nodefailuretook around79.27secondsthe control planethenattempted
to reassigrnthe 100 capsuleson the failed nodeto other nodes. The resultingadmissioncontrol, capsule
placementand sendingupdateso nucleitook 55.1 msec. In one case,we useda heaily loadedsystem,
and as expected,the control planesignaledits inability to reassigncapsulego othernodesdueto lack of
sufcient resourcesFinally, we studiedtheimpactof control planefailures. The controlplanewasrunon a
dedicatectlusternodeandwaskilled at randominstants. The nucleiwereableto detectthe failurein 19.8
secondsrunningthe electionalgorithmtook 16.63secondsstartingup a new controlplanetook 9.45msec,
while reconstructiomof the400capsulevirtual hierarcly tookanother294.9mgtotalrecorerytimewas17.41
seconds)Our currentprototypecanonly handlethe casewherea control planerunningon a dedicatechode
fails; handlingthe failure of a control planethatrunson a nodewith active capsuless morecomplex andis
not currentlyhandled.
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7.9 Concluding Remarks

In this chapter we amguedthe needfor effective resourcecontrol mechanismdor sharingresourcesn
commodityclusters.To addresshis issue we presentedhe designof Sharc—asystemthatenablesesource
sharingin suchclusters. Sharcdependon resourcecontrol mechanismsuchasresenationsor sharesn
the underlyingOS andextendsthe the bene ts of suchmechanismso clusteredenvironments.The control
planeandthe nucleiin Sharcachieve this goal by (i) supportingresourceresenation for applications (iii)
providing performancaésolationanddynamicresourceallocationto applicationcapsulesand(iv) providing
high availability of clusterresourcesOur evaluationof the Sharcprototypeshaved that Sharccanscaleto
256 nodeclustersrunning100,000capsulesOur resultsdemonstratethata systemsuchasSharccanbean
effective approactor sharingresourcemmongcompetingapplicationsn moderatesizeclusters.
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CHAPTER 8
SUMMARY AND FUTURE WORK

Hosting platformsfor Internetapplicationshave emegedasan importantbusinessduring the pastfew
years. Theseplatformstypically employ large clustersof senersto host multiple applications. Hosting
platformsprovide performanceguaranteeto the hostedapplicationgsuchasguaranteesn responsgime or
throughput)in returnfor revenue.

We classi ed hostingplatformsinto two cateyories—dedicatedndshared—anébenti ed theshortcom-
ingsof existingresourcananagemertechniquesn boththesehostingmodels.Weidenti ed two key features
of Internetapplicationghatmake thedesignof hostingplatformschallenging First, moderninternetapplica-
tionsareextremelycomplex—existing resourcananagemergolutionsrely uponvery simpleabstraction®f
theseapplicationsandarethereforeinadequatén severalrespectsSecondtheseapplicationsexhibit highly
dynamicworkloadswith multi-time-scalevariations.Managingtheresource# a hostingplatformto realize
theoftenopposinggoalsof meetingapplicationperformanceargetsandachieszing highresourcauitilizationis
thereforeadif cult endeaor. In thisthesiswe developedresourcenanagemennechanismghataninternet
hostingplatform canemploy to addresshesechallenges.In this chapter we summarizeour contritutions
anddiscusdlirectionsfor futurework.

8.1 Summary of Reseach Contrib utions

In this dissertationywe madethe following maincontritutions.

Analytical modelsfor Internetapplications Modern Internetapplicationsare comple, distributed
software systemsdesignedusing multiple tiers. They are built using diversesoftware components.
They seedynamicallychangingvorkloadsthatcontainlong-termvariationssuchastime-of-dayeffects
aswell asshort-term uctuations suchas transientoverloads. Additionally, theseapplicationsmay
employ replicationandcachingat oneor moretiers. Existingmodelsemploy very simpleabstractions
of theseapplicationgsuchasmodelingonly onetier) andarethereforeénadequaten severalrespects.
In thisthesis,we proposedanalyticalmodelsof multi-tier Internetapplicationsunningon adedicated
hostingplatform. Our modelscanhandleapplicationswith anarbitrarynumberof tiersandtierswith
signi cantly differentperformancecharacteristicsOur modelsare designedo handlesession-based
workloadsandcanaccountfor applicationidiosyncrasiesuchasreplicationat tiers,loadimbalances
acrosgeplicas cachingeffects,andconcurreng limits ateachtier.

Requiementinferenceand application placement We studiedthe problemof the placemenbf dis-
tributed applicationson a sharedhosting platform. We presentedh techniqueto infer the resource
requirement®f suchapplicationsusingof ine kernel-basegro ling. We presentedutomatedglace-
menttechniqueghat allow a platform provider to exert sufcient control over the placemenif ap-
plication component®nto nodesin the cluster sincemanualplacemenbf applicationss unfeasibly
complex anderrorpronein large clusters.We studiedtheoreticalpropertiesof the applicationplace-
ment problemand developedonline algorithms. Our approachattemptedo increasethe revenueof
a sharedhostingplatformin two complementaryvays—(i) we studiedapproximationalgorithmsfor
applicationplacemento understandiow mary applicationghey areableto placeonthe platformand
(i) we shaved how controlledunderprovisioning of resourceganbe usedto improve the platform's
revenue.

Dynamicresouce provisioningtecniques Dynamic capacityprovisioning is a usefultechniquefor
handlingthemulti-time-scalevariationsseerin Internetworkloads.Dynamicprovisioningof resources—
allocationand deallocationof senersto replicatedapplications—hadeenstudiedin the contet of
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single-tierapplicationspf which clusteredHTTP senersarethe mostcommonexample. However, it
is non-trivial to extendprovisioningmechanismslesignedor single-tierapplicationgo multi-tier sce-
narios. We proposed novel dynamicprovisioning techniquefor multi-tier Internetapplicationsthat
employs (i) a e xible queuingmodelto determinehowv muchresourcego allocateto eachtier of the
applicationand(ii) acombinatiorof predictve andreactve methodghatdeterminavhento provision
theseresourceshothatlargeandsmalltime scalesWe proposedanovel hostingplatformarchitecture
basedn virtual machinemonitorsto reduceprovisioning overheads.

Design,implementationand evaluation We implementedall our resourcemanagemenalgorithms
in a prototypehostingplatform basedon a clusterof forty Linux machinesandevaluatedthemusing
realistic applicationsand workloads. Experimentson our prototypehosting platform demonstrated
the responsienessof our techniquesn handlingdynamicworkloads. In onescenariowherea ash
crowvd causedhe workloadof a three-tierapplicationto double,our techniquevasableto doublethe
applicationcapacitywithin  ve minuteswhile maintainingresponseime targets. Our techniquealso
reducedheoverheadf switchingsenersacrossapplicationfrom severalminutesor moreto lessthan
asecondwhile meetingthe performancdargetsof residualsessions.

8.2 FutureWork

In this section,we discusssomefuture researchdirectionsbasedon ideasthat have emegedfrom our
work in this dissertation.

Virtual madine basedarchitectue: In Chapter3, we introducedthe useof the virtual machinetech-
nologyto enablefastreactize provisioningin dedicatedostingplatforms.Recentesearcthasdemon-
stratedthe feasibility of the migration of entire virtual machineinstanceson a commaodity cluster
recordingservicedowntimesaslow as60ms;this makeslive migrationapracticaltool evenfor seners
runninginteractve Internetworkloads[31]. This migrationtechnologyaddsa newv dimensionto the
designof a dynamicprovisioning technique—inadditionto changingresourceallocations,now we
canalsomove applicationcapsulesn a seamles$ashionacrossthe nodesin the cluster We planto
investicatethebene tsthatthis new capabilitymight offer in managingesourced hostingplatforms.

Automateddeterminatiorof provisioningparametes: In our existing dynamicprovisioningtechnique,
the frequenciesat which the predictve and reactve algorithmsare invoked are x ed. We plan to

automatethe computationof thesevaluesin a dynamicmanner This automationwould relieve the
systemadministrator®f tuningtheseknobs,a dif cult task.

Enhancement® theapplicationmodel Ourapplicationmodelcanbefurtherenhancedo incorporate
additionalcompleities of moderninternetapplications.For large applicationsyarioustiers areoften
locatedin sepaate datacenters.For instancethe databaseenersof anonline bankingservicemay
belocatedin a separatghysicallocationandconnectedo the restof the applicationvia a dedicated
high-speedetwork. We planto investigatemodelingandprovisioningissuedor suchapplicationghat
arelesstightly coupledthanthe applicationghatwe have studiedin this thesis.

Undeistandingandreproducingworkloads Althoughalot of researcthasbeendoneon characterizing
theloadimposedon standalon&Veb senersby modernworkloads[8, 35] (e.g.,thedistribution of the

sizeof les senedby mary Web seners),similar characterizatiotecksfor componentdik e applica-

tion senersanddatabasesAs exampleswhataretypical servicetimesof requestsssuedo EJBtiers,

or of queriesissuedto databasesf an online retail application?We would like to conductresearch
to answersuchquestions. A naturaloffshoot of this study would be the developmentof workload

generatorgor multi-tier Internetapplicationsasexist for single-tierWebseners[16, 78, 105.

Resouce manayementin highly distributedclustes: ZhaoandKarmacheticonsidera modelof host-
ing platformsdifferentfrom that consideredn our work [127]. They visualizefuture applications
executingon platformsconstructedoy clusteringmultiple, autonomoudlistributed seners, with re-
sourceaccesgovernedby agreementbetweerthe ownersandthe usersof theseseners. They present
an architecturefor distributed, coordinatedenforcementf resourcesharingagreementdasedon an
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application-independentay to representesourcesnd agreementsin this work we have looked at
hostingplatformsconsistingof senersin onelocationandconnectedy afastnetwork. However we
alsobelieve thatdistributedhostingplatformswill becomemorepopularandresourcananagemerin
suchsystemawill poseseveralchallengingresearctproblems.
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APPENDIX A
NP-HARDNESSOF THE APP

We shaw thatthe applicationplacemenproblemis NP-complete.

De nition 10 Single-CapsuleApplication PlacementProblem (DEC_MAX _CAP):
Givenn emptynodesN 4, :::, N,, a setof m single-capsulepplicationsCy, :::, Cn, andan integer k,
determindf a placemenbf sizek exists.

Lemma 10 DEC_.MAX_CAPis NP-complete

Proof: Theproof consistf two parts.

DEC_MAX _CAPisin NP: Givenaninstanceof DEC_MAX _CAP anda placementye canin polyno-
mial time verify — (a)if thisis avalid placement— this involvescheckingfor eachnodethatthe sum
of therequirement®f all the capsulegplacedon it doesnot exceedthe nodecapacity, and(b) if the
sizeof theplacemenisk, i.e.,couldk capsulebeplaced.Thus,we have shovn thatDEC MAX _CAP
isin NP,

BIN-PACKING reduceso DEC_MAX _CAP: Let us rst statethe decisionversionof the bin-packing
problemwhichis known to be NP-completd47].

BIN-PACKING: Givenasetof m objectsOq, :::, Oy, of sizessy, :::, sy respectrely, andaninteger
k, determindf all the objectscanbe placedinto k bins,whereeachbin hasunit capacity

Considetthefollowing polynomial-timereductionfrom BIN-PACKING to

DEC_MAX _CAP. Givenaninputto BIN-PACKING, we constructaninput to

DEC_MAX _CAP asfollows. Correspondindo eachobjectin the input to BIN-PACKING, we con-
structa capsulewhoserequirementis equalto the size of the object. Next, we constructk nodes,
eachwith unit capacity Thesenode-andcapsule-setalongwith theintegerm comprisethe inputto
DEC_.MAX _CAPR.

It is easyto seethatthe above is areduction.Assumetheinput to BIN-PACKING hadm objectsand
theintegerk. Theinputto DEC_MAX _CAP thatwe constructwould have k nodesm capsulegndthe
integerm. If them objectscan t into k bins,thenclearlywe canplacethem capsulesn k nodes.On
theotherhand,if them objectscannott into k bins,thenthem capsulesannotall beplacedinto the
k nodes.

This completeghe proof. ]

De nition 11 General Application PlacementProblem (DEC_MAX _APP): Givenn emptynodesN,
11, Np, asetof m applicationsAs, :::, Ay, andaninteger k, determindf a placementf sizek exists.

Lemma 11l DEC MAX APPis NP-complete
Proof: RestrictDEC_MAX _APPto DEC_MAX _CAP by allowing only applicationswith onecapsule. W

De nition 12 General Application PlacementProblemwith the CapsulePlacementRestriction
(DEC_MAX _APP_RES): Givenn emptynodesN, :::, N, a setof m applicationsAy, :::, An, andan
integer k determingf a placemenbf sizek that satis esthe capsuleplacementestrictionexists.

Lemma 12 DEC MAX APP_RESis NP-complete
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Proof: RestrictDEC_MAX APP_.RESto DEC_MAX _CAP by allowing only applicationswith onecapsule.
|

Theorem?2 APPis NP-had.

Proof: DEC_MAX _APP_RESisthedecisionversionof APP ThereforetheNP-hardnessf DEC_MAX _APP_RES
shovn in Lemmal2 provesthe NP-hardnessf APP. |
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APPENDIX B
ANALYSIS OF THE POLICER

We shov how the sentrycan, undercertainassumptionsgcomputethe delay valuesfor variousclasses
basedon online obserations. The goal is to pick delayvaluessuchthatthe probability of a newly arrived
requestbeing deniedservicedue to an alreadyadmittedlessimportantrequestis smallerthan a desired
threshold.

Considerthefollowing simpli ed versionof the admissiorncontrolalgorithmpresentedn Section4.4.2;
Assumethatthe applicationrunson only onesener—it is easyto extendthe analysisto the caseof multiple
seners. The admissioncontrollerletsin a new requesif andonly if the total numberof requestghat have
beenadmittedandarebeingprocessedy the applicationdoesnot exceeda thresholdN . Assumethe appli-
cationconsistof L requestlasseLs;::: ; C_ in decreasingrderof importance We make thesimplifying
assumptiomf Poissorarrivalswith rates 1;:::; |, andservicetimeswith known CDFsFs, (3);:::; Fs, ()
respectrely. As before,d; = 0. For simplicity of expositionwe assumehatthe delayfor classC, is d, and
8i > 2;di+1 = ki di;(kj 1). Denoteby A; theeventthatarequesbf classC; hasto be droppedatthe
processingnstantm d;; (m > 0) andthereis atleastonerequesbf alessimportantclassC;; (j > i) still
in service.Clearly,

Pr(A;) = 0OandPr(A.) = 0:
We areinterestedn ensuring
8i > 1L;Pr(Aj)< ;0< <1 (B.1)

Considerl < i < L. For A; to occur all of thefollowing musthold: (1) X: atleastonerequesbf classC;
arrivesduringtheperiod[(m 1) di;m d;], (2) Y;: thenumberof requestsn serviceattimem d; isN,
(3) Z;: atleastoneof therequestbeingservicedbelongso oneof theclasse<i.; ;::: ; CL. We have,

PI’(A;) = Pr(Xi AN A Zi)l

During overloadswe canassumehatthe numberof requestsn servicewould beN with a high proba-
bility parop. Thepolicerwill recordpgr op Over shortperiodsof time. Also, X; andZ; areindependentThis
letsushave

Pr(Ai) Pr(Xi) Parop Pr(Zi); (B.2)
Pr(Xj)=1 e '9: (B.3)
Denoteby Zij ;(i < j L) theeventthatatleastoneof therequestdbeingservicedattimem d; belongsto
theclassj . Clearly,
XL _
Pr(z;) = Pr(z!): (B.4)

j=i+l

Let usnow focuson thetermPr(Zij ). TheeventZij is the disjunctionof the following events,onefor
eachl; (I > 0): Pj': atleastonerequesbf class arrivesduringtheperiodm di (1+ 1) di;m di | d;]
andQ} : atleastonerequesof clasg is admittedattheprocessingnstantm d; | d andR} : theservice
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time of atleastoneadmittedrequesis long enoughsothatit is still in serviceattimem d;. Asin Equation
(B.3),

Pr(P)=1 e 1 9; (B.5)

ConsiderRJ! . During anoverloadeachadmittedrequestompetesatthesenerwith (N -1) otherrequests
during mostof its lifetime. A fair approximationthenis to assumehata requestakesN timesits service
timeto nish. Thereforewe have,

| d

PI’(R]!) =1 Fy N (B.6)

We approximateQ} usingthefollowing reasoningDuring overloads arequesbf classC; will beadmit-
tedatprocessingnstantt only if thenumberof requestsn serviceattimet is lessthanN (the probability of
thisis approximatedis(1  pgrop)) andno requesopf a moreimportantclassCy, arrivedduring[t  dp; t].
Thatis,

thj 1
Pr(Q)) (1 Parop) e "o (B.7)
h=1

EquationgB.2)-(B.7) provide usa way to approximatePr (A;). This approximationof Pr(A;) providesa
procedurdor iteratively computingthe d; valuesusingnumericalmethods.We pick delayvaluesthatmake
the term on the right handside smallerthanthe desiredbound for all i. This in turn guaranteeshatthe
inequalitiesn (B.1) aresatis ed.

Pr(A) paop(l Parop)d € %) " IZh @ e 14)Tp te v T L1 Ry )
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