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ABSTRACT

DYNAMIC RESOURCEMAN AGEMENT IN
INTERNET HOSTING PLATFORMS

SEPTEMBER2005

BHUVAN URGAONKAR

B.Tech.,INDIAN INSTITUTE OFTECHNOLOGY, KHARAGPUR,INDIA

M.S.,UNIVERSITY OFMASSACHUSETTSAMHERST

Ph.D.,UNIVERSITY OFMASSACHUSETTSAMHERST

Directedby: ProfessorPrashantJ.Shenoy

Internetapplicationssuchason-linenews,retail,and�nancial siteshavebecomecommonplacein recent
years.Dueto theprevalenceof theseapplications,platformsthathostthemhave becomean importantand
attractive business.Theseplatforms,calledhostingplatforms, typically employ largeclustersof serversto
hostmultiple applications. Hostingplatformsprovide performanceguaranteesto the hostedapplications,
suchasguaranteeson responsetimeor throughput,in returnfor revenue.

Two key featuresof Internetapplicationsmake thedesignof hostingplatformschallenging.First, mod-
ern Internetapplicationsareextremelycomplex. Existing resourcemanagementsolutionsrely on simple
abstractionsof theseapplicationsandarethereforefail to accuratelycapturethis complexity. Second,these
applicationsexhibit highly dynamicworkloadswith multi-time-scalevariations.Managingtheresourcesin
ahostingplatformto realizetheoftenopposinggoalsof meetingapplicationperformancetargetsandachiev-
ing high resourceutilization is thereforeadif�cult endeavor. In this thesis,wepresentresourcemanagement
mechanismsthatanInternethostingplatformcanemploy to addressthesechallenges.

Our solutionconsistsof resourcemanagementmechanismsoperatingat multiple time-scales.We de-
velop a predictive dynamiccapacityprovisioning techniquefor Internetapplicationsthat operatesat the
time-scaleof hoursor days. A key ingredientof this techniqueis a modelof an Internetapplicationthat is
usedfor deriving theresourcerequirementsof theapplication.Weemploy bothqueuingtheoryandempirical
measurementsto devise modelsof Internetapplications.The secondmechanismis a reactive provisioning
techniquethat operatesat the time-scaleof a few minutesandutilizes virtual machinemonitorsfor agile
switchingof serversin the hostingplatform amongapplications.Finally, we develop a policing technique
thatoperatesataper-requestlevel. This techniqueallowsahostedapplicationto remainoperationalevenun-
derextremeoverloadswherethearrival ratesareanorderof magnitudehigherthantheprovisionedcapacity.
Our experimentson a prototypehostingplatformconsistingof forty Linux machinesdemonstratetheutility
andfeasibilityof our techniques.
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CHAPTER 1

INTRODUCTION AND MOTIVATION

An Internetapplicationis anapplicationdeliveredto usersfrom aserverovertheInternet.A popularclass
of Internetapplicationsconsistsof WebapplicationssuchasWeb-mail,online retail sales,onlineauctions,
wikis, discussionboards,Web-logsetc.Webapplicationsarepopulardueto theubiquityof theWebbrowser
as a client, sometimescalled a thin client. The ability to updateand maintainWeb applicationswithout
distributing and installing software on potentially thousandsof client computersis a key reasonfor their
popularity. Not all InternetapplicationsareWeb based,for examplesomestreamingmediaservers [106]
or gameservers [46]. During the pastdecadewe have increasinglycometo rely on theseapplicationsto
conductboth our personalandbusinessaffairs. We usethe termsInternetapplicationandInternetservice
interchangeablyin this thesis1.

A datacenteris a facility usedfor housinga largeamountof electronicequipment,typically computers
andcommunicationsequipment.As thenameimplies,adatacenteris usuallymaintainedby anorganization
for thepurposeof handlingthedatanecessaryfor its operations.A bankfor examplemayhaveadatacenter,
whereall its customers'accountinformationis maintainedandtransactionsinvolving this dataarecarried
out. Practicallyevery company mid-sizedandupwardshassomekind of datacenter, andlarge companies
oftenhavedozensof datacenters.Most largecitieshavemany purpose-built datacenterbuildingsto provide
datacenterspacein securelocationscloseto telecommunicationsservices.

Dueto theprevalenceof Internetapplications,datacentersthathostthemhavebecomeanimportantand
attractive business.We refer to suchdatacentersashostingplatforms. To make anapplicationavailableto
the Internetcommunity, it needsto behostedon oneor moreservers. For example,a Websiteneedsto be
hostedon a Webserver which is a powerful computerthat canaccommodatethousandsof requestsfor the
Web site pages.A Web server hasto be connectedto the Internet24 hoursa day so that userscanaccess
it anytime. Thehigh complexity andcostof maintaininga hostingplatform infrastructurehasresultedin a
growing trendamongbusinessesandinstitutionsto have their applicationshostedon platformsmanagedby
anotherparty. A Webhostingprovider is anexampleof suchahostingplatformthatsellsspaceon its servers
to Websiteowners.They provide a full-time, high-bandwidthconnectionto theInternet,sothatvisitorscan
accessthesiteseasily. An exampleis Yahoo'sSmallBusinessWebhostingservice[126]. Welist below some
examplesof thecomplexity andcostinvolvedin maintainingahostingplatform:

1. Serversandsoftware(Webserver, mail server, �re wall, virusprotectionetc.)canbeexpensive.

2. Theserverneedsa24/7highspeedconnectionto theInternet,which is relatively costly.

3. Settingupall thecon�gurationsincludingmail server, FTPserver, andDNSservercanbecomplicated.

4. Server maintenancerequirestwenty-fourhoursupport,specialskills, andknowledge.

Hosting platformsenableentrepreneursand emerging organizationsto focus on their businessrather
thantechnology. Hostingplatformsaretypically expectedto provide performanceguaranteesto thehosted
applications(suchasguaranteeson responsetime or throughput)in returnfor revenue[95]; thesecontracts
areexpressedusingservice-level agreements. Two key featuresof Internetapplicationsmake thedesignof
hostingplatformschallenging.First,modernInternetapplicationsareextremelycomplex. Existingresource
managementsolutionsrely on simpleabstractionsof theseapplicationsandarethereforefail to accurately
capturethis complexity. Second,theseapplicationsexhibit highly dynamicworkloadswith multi-time-scale

1Notice that our focus is exclusively on applicationsbasedon the client-server model. We do not considerthe recentlypopular
peer-to-peerapplications[48, 81] in thiswork.
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variations. Managingthe resourcesin a hostingplatform to realizethe often opposinggoalsof meeting
service-level agreementsand achieving high resourceutilization is thereforea dif�cult endeavor. In this
thesis,wepresentresourcemanagementmechanismsthatanInternethostingplatformcanemploy to address
thesechallenges.

Therestof thischapteris organizedasfollows. Section1.1describestwo fundamentallydifferentmodels
of hostingemployedby hostingplatforms.Section1.2discussesthekey challengesin thedesignof ahosting
platformandSection1.3arguesabouttheinadequaciesof existingwork in thisarea.Section1.4summarizes
themaincontributionsof this thesis.In section1.5we presenta high-level overview of our hostingplatform
designandintroduceterminologyusedthroughoutthis thesis.Finally, Section1.6describestheorganization
of therestof this thesis.

1.1 Modelsof Hosting

Due to rapid advancesin computingand networking technologiesand falling hardware prices,server
clustersbuilt usingcommodityhardwarehave becomeanattractive alternative to the traditionallargemul-
tiprocessorserversfor constructinghostingplatforms. Dependingon the resourcerequirementsof the ap-
plicationsandthestrictnessof theperformanceor resourceguaranteesthey require,a platformmayemploy
a dedicatedor a sharedmodelfor hostingthem. We elaborateon thesetwo modelsof hostingapplications
next. Henceforth,weusethetermsserverandnodeinterchangeably.

1.1.1 DedicatedHosting

In dedicatedhostingeachapplicationrunsonasubsetof theserversandaserveris allocatedto at mostone
applicationcomponentat any giventime. Dedicatedhostingis usedfor runninglargeclusteredapplications
whereserver sharingis infeasibledueto the workloaddemandimposedon eachindividual application. In
dedicatedhostingeitheran entireclusterrunsa singleapplication(suchasa Web searchengine),or each
individual processingelementin theclusteris dedicatedto a singleapplication(asin the“managedhosting”
servicesprovidedby somedatacenters[74]).

1.1.2 SharedHosting

Sharedhostingplatformsruna largenumberof differentthird-partyapplications(Webservers,streaming
mediaservers,multi-playergameservers,e-commerceapplications,etc.), and the numberof applications
typically exceedsthenumberof nodesin thecluster. More speci�cally, eachapplicationrunson a subsetof
thenodesandthesesubsetsmayoverlap.Whereasdedicatedhostingplatformsareusedfor many nicheap-
plicationsthatwarranttheiradditionalcost,economicreasonsof space,power, cooling,andcostmakeshared
hostingplatformsanattractive choicefor many applicationhostingenvironments.For example,now-a-days
Web hostingis very cheap(usuallystartingfrom under$5/month).Therearefree Web hostingcompanies
alsothatrecover their costsby showing advertisementson thehostedWebsites.

1.2 Inter net Hosting Platform DesignChallengesand Requirements

The objective of a hostingplatform is to maximizethe revenuegeneratedfrom the hostedapplications
while satisfyingthe service-level agreements.Designinga hostingplatform is madechallengingby the
following characteristicsof Internetapplicationsandtheirworkloads.

Application and Platform Idiosyncrasies

1. Complex multi-tier software architecture: ModernInternetapplicationsarecomplex, distributedsoft-
ware systemsdesignedusing multiple tiers. A multi-tier architectureprovides a �e xible, modular
approachfor designingsuchapplications.Eachapplicationtier providescertainfunctionality to its
precedingtier andusesthe functionality provided by its successorto carry out its part of the overall
requestprocessing.Thevarioustiersparticipatein theprocessingof eachincomingrequestduringits
lifetime in thesystem.Additionally, theseapplicationsmayemploy replicationandcachingat oneor
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moretiers.Thesecharacteristicsof Internetapplicationsmake inferringrequirementsandprovisioning
capacitynon-trivial tasks.

2. Dynamiccontent: An increasingfraction of the contentdeliveredby Internetapplicationsis gener-
ateddynamically[101]. Generationof dynamiccontentis signi�cantly moreresourceintensive than
generationof staticcontentwhichaccountedfor thebulk of theInternettraf�c a few yearsago.

3. Diversesoftware components: Internetapplicationsarebuilt usingdiversesoftwarecomponents.For
example,a typical e-commerceapplicationconsistsof threetiers—afront-endWeb tier that is re-
sponsiblefor HTTP processing,a middle tier Java enterpriseserver that implementscoreapplication
functionality, anda backenddatabasethatstoresproductcatalogsanduserorders.Theseapplication
have vastlydifferentperformancecharacteristics.

4. Heterogeneoushardware: In mosthostingplatforms,hardwareresourcesgetaddedor removedincre-
mentallyresultingin heterogeneityin thehardware.

Inter net Workload Characteristics

1. Multi-time-scaleworkloadvariations: Internetapplicationsseedynamicallychangingworkloadsthat
containlong-termvariationssuchastime-of-dayeffects[53] aswell asshort-term�uctuationssuchas
transientoverloads[1]. Predictingthepeakworkloadof anInternetapplicationandcapacityprovision-
ing basedon thisestimateareknown to benotoriouslydif�cult.

2. Extremeoverloads: Therearenumerousdocumentedexamplesof Internetapplicationsthatfacedout-
agesdueto unexpectedoverloads.For instance,thenormallywell-provisionedAmazon.comsitesuf-
fereda forty-minutedown-time dueto an overloadduring the popularholiday seasonin November
1999. The loadseenby on-linebrokerageWebsitesduring theunexpected1999stockmarket crash
wasseveral timesgreaterthanthenormalpeakload, resultingin degradedperformanceandpossible
�nancial lossesto users.

3. Session-basedworkloads: Modern Internetworkloadsare often session-based,whereeachsession
comprisesa sequenceof requestswith interveningthink-times. For instance,a sessionat an online
retailercomprisesthesequenceof userrequeststo browsetheproductcatalogandto makeapurchase.
Sessionsarestatefulfrom theperspective of theapplication.

4. Multiplesessionclasses: Internetapplicationstypicallyclassifyincomingsessionsintomultipleclasses.
To illustrate,anonlinebrokerageWebsitemayde�ne threeclassesandmaymap�nancial transactions
to theGold class,customerrequestssuchasbalanceinquiriesto theSilverclass,andcasualbrowsing
requestsfrom non-customersto the Bronzeclass. Typically suchclassi�cationhelpsthe application
to preferentiallyadmitrequestsfrom moreimportantclassesduringoverloadsanddroprequestsfrom
lessimportantclasses.

To meetits goalof maximizingrevenuegiventheabovechallenges,ahostingplatformneedsto carefully
multiplex its resourcesamongthe hostedapplications.For this, a hostingplatform requiresthe following
mechanisms.

1. Requirementinference: A hostingplatformshouldbeableto accuratelyinfer theresourcerequirements
of applications.Whileunderestimatingtheresourcerequirementsof anapplicationcancauseviolations
of its performanceguarantees(e.g., degradedresponsetimes), overestimationof requirementswill
result in wastedplatform resources.Requirementinferencemay be basedon analyticalmodelsof
applicationsor onempiricalobservations.

2. Applicationplacement: Applicationplacementrefersto theproblemof determiningwhereontheclus-
ter the variouscomponentsof a newly arrived applicationshouldrun. It is desirablefor a hosting
platform to employ a placementalgorithmthat allows it to maximizethe revenuegeneratedby the
hostedapplications.
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3. Workload prediction: Being ableto predict the workloadsof the hostedapplicationsis desirablefor
determiningtheirchangingresourcedemands.Thisallows thehostingplatformto decidewhichappli-
cationsto divert its resourcesto duringagiventimeperiod.

4. Dynamiccapacityprovisioning: A hostingplatformshouldemploy mechanismsto beableto dynam-
ically changetheallocationof resourcesto thehostedapplicationsto matchtheir dynamicworkloads.
In a dedicatedhostingplatform, this would meanchangingthe numberof serversassignedto an ap-
plication;in a sharedhostingplatform,dynamiccapacityprovisioningmight imply changingtheCPU
shares(andpossiblysharesof otherresources)of applicationsonsomenodes.

5. Policing: To protecttheapplicationsfrom unanticipatedoverloads,a hostingplatformshouldemploy
requestpolicing mechanisms.A policer allows an applicationto discardexcessive requestsso that
theadmittedrequestscontinueto experiencedesiredperformanceevenduringoverloads.Further, it is
desirablefor ahostingplatformto preferentiallyadmitmoreimportantrequestsduringoverloads—this
is in accordancewith thegoalof maximizingtheplatform's revenue.

6. Appropriate resource sharing OS mechanisms: A sharedhostingplatform needssupportfrom the
operatingsystemson the constituentnodesto effectively partition resourcessuchasCPU, network
bandwidth,memoryetc.amongthehostedapplicationcomponents.

Additionally, ahostingplatformshouldberobust. Weelaborateonwhatwemeanby thisbelow.

1. Scalability: The hostedapplicationsshouldbe able to operateeven when the requestarrival rate is
muchhigherthantheanticipatedworkload.

2. Failurehandling: Thehostingplatformshouldemploy mechanismsto handlevariouskindsof software
andhardwarefailuresthatmayoccur.

1.3 The Casefor a Novel ResourceManagement
Approach: Inadequaciesof Existing Work

During thepastdecade,several researchershave contributedto differentfacetsof theresourcemanage-
mentproblemin hostingplatforms. In this section(i) we describetheproblemsthathave beensolved(and
thatour thesisbuilds on) and(ii) we arguethat thereareseveralproblemsthat this bodyof work haseither
notaddressedatall or not solvedto satisfaction.

Predictable resource allocation within a single machine is a well-researched topic. Several tech-
niquesfor predictableallocationof resourceswithin a singlemachinehave beendevelopedover the past
decade.New waysof de�ning resourceprincipalshave beenproposedthat go beyond the traditionalap-
proachof equatingresourceprincipalswith entitieslike processesandthreads.Banga et al. provide a new
operatingsystemabstractioncalleda resourcecontainerwhich enables�ne grainedallocationof resources
andaccurateaccountingof resourceconsumptionin asingleserver [15]. Schedulingdomainsin theNemesis
operatingsystem[69], activitiesin Rialto [60], andSoftware PerformanceUnits [117] areotherexamples.
Numerousapproacheshavebeenproposedfor predictableschedulingof CPUcyclesandnetwork bandwidth
onasinglemachineamongcompetingapplications.Theseincludeproportional-shareschedulerssuchasBor-
rowedVirtual Time[38] andStart-timeFair Queuing[51], andreservation-basedschedulersasin Rialto [60]
andNemesis[69].

Therehasalsobeenwork on predictableallocationof memory, disk bandwidthandsharedservicesin
singleservers. Vergheseet al. [117] addressthe problemof managingresourcesin a shared-memorymul-
tiprocessorto provide performanceguaranteesto high-level logical entities(called software performance
units(SPUs)) suchasa groupof processesthatcomprisea task.Their resourcemanagementscheme,called
“performanceisolation”, hasbeenimplementedon the Silicon GraphicsIRIX operatingsystemfor three
systemresources:CPU,memory, anddisk bandwidth.Of particularinterestis their mechanismfor provid-
ing isolationwith respectto physicalmemory, which worksby having dynamicallyadjustablelimits on the
numberof pagesthatdifferentSPUsareentitledto basedon their usageandimportance.They alsoimple-
mentsomemechanismsfor managingsharedkernelresourcessuchasspinlocksandsemaphores.Reumann
et al. [61] proposean OS abstractioncalledVirtual Service(VS)to eliminatethe performanceinterference
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causedby sharedservicessuchasDNS, proxy cacheservices,time services,distributed�le systems,and
shareddatabases.VSsprovide per-serviceresourcepartitioningandmanagementby dynamicallydeciding
resourcebindingsfor sharedservicesin a mannertransparentto theapplications.Also theresourcebindings
for sharedservicesaredelayeduntil it is known who they work for.

In ourwork webuild onsuchsingle-noderesourcemanagementmechanismsandextendtheirbene�tsto
distributedapplicationsrunningonacluster.

Curr ent application modelsare too simplistic. Most of theexisting work on modelingInternetappli-
cationshaslookedat single-tierapplicationssuchasreplicatedWebservers[37, 24, 70, 3, 75]. Sincethese
efforts focusprimarily on single-tierWebservers,they arenot directly applicableto applicationsemploying
multiple tiers,or to componentssuchasJava enterpriseserversor databaseserversemployed by multi-tier
applications.Further, many of theabove efforts assumestaticWebcontent,while multi-tier applications,by
their very nature,serve dynamicWebcontent.Althougha few recentefforts have focusedon themodeling
of multi-tier applications,many of theseefforts eithermake simplifying assumptionsor arebasedon simple
extensionsof single-tiermodels[119, 92, 62].

Thesemodelsarenot sophisticatedenoughto capturethevariousapplicationidiosyncrasieswe hadde-
scribedearlier.

Dynamic capacityprovisioning hasbeenstudiedonly in the contextof single-tier applications. Sev-
eralpapershaveaddressedtheproblemof dynamicresourceallocationto competingapplicationsrunningon
a singleserver. Chandraet al. [25] proposea systemarchitecturethatcombinesonlinemeasurementswith
workloadpredictionandresourceallocationtechniques.The goal of their techniqueis to reactto chang-
ing workloadsby dynamicallyvarying the resourcesharesof applications.Pradhanet al. [88] proposean
observation-basedapproachthathasthegoalof designingself-managingWebserversthatcanadaptto chang-
ing workloadswhile maintainingQoSrequirementsof differentrequestclasses.While Chandraet al. [25]
considerdynamicmanagementof CPU,Pradhanet al. [88] manageCPUandtheacceptqueue.Doyle et al.
[37] presentanapproachfor provisioningmemoryandstorageresourcesbasedon simplequeuingtheoretic
modelsof servicebehavior to predictresourcerequirementsunderchangingload.

All thesetechniquesfocus on resourceallocationfor applicationsrunning on a single server and are
inadequatefor platformshostingmulti-tieredapplicationswith componentsdistributedacrossmultiplenodes.

Existing policing mechanismsdo not scalewith increasingworkload. Althoughconsiderableresearch
hasbeenconductedondevelopingadmissioncontrolalgorithmsfor Internetapplications[30,43, 63, 71, 118,
124], the issueof the scalabilityof the policer itself hasbeenunaddressed.During extremeoverloads,the
policerunitscanbecomebottlenecksresultingin indiscriminate,class-unawaredroppingof requestsandthus
causinglossin revenue.

1.4 ThesisSummary and Contrib utions

Having discussedtheshortcomingsof existing work, we describethecontributionsmadeby our thesis.
Table1.1summarizesthecontributionsof this thesis.

Analytical Models for Multi-tier Applications

In this thesis,we proposeanalyticalmodelsof multi-tier Internetapplications.Modelingsingle-tierap-
plicationssuchasvanilla Web servers (e.g.,Apache)is well-studied[37, 75, 103]. In contrast,modeling
multi-tier applicationsis lesswell-studied,eventhoughthis �e xible architectureis widely usedfor construct-
ing Internetapplicationsandservices.Extendingsingle-tiermodelsto multi-tier scenariosis non-trivial. Our
modelscanhandleapplicationswith an arbitrarynumberof tiers andtiers with signi�cantly differentper-
formancecharacteristics.Our modelsaredesignedto handlesession-basedworkloadsandcanaccountfor
applicationidiosyncrasiessuchasreplicationat tiers, load imbalancesacrossreplicas,cachingeffects,and
concurrency limits ateachtier.

Dynamic Capacity Provisioning in DedicatedHosting Platforms

Dynamiccapacityprovisioningis a usefultechniquefor handlingthemulti-time-scalevariationsseenin
Internetworkloads.Dynamicprovisioningof resources—allocationanddeallocationof serversto replicated
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ResourceManagementIssue Ourcontribution
Applicationmodel(dedicated) Multi-tier applications
Applicationmodel(shared) Pro�ling basedmodel
Dynamicprovisioning(dedicated) Multi-tier, predictive andreactive,VMMs
Dynamicprovisioning(shared) Multi-tier applications
Overloadmanagement Scalablepolicing
Applicationplacement(dedicated) trivial
Applicationplacement(shared) Theoreticalproperties,onlinealgorithms

Table1.1. Summaryof contributions.

applications—hasbeenstudiedin thecontext of single-tierapplications,of whichclusteredHTTPserversare
themostcommonexample.However, it is non-trivial to extendprovisioningmechanismsdesignedfor single-
tier applicationsto multi-tier scenarios.We designa dynamiccapacityprovisioningapproachfor multi-tier
Internetapplicationsbasedon a combinationof predictive andreactive mechanisms.We alsoshow how a
virtual machinebasedarchitecturecanenablefastreactive provisioning.

Overload Management

We proposeoverloadmanagementmechanismsthatallow a hostingplatformto remainoperationaleven
underextremeoverloads. Our mechanismsallow an applicationto handlerequestarrival ratesof several
thousandrequests/sec.

Managing Resourcesin SharedHosting Platforms

Sharedhostingenvironmentspresentuswith somedistinct resourcemanagementchallengesandoppor-
tunities. In particular, unlike dedicatedenvironmentswe needmechanismsto isolatecollocatedapplication
componentsfrom eachother. Furthermore,it is possibleto achieve �ner grainmultiplexing of resourcesin
a sharedhostingenvironment.We deviseanof�ine pro�ling basedtechniqueto infer theresourceneedsof
applicationsandshow how a sharedplatformmay improve its revenueby carefulunder-provisioningof its
resources.Weformulatetheapplicationplacementproblemthatarisesin sharedhostingplatforms.Westudy
thetheoreticalpropertiesof thisproblemanddeveloponlinealgorithms.

1.5 Overview of Our Hosting Platform Design

Weimplementall ourresourcemanagementalgorithmsin aprototypehostingplatformbasedonacluster
of Linux machinesandevaluatethemusingrealisticapplicationsandworkloads.Wepresentthearchitecture
of ourhostingplatformin Figure1.1.Wealsointroducesometerminologythatweusethroughoutthis thesis.

Our hostingplatform consistsof two main components—thecontrol plane and the nucleus—that are
responsiblefor managingresourcesin the cluster. The control planemanagesresourceson a cluster-wide
basis—it implementsthe applicationmodels,and the algorithmsfor applicationplacementand dynamic
provisioning. The nucleusis responsiblefor managingresourceson eachindividual node. It takesvarious
measurementsthatareneededby theplacement,provisioning,andpolicing algorithms.Architecturally, the
nucleusis distinct from theoperatingsystemkernelon a node.Moreover, unlike a middleware,thenucleus
doesnot sit betweenapplicationsand the kernel; ratherit complementsthe functionality of the operating
systemkernel.Wedescribethedesignof thesecomponentsin Chapters3 and7.

As shown, anapplicationmayconsistof multiple tiers.The�gure shows a dedicatedplatformwith each
tier runningon its own server. In a sharedplatform, we allow multiple applicationcomponentsto sharea
singleserver. Therestof thearchitectureis identicalfor bothhostingmodels.

Eachapplicationis guardedby a sentrywhich performsadmissioncontrol to turn away excessrequests
duringoverloads.Weelaborateon thedesignof asentryin Chapter4.
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Figure 1.1. Hostingplatformarchitecture.

We borrow terminologyfrom RoscoeandLyles [95] andrefer to that componentof anapplicationthat
runsonanindividualnodeasacapsule. Eachapplicationhasat leastonecapsuleandmoreif theapplication
is distributed. Eachcapsuleconsistsof oneor moreresourceprincipals(processes,threads),all of which
belongto thesameapplication.Capsulesprovideausefulabstractionfor logically partitioninganapplication
into sub-componentsandfor exertingcontrolover thedistributionof thesecomponentsontodifferentnodes.
To illustrate,considerane-commerceapplicationconsistingof a Webserver, a Java applicationserver, and
a databaseserver. If all threecomponentsneedto becollocatedon a singlenode,thentheapplicationwill
consistof a singlecapsulewith all threecomponents.On the otherhand,if eachcomponentneedsto be
placedon a differentnode,thentheapplicationshouldbepartitionedinto threecapsules.Dependingon the
numberof its capsules,eachapplicationrunsonasubsetof theplatformnodesandthesesubsetscanoverlap
with oneanotherin sharedhosting.

Eachserver in thehostingplatformcantake oneof the following roles: run anapplicationcomponent,
run the control plane,run a sentry, or be part of the free pool. The free pool containsall the unallocated
servers.

1.6 DissertationRoad-map

Therestof this thesisis structuredasfollows. Chapters2-4 areconcernedwith dedicatedhostingplat-
forms. In Chapter2, wepresentanalyticalmodelsfor Internetapplications.Chapter3 considerstheproblem
of dynamiccapacityprovisioning for Internetapplicationsin a dedicatedhostingenvironment. Chapter4
addressesoverloadmanagementin dedicatedhostingplatforms.Chapters5-7 presentresourcemanagement
solutionsuniqueto asharedhostingenvironment.Weconcludewith asummaryof ourresearchcontributions
in Chapter8.
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CHAPTER 2

APPLICATION MODELING

2.1 Intr oduction

ModernInternetapplicationsarecomplex softwaresystemsthatemploy a multi-tier architectureandare
replicatedor distributedon a clusterof servers. This chapterfocuseson analyticallymodelingthebehavior
of suchmulti-tier Internetapplications.

2.1.1 Moti vation

An analyticalmodelof anInternetapplicationis importantfor thefollowing reasons.

� Capacityprovisioning: Determininghow muchcapacityto allocateto anapplicationin orderfor it to
serviceits peakworkload.

� Performanceprediction: Determiningtheresponsetime of theapplicationfor a givenworkloadanda
givenhardwareandsoftwarecon�guration.

� applicationcon�guration: Determiningvariouscon�gurationparametersof theapplicationin orderto
achieve aspeci�c performancegoal.

� Bottleneck identi�cation andtuning: Identifyingsystembottlenecksfor purposesof tuning.

� Requestpolicing: Turningawayexcessrequestsduringtransientoverloads.

Modelingsingle-tierapplicationssuchasvanilla Webservers(e.g.,Apache[5]) is well studied[37, 75,
103]. In contrast,modelingof multi-tierapplicationsis lesswell studied,eventhoughthis�e xiblearchitecture
is widely usedfor constructingInternetapplications.Extendingsingle-tiermodelsto multi-tier scenariosis
non-trivial due to the following reasons.First, variousapplicationtiers suchas Web, Java, anddatabase
servershavevastlydifferentperformancecharacteristicsandcollectively modelingtheirbehavior is dif�cult.
Further, numerousfactorscomplicatetheperformancemodelingof multi-tier applications:sometiersmaybe
replicatedwhile othersarenot,thereplicasmaynotbeperfectlyloadbalanced,andcachingmaybeemployed
at intermediatetiers. Finally, modernInternetworkloadsaresession-based,whereeachsessioncomprisesa
sequenceof requestswith think-timesin between.For instance,a sessionat anonlineretailercomprisesthe
sequenceof userrequeststo browsetheproductcatalogandto make a purchase.Sessionsarestatefulfrom
theperspective of theapplication,anaspectthatmustbeincorporatedinto themodel.

Thedesignof ananalyticalmodelthatcancapturetheimpactof thesefactorsis thefocusof thischapter.
We presenta model of a multi-tier Internetapplicationbasedon a network of queues,wherethe queues
representdifferenttiers of the application.Our modelcanhandleapplicationswith an arbitrarynumberof
tiers andthosewith signi�cantly differentperformancecharacteristics.A key contribution of our work is
that thecomplex taskof modelinga multi-tier applicationis reducedto thatof modelingrequestprocessing
at individual tiers and the �o w of requestsacrosstiers. Our model is designedto handlesession-based
workloadsandcanaccountfor applicationidiosyncrasiessuchasreplicationat tiers,loadimbalancesacross
replicas,cachingeffects,andconcurrency limits ateachtier.

We validatethe modelusing two open-sourcemulti-tier applicationsrunningon a Linux-basedserver
cluster. We demonstratetheability of our modelto accuratelycapturetheeffectsof a numberof commonly-
usedtechniquessuchas query cachingat the databasetier and class-basedservicedifferentiation. For a
varietyof scenarios,includinganonlineauctionapplicationemploying querycachingat its databasetier, the

8



Tier 1 (non-replicated)Sentry

Drop sessions
(if needed)

Policing Balancer
Load

Tier 1

Tier 2

Tier 3

Tier 2
dispatcherdispatcher

Individual server

Figure 2.1. A three-tierapplication.

averageresponsetimespredictedby ourmodelwerewithin the95%con�denceintervalsof theobservedav-
erageresponsetimes.Weconductadetailedexperimentalstudyusingourprototypeto demonstratetheutility
of our modelfor thepurposesof dynamicprovisioning,responsetime prediction,applicationcon�guration,
andrequestpolicing. Our experimentsdemonstratetheability of our modelto correctlyidentify bottlenecks
in thesystemandtheshiftingof bottlenecksdueto variationsin workload.

2.1.2 Inter net Application Ar chitecture

Thissectionprovidesanoverview of multi-tier applications.Wealsodiscussrelatedwork in thearea.
ModernInternetapplicationsaredesignedusingmultiple tiers.A multi-tier architectureprovidesa �e xi-

ble,modularapproachfor designingsuchapplications.Eachapplicationtier providesaparticularfunctional-
ity to its precedingtier andusesthefunctionalityprovidedby its successorto carryout its partof theoverall
requestprocessing.Thevarioustiersparticipatein theprocessingof eachincomingrequestduringits lifetime
in thesystem.Requestprocessingat eachtier consistsof aninterleaving of periodswherethetier performs
somework on the requestandperiodswhereit awaits someserviceit requestedfrom its successortier, if
any. A requestcirculatesamongthe variousapplicationtiers during its lifetime andmay get processedat
certaintiersmultiple timesbeforethe�nal responseis constructedandreturnedto theclient. Dependingon
theprocessingdemand,a tier maybereplicatedusingclusteringtechniques.In thiscase,adispatcheris used
at eachreplicatedtier to distributerequestsamongthereplicasfor thepurposeof loadbalancing.Figure2.1
depictsa three-tierapplicationwherethe�rst two tiersarereplicated,while thethird oneis not. Suchanar-
chitectureis commonlyemployedby e-commerceapplicationswherea clusteredWebserver anda clustered
Javaapplicationserverconstitutethe�rst two tiers,andthethird tier consistsof anon-replicabledatabase.1

The workloadof an Internetapplicationis assumedto be session-based,wherea sessionconsistsof a
successionof requestsissuedby a client with think timesin between.If a sessionis stateful,which is often
thecase,successive requestswill needto beservicedby thesameserver at eachtier, andthedispatcherwill
needaccountfor this serverstatewhenredirectingrequests.

As shown in Figure2.1, eachapplicationemploys a sentrythat policesincomingsessionsto an appli-
cation's server pool. Incomingsessionsaresubjectedto admissioncontrol at the sentryto ensurethat the
contractedperformanceguaranteesaremet;excesssessionsareturnedawayduringoverloads.

In thiswork, weassumeadedicatedhostingmodel.Thatis, weassumethateachtier of anapplication(or
eachreplicaof a tier) runson a separateserver. Our approachcanbeeasilyextendedto modelapplications
hostedon a sharedhostingplatform if the nodesin the platform have the following property: eachnode
employs schedulersthatguaranteeto provide speci�ed fractionsof its resourcesto thecapsulesrunningon
thatnode.An exampleof sucha scheduleris a reservation-basedscheduler. A reservation-basedscheduler
allows resourcerequirementsto bespeci�edin absoluteterms.Numerousreservation-basedschedulershave

1Traditionallydatabaseservershaveemployedashared-nothingarchitecturethatdoesnotsupportreplication.However, certainnew
databasesemploy ashared-everythingarchitecture[83] thatsupportsclusteringandreplicationbut with certainconstraints.
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Figure 2.2. Requestprocessingin anonlineauctionapplication.

beenproposedrecently, suchasNemesis[69], Rialto [60] andDSRT [72]. A typical resourcespeci�cation
for suchschedulersis apair (x; y), wherex unitsof theresourcearerequestedeveryy timeunits(effectively
requestingx=y fractionof theresource).Analyticalmodelingof applicationsin asharedhostingenvironment
wherethenodesdonotemploy suchschedulers(e.g.,nodesrunningvanillaLinux with its time-sharingCPU
scheduler)is a harderproblemandis beyondthescopeof this thesis.We proposeanalternateapproachfor
modelingapplicationsin sharedenvironmentsin Chapter5.

GivenanInternetapplication,weassumethatit speci�esits desiredperformancerequirementin theform
of a service-level agreement(SLA). We assumetheSLA consistsof a boundon theaverageresponsetime
thatis acceptableto theapplication.For instance,theapplicationSLA mayspecifythattheaverageresponse
timeshouldnotexceedonesecondregardlessof theworkload.

The remainderof this chapteris structuredas follows. Section2.2 takesa closerlook at how request
processingoccursin a multi-tier applicationanddiscussesrelatedwork. We describeour modelin Sections
2.3 and 2.4. Sections2.5 and 2.6 presentexperimentalvalidation of the model and an illustration of its
applicationsrespectively. Finally, Section2.7presentsourconclusions.

2.2 Background and RelatedWork

In this sectionwe describehow requestprocessingoccursin a multi-tier application. We thenpresent
existingwork in theareaof modelingInternetapplications.

2.2.1 RequestProcessingin Multi-tier Applications

Considera multi-tier applicationconsistingof M tiers denotedby T1; T2 throughTM . In the simplest
case,eachrequestis processedexactlyonceby tier Ti andthenforwardedto tier Ti +1 for furtherprocessing.
Oncethe result is computedby the �nal tier TM , it is sentbackto TM � 1, which processesthis resultand
sendsit to TM � 2 andso on. Thus,the result is processedby eachtier in reverseorderuntil it reachesT1,
which thensendsit to the client. Figure2.2 illustratesthe stepsinvolved in processinga “bid” requestat
a three-tieronline auctionsite. The �gure shows how the requesttrickles downstreamandhow the result
propagatesupstreamthroughthevarioustiers2.

More complex processingat the tiers is alsopossible. In suchscenarios,eachrequestcanvisit a tier
multiple times. As an example,considera keyword searchat an online superstore,which triggersa query
on the musiccatalog,a queryon the book catalogandso on. Thesequeriescanbe issuedto the database
tier sequentially, whereeachqueryis issuedafter the resultof the previous queryhasbeenreceived, or in
parallel. Thus,in the generalcase,eachrequestat tier Ti cantriggermultiple requeststo tier Ti +1 . In the
sequentialcase,eachof theserequestsis issuedto Ti +1 oncetheresultof thepreviousrequesthas�nished.

2Wedescribethevarioussoftwaretechnologiesusedto build thisexampleapplicationin Section2.5.1.
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In theparallelcase,all requestsareissuedto Ti +1 atonce.In bothcases,all resultsaremergedandthensent
backto theupstreamtier Ti � 1.

2.2.2 RelatedWork

Modeling single-tierInternetapplications,of which HTTP serversarethe mostcommonexample,has
beenstudiedextensively. Slothouberproposesa queuingmodelof a Webserver servingstaticcontent[103].
Themodelemploys a network of four queues—two modelingtheWebserver itself, andtheothertwo mod-
eling theInternetcommunicationnetwork. Doyle etal. proposeaqueuingmodelfor performanceprediction
of single-tierWebserverswith staticcontent[37]. This approachexplicitly modelsCPU,memory, anddisk
bandwidthin theWebserver, utilizesknowledgeof �le sizeandpopularitydistributions,andrelatesaverage
responsetimeto availableresources.Chandraetal. presentaGPS-based(generalizedprocessorsharing[85])
queuingmodelof a singleresource,suchastheCPU,at a Webserver [24]. Themodelis parameterizedby
online measurementsand is usedto determinethe resourceallocationneededto meetdesiredaveragere-
sponsetime targets. The paperproposesan extensionto multiple resourcesby splitting responsetime into
per-resourcedelaysandusingthesingle-resourcemodel.However, theproblemof partitioningtheresponse
time is unaddressed.We proposea G/G/1 queuingmodelfor replicatedsingle-tierapplications(e.g.,clus-
teredWebservers)[113]. Levy etal. presentthearchitectureandprototypeimplementationof aperformance
managementsystemfor cluster-basedWeb services[70]. The work employs an M/M/1 queuingmodel to
computeresponsestimesof Webrequests.Abdelzaheret al. studya modelof a Webserver for thepurpose
of performancecontrolusingclassicalfeedbackcontrol theory[3]; they alsopresentanimplementationand
evaluationusingtheApacheWebserver in this work. Menasceemploys a combinationof a Markov chain
modelanda queuingnetwork modelto capturetheoperationof a Webserver—theformermodelrepresents
the softwarearchitectureemployed by the Web server (e.g.,process-basedversusthread-based)while the
lattercomputestheWebserver's throughput[75].

Sincetheseefforts focusprimarily on single-tierWebservers,they arenot directlyapplicableto applica-
tionsemploying multipletiers,or to componentssuchasJavaenterpriseserversor databaseserversemployed
by multi-tier applications.Furthermore,many of theaboveeffortsassumestaticWebcontent,while multi-tier
applications,by their verynature,servedynamicWebcontent.

A few recentefforts have focusedon the modelingof multi-tier applications.However, many of these
efforts either make simplifying assumptionsor are basedon simple extensionsof single-tiermodels. A
numberof papershave taken theapproachof modelingonly themostconstrainedor themostbottlenecked
tier of theapplication.For instance,Villela et al. considertheproblemof provisioningserversfor only the
Java applicationtier; they useanM/G/1/PSmodel3 for eachserver in this tier [119]. Similarly, Ranjanet al.
modeltheJavaapplicationtier of ane-commerceapplicationwith N serversasaG/G/Nqueuingsystem[92].
Otherefforts have modeledtheentiremulti-tier applicationusinga singlequeue.For example,Kamraet al.
usea M/GI/1/PSmodelfor ane-commerceapplication[62]. While theseapproachesareusefulfor speci�c
scenarios,they have many limitations. For instance,modelingonly a singlebottlenecked tier of a multi-
tier applicationwill fail to capturecachingeffectsat othertiers. Sucha modelcannotbeusedfor capacity
provisioning of othertiers. Finally, aswe show in our experiments,systembottleneckscanshift from one
tier to anotherwith changesin workloads. Under thesescenarios,thereis no single tier that is the most
constrained.We presentseveralshortcomingsof suchmodelsin Chapter3 usingboth thoughtexperiments
andexperimentson a real prototypehostingplatform. In this chapter, we presenta modelof a multi-tier
applicationthatovercomesthesedrawbacks.Ourmodelexplicitly accountsfor thepresenceof all tierswhile
capturingapplicationartifactssuchassession-basedworkloads,tier replication,load imbalances,caching
effects,andconcurrency limits.

2.3 A Model for a Multi-tier Inter net Application

In this section,we presenta baselinequeuingmodel for a multi-tier Internetapplication,followed by
severalenhancementsto themodelto capturecertainapplicationidiosyncrasies.

3PSstandsfor theprocessorsharingqueuingdiscipline[64].
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2.3.1 The BasicQueuingModel

Consideran applicationwith M tiers denotedby T1, � � � , TM . Initially we assumethat no tier is
replicated—eachtier is assumedto runonexactlyoneserver, anassumptionwerelaxlater.

Modeling Multiple Tiers: We modeltheapplicationusinga network of M queues,Q1; � � � ; QM (see
Figure 2.3). Eachqueuerepresentsan applicationtier and the underlyingserver that it runs on. We as-
sumeaprocessorsharing(PS)disciplineateachqueue,sinceit closelyapproximatestheschedulingpolicies
employedby mostcommodityoperatingsystems(e.g.,Linux CPUtime-sharing).

Whena requestarrivesat tier Ti it triggersoneor morerequestsat its subsequenttier Ti +1 ; recall the
exampleof a keyword searchthat triggersmultiple queriesat different productcatalogs. In our queuing
model, we capturethis phenomenonby allowing a requestto make multiple visits to eachof the queues
duringits overall execution.This is achievedby introducinga transitionfrom eachqueueto its predecessor,
asshown in Figure2.3. A request,aftersomeprocessingat queueQ i , eitherreturnsto Qi � 1 with a certain
probabilitypi or proceedsto Qi +1 with probability(1 � pi ). Theonly exceptionsarethelasttier queueQM ,
whereall requestsreturnto thepreviousqueue,andthe �rst queueQ1, wherea transitionto thepreceding
queuedenotesrequestcompletion.As arguedin Section2.3.2,our modelcanhandlemultiple visits to a tier
regardlessof whetherthey occursequentiallyor in parallel.

Observe that this modelnaturallycapturescachingeffects. If cachingis employedat tier Ti , a cachehit
causestherequestto immediatelyreturnto thepreviousqueueQ i � 1 without triggeringany work in queues
Qi +1 or later. Thus,the impactof cachehits andmissescanbe incorporatedby appropriatelydetermining
thetransitionprobabilitypi andtheservicetimeof a requestatQ i .

Modeling Sessions:Recall from Section2.2 that Internetworkloadsare generallysession-based.A
sessionissuesoneor morerequestsduring its lifetime, oneafter another, with interveningthink times;we
referto thelatterastheuserthink times. Typicalsessionsin anInternetapplicationmaylastseveralminutes.
Thus,our modelneedsto capturethe relatively long-lived natureof sessionsaswell asthe responsetimes
of individual requestswithin a session.We do this by augmentingour queuingnetwork with a subsystem
modelingtheactive sessionsof theapplication.We modelsessionsusinganin�nite serverqueuingsystem,
Q0, thatfeedsournetwork of queuesandformstheclosed-queuingsystemshown in Figure2.3. Theservers
in Q0 capturethesession-basednatureof theworkloadasfollows. Eachactivesessionisassumedto “occupy”
oneserver in Q0. As shown in Figure2.3, a requestissuedby a sessionemanatesfrom a server in Q0 and
enterstheapplicationat Q1. It thenmovesthroughthequeuesQ1; � � � ; QM , possiblyvisiting somequeues
multiple times(ascapturedby thetransitionsfrom eachtier to its precedingtier) andgettingprocessedat the
visitedqueues.Eventually, its processingcompletes,andit returnsto a server in Q0. Thetime spentat Q0

correspondsto thethink time of theuser;thenext requestof thesessionis issuedsubsequently. Thein�nite
server systemalsoenablesthe modelto capturethe independenceof the userthink timesfrom the request
servicetimesat theapplication.
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Let Si denotetheservicetimeof arequestatQ i (1 � i � M ). Let pi denotetheprobabilitythatarequest
makesa transitionfrom Q i to Qi � 1 (notethatpM = 1); p1 denotesthetransitionprobabilityfrom Q1 to Q0.
Finally, let Z denotetheservicetimeatany server in Q0, which is essentiallytheuserthink time. Ourmodel
requirestheseparametersasinputsin orderto computetheaverageend-to-endresponsetimeof a request.

Our discussionthus far hasimplicitly assumedthat sessionsnever terminate. In practice,the number
of sessionsbeingservicedwill vary asexisting sessionsterminateandnew sessionsarrive. Our modelcan
computethemeanresponsetimefor agivennumberof concurrentsessionsN . Thispropertycanbeusedfor
admissioncontrolat theapplicationsentry, asdiscussedin Section2.6.2.

2.3.2 Deriving ResponseTimesfr om the Model

The Mean-ValueAnalysis(MVA) algorithm[93] for closed-queuingnetworks canbe usedto compute
themeanresponsetime experiencedby a requestin our network of queues.TheMVA algorithmis basedon
the following key queuingtheoryresult: In product-formclosedqueuingnetworks4, whena requestmoves
fromqueueQi to anotherqueueQj , it sees,at thetimeof its arrival at Q j , a systemwith thesamestatistics
asa systemwith onelesscustomer. Consideraproduct-formclosed-queuingnetwork with N customers.Let
�Am (N ) denotethe averagenumberof customersin queueQm seenby an arriving customer. Let �L m (N )
denotetheaveragelengthof queueQm in suchasystem.Then,theabove resultimplies

�Am (N ) = �L m (N � 1): (2.1)

Given this result,the MVA algorithmiteratively computesthe averageresponsetime of a request.The
MVA algorithmusesEquation(2.1) to introducecustomersinto thequeuingnetwork, oneby one,anddeter-
minestheresultingaveragedelaysat variousqueuesat eachstep. It terminateswhenall N customershave
beenintroduced,andyieldstheaverageresponsetime experiencedby N concurrentcustomers.Notethata
sessionin ourmodelcorrespondsto acustomerin theresultdescribedby Equation(2.1).TheMVA algorithm
for anM -tier InternetapplicationservicingN sessionssimultaneouslyis presentedin Algorithm 1 andthe
associatednotationis in Table2.1.

Thealgorithmusesthenotionof a visit ratio for eachqueueQ1, � � � , QM . Thevisit ratio Vm for queue
Qm (1 � m � M ) is de�ned astheaveragenumberof visits madeby a requestto Qm duringits processing
(that is, from whenit emanatesfrom Q0 andwhenit returnsto Q0 for the�rst time). Visit ratiosareeasyto
computefrom thetransitionprobabilitiesp1; � � � ; pM andprovide analternaterepresentationof thequeuing
network. Theuseof visit ratiosin lieu of transitionprobabilitiesenablesthemodelto capturemultiple visits
to a tier regardlessof whetherthey occursequentiallyor in parallel—thevisit ratio only concernsthemean
numberof visitsmadeby a requestto aqueueandnotwhenor in whatorder thesevisitsoccur.

Thus,giventheaverageservicetimesandvisit ratiosfor thequeues,theaveragethink time of a session,
andthenumberof concurrentsessions,thealgorithmcomputestheaverageresponsetime �R of a request.

2.3.3 Estimating the Model Parameters

In orderto computetheresponsetime, themodelrequiresseveralparametersasinputs.In practice,these
parameterscanbeestimatedby monitoringtheapplicationasit servicesits workload.To do so,we assume
thattheunderlyingoperatingsystemandapplicationsoftwarecomponents(suchastheApacheWebserver)
providemonitoringhooksto enableaccurateestimationof theseparameters.Ourexperiencewith theLinux-
basedmulti-tier applicationsusedin our experimentsis thatsuchfunctionality is eitheralreadyavailableor
canbe implementedat a modestcost. The restof this sectiondescribeshow thevariousmodelparameters
canbeestimatedin practice.

4The term product-formappliesto any queuingnetwork in which the expressionfor the equilibrium probability hasthe form of
P (n1 ; � � � ; nM ) = 1

G ( N )

Q M
i =1 f i (n i ) wheref i (n1 ) is somefunctionof thenumberof jobsat thei th queue,G(N) is anormalizing

constant.Productform solutionsareknown to exist for abroadclassof networks,includingoneswheretheschedulingdisciplineateach
queueis processorsharing(PS).
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input : N ; �Sm ; Vm ; 1 � m � M ; �Z
output : �Rm (avg. delayatQm ), �R (avg. resp.time)

initialization :
�R0 = �D0 = �Z ; �L 0 = 0;

for m = 1 to M do
�L m = 0;
�Dm = Vm � �Sm /* servicedemand*/;

end
/* introduceN customers,oneby one*/

for n = 1 to N do
for m = 1 to M do

�Rm = �Dm � (1 + �L m ) /* averagedelay*/;
end

� =

 
n

�R0 +
P M

m =1
�Rm

!

/* throughput*/;

for m = 1 to M do
�L m = � � �Rm /* Little' s law */;

end
�L 0 = � � �R0;

end
�R =

P m = M
m =1

�Rm /* responsetime*/;

Algorithm 1: Mean-valueanalysisalgorithmfor anM -tier application.

Estimating visit ratios: Thevisit ratio for any tier of a multi-tier applicationis theaveragenumberof
timesthattier is invokedduringa request's lifetime. Let � r eq denotethenumberof requestsservicedby the
entireapplicationover adurationt. Thenthevisit ratio for tier Ti canbesimplyestimatedas

Vi �
� i

� r eq
:

where� i is thenumberof requestsservicedby thattier in thatduration.By choosingasuitablylargeduration
t, agoodestimatefor Vi canbeobtained.Wenotethatthevisit ratiosareeasyto estimateonline.Thenumber
of requestsservicedby theapplication� r eq canbemonitoredat theapplicationsentry. For replicatedtiers,
the numberof requestsservicedby all serversof that tier canbe monitoredat the dispatchers.Monitoring
bothparametersrequiressimplecountersat thesecomponents.For non-replicatedtiersthatlackadispatcher,
thenumberof servicedrequestscanbedeterminedby real-timeprocessingof the tier logs. In thedatabase
tier, for instance,thenumberof queriesandtransactionsprocessedover a durationt canbedeterminedby
processingthedatabaselog usingascript.

Estimating service times: ApplicationcomponentssuchasWeb,Java, anddatabaseserversall support
extensiveloggingfacilitiesandcanlog avarietyof usefulinformationabouteachservicedrequest.In particu-
lar, thesecomponentscanlog theresidencetimeof individual requestsasobservedat thattier—theresidence
time includesthe time spentby the requestat this tier andall subsequenttiers that processedthis request.
This logging facility canbe usedto estimateper-tier servicetimes. Let �X i denotethe averageper-request
residencetime at tier Ti . We startby estimatingthemeanservicetime at thelasttier. Sincethis tier doesnot
invoke servicesfrom any othertiers,therequestexecutiontime at this tier underlightly loadedconditionsis
anexcellentestimateof theservicetime. Thus,wehave: �SM � �X M :

Let Si , X i , andni berandomvariablesdenotingtheservicetime of a requestat a tier Ti , residencetime
of a requestat tier Ti , andthenumberof timesTi requestsservicefrom Ti +1 aspartof theoverall request
processing,respectively. Then,underlightly loadedconditions,

Si = X i � ni � X i +1 ; 1 � i < M :
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Symbol Meaning
M Numberof servers
N Numberof sessions
Qm Queuerepresentingtier Tm (1 � m � M )
Q0 Inf. server systemto capturesessions
�Z Userthink time
�Sm Avg. per-requestservicetimeatQm
�L m Avg. lengthof Qm

� Throughput
�Rm Avg. per-requestdelayatQm
�R Avg. per-requestresponsetime
�Dm Avg. per-requestservicedemandatQm

Vm Visit ratio for Qm
�Am Avg. num.customersin Qm

seenby anarriving customer

Table2.1. Notationusedin describingtheMVA algorithm.

Takingaveragesonbothsides,weget

�Si = �X i � E [ni � X i +1 ] :

Sinceni andX i +1 areindependent,thisgivesus

�Si = �X i � �ni � �X i +1 = �X i �
�

Vi +1

Vi

�
� �X i +1 :

Thus,theservicetimesat tiersT1, � � � , TM � 1 canbeestimated.
Estimating think times: The averageuserthink time, �Z , canbe obtainedby recordingthe arrival and

�nish timesof individual requestsat thesentry. �Z is estimatedastheaveragetime elapsedbetweenwhena
request�nishes andwhenthenext request(belongingto thesamesession)arrivesat thesentry. By usinga
suf�cient numberof observations,wecanobtainagoodestimateof �Z .

Incr easedService TimesDuring Overloads: Our estimationof thetier-speci�c servicetimesassumed
lightly loadedconditions.As theloadonatier grows,softwareoverheadsthatarenotcapturedby ourmodel,
suchas waiting on locks, virtual memorypaging,and context switch overheads,can becomesigni�cant
componentsof therequestprocessingtime.

Incorporatingtheimpactof increasedcontext switchingoverheador contentionfor memoryor locksinto
ourmodelis non-trivial. Ratherthanexplicitly modelingtheseeffects,we implicitly accountfor their impact
by associatingincreasedservicetimeswith requestsunderheavy loads. We usethe Utilization Law [68]
for a queuingsystemwhich statesthat S = �=� , where� and� arethe queueutilization andthroughput,
respectively. Consequently, wecanimprove ourestimateof theaverageservicetimeat tier Ti as

�S0
i = max

�
�Si ;

� i

� i

�
;

where� i is the utilization of the busiestresource(e.g. CPU, disk, or network interface)and� i is the tier
throughput.Sinceall modernoperatingsystemssupportfacilities for monitoringsystemperformance(e.g.,
thesysstatpackagein Linux [97]), theutilizationsof variousresourcesareeasyto obtainonline. Similarly,
thetier throughput� i canbedeterminedat thedispatcheror from logsby countingthenumberof completed
requestsin adurationt.

2.4 Model Enhancements

This sectionproposesenhancementsto our baselinemodelto capturefour applicationartifacts:replica-
tion andloadimbalanceat tiers,concurrency limits, andmultiplesessionclasses.
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2.4.1 Replication and Load Imbalanceat Tiers

Recallthatourbaselinemodelassumesasingleserver(queue)pertier andconsequentlydoesnotsupport
the notion of replicationat a tier. We now enhanceour model to handlethis scenario.Let r i denotethe
numberof replicasat tier Ti . Our approachto capturereplicationat tier Ti is to replacethesinglequeueQ i

with r i queues,Qi; 1, � � � , Qi;r i , onefor eachreplica. A requestin any queuecannow make a transitionto
any of ther i � 1 queuesof theprevioustier or to any of ther i +1 queuesof thenext tier.

In general,whenever a tier is replicated,a dispatcheris necessaryto distributerequeststo replicas.The
dispatcherdetermineswhich requestto forwardto which replicaanddirectly in�uencesthetransitionsmade
by a request.

Thedispatcheris alsoresponsiblefor balancingloadacrossreplicas.In aperfectlyload-balancedsystem,
eachreplicaprocesses1r i

fractionof thetotalworkloadof thattier. In practice,however, perfectloadbalanc-
ing is dif�cult to achievefor thefollowing reasons.First, if asessionis stateful,successiverequestswill need
to beservicedby thesamestatefulserver at eachtier; thedispatcheris forcedto forwardall requestsfrom
a sessionto this replicaregardlessof the loadon otherreplicas.Second,if cachingis employedby a tier, a
sessionandits requestsmaybepreferentiallyforwardedto a replicawherea responseis likely to becached.
Thus,sessionsmayhave af�nity for particularreplicas.Third, differentsessionsimposedifferentprocessing
demands.Thiscanresultin variability in resourceusageof sessions,andsimpletechniquessuchasforward-
ing a new sessionto theleast-loadedreplicamaynot beableto countertheresultingloadimbalance.Thus,
theissuesof replicationandloadimbalancearecloselyrelated.Ourenhancementcapturestheimpactof both
thesefactors.

In orderto capturetheloadimbalanceacrossreplicas,weexplicitly modeltheloadat individual replicas.
Let � j

i denotethenumberof requestsforwardedto thej th mostloadedreplicaof tier Ti over someduration
t. Let � i denotethe total numberof requestshandledby that tier over this duration. Then,the imbalance
factor� j

i is computedas

� j
i =

 
� j

i

� i

!

:

We useexponentiallysmoothedaveragesof theseratios �� j
i asmeasuresof the load imbalanceat individual

replicas.Thevisit ratiosof thevariousreplicasarethenchosenas

Vi;j = Vi
�� j

i :

Thehighertheloadona replica,thehigherthevalueof theimbalancefactor, andthehigherits visit ratio. In
a perfectlyload-balancedsystem,� j

i = 1
r i

, 8j . Observe that thenumberof requestsforwardedto a replica

� j
i andthetotalnumberof requests� i canbemeasuredat thedispatcherusingcounters.TheMVA algorithm

canthenbeusedwith thesemodi�ed visit ratiosto determinetheaverageresponsetime.

2.4.2 Handling ConcurrencyLimits at Tiers

Thesoftwarecomponentsof an Internetapplicationhave limits on theamountof concurrency they can
handle.For instance,theApacheWebserverusesacon�gurableparameterto limit thenumberof concurrent
threadsor processesthat arespawnedto servicerequests.This limit preventsthe residentmemorysizeof
Apachefrom exceedingtheavailableRAM andpreventsthrashing.Connectionsareturnedaway whenthis
limit is reached.Othertiersimposesimilar limits.

The modeldevelopedthusfar assumesthat eachreplicaat any tier canservicean unboundednumber
of simultaneousrequestsandfails to capturethe behavior of the applicationwhenthe concurrency limit is
reachedat any softwarecomponent.This is depictedin Figure2.4(a),which shows the responsetime of a
three-tierapplicationcalledRubis that is con�gured with a concurrency limit of 150 for the ApacheWeb
serveranda limit of 75for themiddleJavatier (detailsof theapplicationappearin Section2.5.1).As shown,
theresponsetimespredictedby themodelmatchtheobservedresponsetimesuntil theconcurrency limit is
reached.Beyond this point, themodelcontinuesto assumean increasingnumberof simultaneousrequests
beingservicedandpredictsanincreasein responsetime,while theactualresponsetimeof successfulrequests
showsa �at trenddueto anincreasingnumberof droppedrequests.
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Figure 2.4. Responsetime of Rubiswith 95%con�denceintervals. A concurrency limit of 150for Apache
and75 for themiddleJava tier is used.Figure(a) depictsthedeviation of thebaselinemodelfrom observed
behavior whenconcurrency limit is reached.Figure(b) depictstheability of theenhancedmodelto capture
thiseffect.

In general,whentheconcurrency limit is reachedat a softwarecomponentin tier Ti , oneof two actions
arepossible:(1) it cansilently dropadditionalrequestsandrely upona timeoutmechanismin thesoftware
componentin tier Ti � 1 that issuedthis requestto detectthesedrops,or (2) it canexplicitly notify tier Ti � 1

of its inability to serve therequest(by returninganerrormessage).In eithercase,tier Ti � 1 mayreissuethe
requestsomenumberof timesbeforeabandoningits attempts.It will theneitherdroptherequestor explicitly
notify its precedingtier. Finally, tier T1 cannotify theclientof thefailure.

Ratherthandistinguishingbetweenthesepossibilities,weemploy ageneralapproachfor capturingthese
effects.As before,let Vi;j denotethevisit ratio to thereplicaQ i;j in tier Ti . Noticethattheonlinetechnique
describedin Section2.3.3will not accuratelyestimatethevisit ratio at a softwarecomponentif its concur-
rency limit hasbeenreached.This is becausetheconcurrency limit will causesomerequeststo bedropped,
whereasthetechniquepresentedin Section2.3.3is basedontheassumptionthatall requestsarriving atasoft-
warecomponentaresuccessfullyservicedby it. Therefore,our enhancementrelieson visit ratiosestimated
usingof�ine measurementsconductedwith all concurrency limits setto suf�ciently high values.Thesevisit
ratiosarecorrectedto captureload imbalancesat replicatedtiersexactly asdescribedin Section2.4.1. Let
K i denotetheconcurrency limit at Q i;j (1 � j � r i ). To capturerequeststhataredroppedat Q i;j whenits
concurrency limit is reached,weaddanadditionaltransitionto themodeldevelopedthusfar. At theentrance
of Qi;j , weadda transitioninto anin�nite serverqueuingsubsystemQdr op

i;j . Let V dr op
i;j denotethevisit ratio

for Qdr op
i;j asshown in Figure2.5. For sake of clarity we have only shown onereplicaat eachtier. Qdr op

i;j has

ameanservicetimeof Sdr op
i ; noticethatthis is thesamefor all thereplicasin thetier Ti . Thisenhancement

allows us to distinguishbetweentheprocessingof requeststhatgetdroppeddueto concurrency limits and
thosethatareprocessedsuccessfully. Requeststhatareprocessedsuccessfullyaremodeledexactly asin the
basicmodel.RequeststhataredroppedatQ i;j experiencesomedelayin thesubsystemQdr op

i;j beforereturn-
ing to Q0—this modelsthe delaybetweenwhena requestis droppedat tier Ti andwhenthis information
getspropagatedto theclient thatinitiatedtherequest.

As in thebaselinemodel,wecanusetheMVA algorithmto computethemeanresponsetimeof arequest.
The algorithmcomputesthe fraction of requeststhat �nish successfullyandthosethat encounterfailures,
aswell asthe delaysexperiencedby both typesof requests.To do so, we needto estimatethe additional
parametersthatwe have addedto our basicmodel,namely, V dr op

i;j for eachreplicain tier Ti andSdr op
i for

eachtier Ti .
Estimating V dr op

i;j : Ourapproachto estimateV dr op
i;j consistsof thefollowing two steps.

Step 1: Estimatethroughputof the queuingnetwork if there were no concurrency limits: Solve the
queuingnetwork shown in Figure2.5 usingthe MVA algorithmusingV dr op

i;j = 0 (i.e., assumingthat the
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Figure2.5.Multi-tier applicationmodelenhancedto handleconcurrency limits. Sinceeachtier hasonly one
replica,weuseonly onesubscriptin ournotation.

queueshave no concurrency limits). Let � denotethe throughputcomputedby the MVA algorithmin this
step.

Step 2: EstimateV dr op
i;j : TreatQi;j asan open,�nite-buffer M/M/1/K i queuewith arrival rate �V i;j

(usingthe� computedin Step1). Let pdr op
i;j denotetheprobabilityof buffer over�ow in thisM/M/1/K i queue

[64]. ThenV dr op
i;j is estimatedas:V dr op

i;j = pdr op
i;j � Vi;j . Also, Vi;j is updatedas:Vi;j = (1 � pdr op

i;j ) � Vi;j .

Estimating Sdr op
i : An estimateof Sdr op

i is application-speci�canddependson the mannerin which
informationaboutdroppedrequestsis conveyedto theclient,andhow theclient respondsto it. In ourcurrent
model, we make the simplifying assumptionthat upon detectinga failed request,the client reissuesthe
request.This is capturedby thetransitionsfrom Qdr op

i;j (1 � j � r i ) backto Q0 in Figure2.5. Ourapproach

for estimatingSdr op
i is to subjecttheapplicationto anof�ine workloadthatcausesthelimit to beexceeded

only at tier Ti (this canbeachievedby settinga low concurrency limit at thattier andsuf�ciently high limits
atall theothertiers),andthenrecordtheresponsetimesof therequeststhatdonot �nish successfully. Sdr op

i
is thenestimatedasthedifferencebetweentheaverageresponsetime of theseunsuccessfulrequestsandthe
sumof theservicetimesat tiersT1, � � � , Ti � 1, multipliedby their respective visit ratios.

In Figure2.4(b)we plot theresponsetimesfor Rubisaspredictedby our enhancedmodel.We �nd that
thisenhancementenablesusto capturethebehavior of theRubisapplicationevenwhenits concurrency limit
is reached.

2.4.3 Handling Multiple SessionClasses

Internetapplicationstypically classifyincomingsessionsinto multipleclasses. Typically, suchclassi�ca-
tionhelpstheapplicationsentryto preferentiallyadmitrequestsfrommoreimportantclassesduringoverloads
anddroprequestsfrom lessimportantclasses.

Wecanextendourbaselinemodelto accountfor thepresenceof differentsessionclassesandto compute
the responsetime of requestswithin eachclass. Consideran Internetapplicationwith C sessionclasses:
C1; C2; : : : ; CC . Assumethatthesentryimplementsaclassi�cationalgorithmto mapeachincomingsession
to oneof theseclasses.We canusea straightforwardextensionof theMVA algorithmto dealwith multiple
sessionclasses.This is presentedin Algorithm 2. Thenotationusedin thisalgorithmis asimpleextensionof
thatusedin Algorithm 1 with anadditionalsubscriptc to denoterequestsof classc. N c denotesthenumberof
sessionsof classc. Wedenotethetotalnumberof sessionsby N asbefore,soN =

P C
c=1 Nc. Thisalgorithm
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is basedonthefollowing extensionof theresult(2.1).Let N � 1c = (N1; : : : ; Nc� 1; Nc � 1; Nc+1 ; : : : ; NC ).
For closedproduct-formnetworks,

�Ac;m (N ) = �L m (N � 1c): (2.2)

The notion of feasiblepopulationusedin Algorithm 2 needsexplanation. A feasiblepopulationwith n
sessionstotal is a setof sessionssuchthat thenumberof sessionswithin eachclassc is between0 andN c,
andthesumof thenumberof jobsin all classesis n.

We notethat this algorithmrequiresthe visit ratios,servicetimes,andthink time to be measuredon a
per-classbasis. For handlingload imbalancesat replicatedtiers, we proposeto correctthe per-classvisit
ratiosby employing load imbalancefactorsdeterminedusingthe heuristicdescribedin Section2.4.1. Our
approachmakes the simplifying assumptionof identical load imbalancefactorsfor the variousclassesat
eachtier. Finally, we re�ne our techniquefor dealingwith concurrency limits presentedin Section2.4.2
to accommodatemultiple classes.We estimateSdr op

i exactly asin Section2.4.2becausethis parameteris
independentof the classof a request.The estimationof the drop probabilities,however, needsto be done
on a per-classbasis.We do this by enhancingthe two stepproceduredescribedin Section2.4.2. Let Vc;i;j

denotethevisit ratio for classc requestsatQ i;j andV dr op
c;i;j thevisit ratio for classc requestsatQdr op

i;j .
Step 1: Estimatethroughputof the queuingnetwork if there were no concurrency limits: Solve the

queuingnetwork using the multi-classMVA algorithmwith V dr op
c;i;j = 0; 1 � c � C (i.e., assumingthat

the queueshave no concurrency limits). Let � =
P C

c=1 � c denotethe throughputcomputedby the MVA
algorithmin thisstep.

Step 2: EstimateV dr op
c;i;j : TreatQi;j asan open,�nite-buffer M/M/1/K i queuewith arrival rate �V i;j

(using the � computedin Step1). Let pdr op
i;j denotethe probability of buffer over�ow in this M/M/1/K i

queue[64]. ThenV dr op
c;i;j is estimatedas: V dr op

c;i;j = pdr op
i;j � Vc;i;j � � c

� . Also, Vc;i;j is updatedas: Vc;i;j =

(1 � pdr op
i;j ) � Vc;i;j � � c

� .
Given a C-tuple (N1; � � � ; NC ) of sessionsbelongingto the C classesthat aresimultaneouslyserviced

by theapplication,thealgorithmcancomputetheaveragedelaysincurredat eachqueueandtheend-to-end
responsetime on a per-classbasis. In Section2.6.2,we discusshow this algorithmcanbeusedto �e xibly
implementsessionpolicingpoliciesin anInternetapplication.

2.4.4 Other SalientFeatures

Ourclosedqueuingmodelhasseveraldesirablefeatures.
Simplicity: For anM -tier applicationwith N concurrentsessions,theMVA algorithmhasa time com-

plexity of O(M N ). Thealgorithmis simpleto implement,andasarguedearlier, themodelparametersare
easyto measureonline.

Generality: Our model can handlean applicationwith arbitrary numberof tiers. Further, when the
schedulingdisciplineis processorsharing(PS),theMVA algorithmworkswithout makingany assumptions
abouttheservicetimedistributionsof thecustomers[68]. Thisfeatureis highly desirablefor two reasons:(1)
it is representative of schedulingpoliciesin commodityoperatingsystems(e.g.,Linux's CPUtime-sharing),
and (2) it implies that our model is suf�ciently generalto handleworkloadswith arbitrary servicetime
requirements.5

While our model is able to capturea numberof applicationidiosyncrasies,certainscenariosare not
explicitly captured.

Multiple resources: We modeleachserver occupiedby a tier usinga singlequeue.In reality, theserver
containsvariousresourcessuchastheCPU,disk, memory, andthenetwork interface.Our modelcurrently
doesnot capturethe utilization of variousserver resourcesby a requestat a tier. An enhancementto the
modelwherevariousresourceswithin a server aremodeledasa network of queuesis thesubjectof future
work.

Resourcesheldsimultaneouslyat multipletiers: Our modelessentiallycapturesthepassageof a request
throughthetiersof anapplicationasa juxtapositionof periods,duringeachof which therequestutilizesthe

5Theapplicabilityof theMVA algorithmis morerestrictedwith someotherschedulingdisciplines.For example,in thepresenceof
a FIFO schedulingdisciplineat a queue,theservicetime at a queueneedsto beexponentiallydistributedfor theMVA algorithmto be
applicable.
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input : Nc (num.sessionsof classc), �Sc;m ; Vc;m ; 1 � c � C; 1 � m � M ; �Z
output : �Rc;m (avg. delaysatQm ), �Rc (avg. resp.time for classc), 1 � c � C

initialization :

for c = 1 to C do
�Rc;0 = �D c;0 = �Z ;

end
�L 0(0) = 0;

for m = 1 to M do
�L m (0) = 0;
for c = 1 to C do

�D c;m = Vc;m � �Sc;m /* servicedemand*/;
end

end
/* introduceN customers,oneby one*/

for n = 1 to N do
for eachfeasiblepopl. n = (n1; : : : ; nC ) s. t. n =

P C
c=1 nc; nc � 0

for c = 1 to C do
for m = 1 to M do

�Rc;m = �D c;m � (1 + �L m (n � 1c)) /* averagedelay*/;
end

end
for c = 1 to C do

� c =

 
nc

�Rc;0 +
P M

m =1
�Rc;m

!

/* throughput*/;

for m = 1 to M do
�L m (n) =

P C
c=1 � c � �Rc;m /* Little' s law */;

end
end
�L 0(n) =

P C
c=1 � c � �Rc;0;

end

for c = 1 to C do
for m = 1 to M do

�Rc =
P m = M

m =1
�Rc;m /* responsetime*/;

end
end

Algorithm 2: Mean-valueanalysisalgorithmfor anM -tier applicationwith C classes.
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resourcesatexactlyonetier. Althoughthisisareasonableassumptionfor alargeclassof Internetapplications,
it doesnot apply to certainInternetapplicationssuchas streamingvideo servers. A video server that is
constructedasapipelineof processingmoduleswill haveall of its modulesor “tiers” activeasit continuously
processesandstreamsavideoto aclient. Ourmodeldoesnotapplyto suchapplications.

2.5 Model Validation

In this sectionwepresentourexperimentalsetupfollowedby ourexperimentalvalidationof themodel.

2.5.1 Experimental Setup

Applications: We usetwo open-sourcemulti-tier applicationsin our experimentalstudy. Rubisimple-
mentsthecorefunctionalityof aneBaylikeauctionsite: selling,browsing,andbidding. It implementsthree
typesof usersessions,hasninetablesin thedatabaseandde�nes 26 interactionsthatcanbeaccessedfrom
theclients' Webbrowsers.Rubbosis a bulletin-boardapplicationmodeledafteranonlinenews forum like
Slashdot. Usershave two different levels of access:regular userandmoderator. The main tablesin the
databaseare the users,stories,comments,andsubmissionstables. Rubbosprovides24 Web interactions.
Both applicationsweredevelopedby theDynaServer groupat RiceUniversity [39]. Eachapplicationcon-
tainsa Java-basedclient that generatesa session-orientedworkload. We modi�ed theseclientsto generate
the workloadsandtake the measurementsneededby our experiments.We chosean averagedurationof 5
minutesfor thesessionsof bothRubisandRubbos.For bothapplications,we chosethethink time from an
exponentialdistributionwith ameanof 1 second.

We used3-tier versionsof theseapplications. We �rst provide an overview of the varioussoftware
technologiesusedto build theseapplications.

� Javaservlets: Early in theWWW'shistory, theCommonGateway Interface(CGI) [23] wasde�ned to
allow Webserversto processuserinputandservedynamiccontent.CGI programscanbedevelopedin
any scriptor programminglanguage,but Perl is by far themostcommonlanguage.CGI is supported
by virtually all Webserversandmany Perlmodulesareavailableasfreewareor sharewareto handle
mosttasks.But CGI is not withoutdrawbacks.Performanceandscalabilityarebig problems.Sharing
resourcessuchasdatabaseconnectionsbetweenscriptsor multiple callsto thesamescript is far from
trivial, leadingto repeatedexecutionof expensive operations.TheJava ServletAPI wasdevelopedto
leveragethe advantagesof the Java platform to solve the issuesof CGI andproprietaryAPIs. It is a
simpleAPI supportedby virtually all Webserversandeven load-balancing,fault-tolerantapplication
servers. It solvestheperformanceproblemby executingall requestsasthreadsin oneprocess,or in a
load-balancedsystem,in oneprocessperserver in thecluster.

A servletis a Java classandthereforeneedsto beexecutedin a Java VM by a servicecalleda servlet
container. SomeWeb servers,suchasSun's Java Web Server (JWS) [58] are implementedin Java
andhave a built-in servletcontainer. OtherWebservers,suchastheApacheWebserver [5], require
a servletcontaineradd-onmodule.Theadd-oninterceptsall requestsfor servlets,executesthemand
returnstheresponsethroughtheWebserver to theclient. Tomcat[111] is theservletcontainerthat is
usedin theof�cial ReferenceImplementationfor theJavaServlettechnology.

� EnterpriseJavaBeans: EnterpriseJavaBeans(EJB) [42] technologyis theserver-sidecomponentar-
chitecturefor theJava2 Platform,EnterpriseEdition(J2EE)platform[56]. Java2 Platform,Enterprise
Edition(J2EE)de�nesthestandardfor developingcomponent-basedmulti-tier enterpriseapplications.
FeaturesincludeWeb servicessupportanddevelopmenttools (SDK). EJB technologyenablesrapid
andsimpli�ed developmentof distributed, transactional,secure,andportableapplicationsbasedon
Java technology. TheJBossApplicationServer [59] is apopularEJBcontainer.

The front tier wasbasedon Apache2.0.48Webserver. We experimentedwith two implementationsof
the middle tier for Rubis—(i) basedon Java servlets,and(ii) basedon Sun's J2EEEnterpriseJava Beans
(EJBs).Themiddletier for Rubboswasbasedon Java servlets.We employedTomcat4.1.29astheservlets
containerandJBoss3.2.2astheEJBcontainer. We usedKernelTCPVirtual Server(ktcpvs)version0.0.14
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Figure 2.6. Rubisbasedon Java servlets:bottleneckat CPUof middle tier. Theconcurrency limits for the
ApacheWebserverandtheJavaservletscontainerweresetto be150and75,respectively.
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Figure 2.7. Rubisbasedon Java servlets:bottleneckat CPUof databasetier. Theconcurrency limits for the
ApacheWebserverandtheJavaservletscontainerweresetto be150and75,respectively.

[67] to implementtheapplicationsentry. ktcpvsis anopen-source,Layer-7 (applicationlayer) requestdis-
patcherimplementedasa Linux kernelmodule. A round-robinload balancerimplementedin ktcpvswas
usedfor Apache.Requestdispatchingfor themiddletier wasperformedby mod jk, anApachemodulethat
implementsa variantof roundrobin requestdistribution while taking into accountsessionaf�nity . Finally,
thedatabasetier wasbasedon theMysql 4.0.18databaseserver [80].

Hosting envir onment: We conductedexperimentswith the applicationshostedon two differentkinds
of machines.The �rst hostingenvironmentconsistedof IBM servers (model 6565-3BU) with 662 MHz
processorsand256MB RAM connectedby 100MbpsEthernet. The secondsetting,usedfor experiments
reportedin Section2.6, hadDell serverswith 2.8GHzprocessorsand512MB RAM interconnectedusing
Gigabit Ethernet.This served to verify thatour modelwas�e xible enoughto captureapplicationsrunning
on different typesof machines.Finally, the workloadgeneratorswere run on machineswith Pentium-III
processorswith speeds450MHz-1GHzandRAM sizesin the range128-512MB.All themachinesran the
Linux 2.4.20kernel.

2.5.2 PerformancePrediction

We conducta setof experimentswith thepurposeof ascertainingtheability of our modelto predictthe
responsetime of multi-tier applications.We experimentwith two kindsof applications(RubisandRubbos),
two differentimplementationsof Rubis(basedonJavaservletsandEJBs),anddifferentworkloadsfor Rubis.
Eachof thethreeapplicationtiersareassignedoneserver, exceptin theexperimentsreportedin Section2.5.4.
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Figure 2.8. Rubisbasedon EJB:bottleneckat CPUof middle tier. Theconcurrency limits for theApache
WebserverandtheJavaservletscontainerweresetto be150and75,respectively.

We vary thenumberof concurrentsessionsseenby theapplicationandmeasuretheaverageresponsetimes
of successfully�nished requestsover 30 secondintervals. Eachexperimentlasts30 minutes.We compute
theaverageresponsetimeandthe95%con�denceintervalsfrom theseobservations.

Our �rst experimentusesRubiswith aJavaservlets-basedmiddletier. Weusetwo differentworkloads—
W 1: CPU-intensive on the Java servletstier, and W 2: CPU-intensive on the databasetier. Thesewere
createdby modifying theRubisclient so that it generatedan increasedfractionof requeststhatstressedthe
desiredtier. Earlier, in Figure2.4(b) we presentthe averageresponsetime and95% con�denceintervals
for sessionsvarying from 1 to 500 for the workloadW 1. Includedin this �gure arethe averageresponse
timespredictedby our basicmodelandour modelenhancedto handleconcurrency limits. Additionally, we
presenttheobservedandpredictedresidencetimesin Figure2.6(a).Figure2.6(b)shows thattheCPUonthe
Java servletstier becomessaturatedbeyond100sessionsfor this workload. As explainedin Section2.4.2,
thebasicmodelfails to capturethe responsetimesfor workloadshigherthanabout100sessionsdueto an
increasein the fraction of requeststhat arrive at the Apacheandservletstiers only to be droppedbecause
the tiers areoperatingat their concurrency limits. We �nd that our enhancedmodel is ableto capturethe
effectof droppedrequestsat thesehighworkloadsandcontinuesto predictresponsetimeswell for theentire
workloadrange.

Figure2.7plotstheresponsetimes,theresidencetimes,andtheserverCPUutilizationsfor servlets-based
Rubissubjectedto theworkloadW 2 with varyingnumberof sessions.As shown in Figure2.7(c),theCPU
on the databaseserver is the bottleneckresourcefor this workload. We �nd that our basicmodelcaptures
responsetimeswell.

Next, we repeatthe experimentdescribedabove with Rubisbasedon an EJB-basedmiddle tier. Our
resultsarepresentedin Figure2.8. Again, our basicmodelcapturesthe responsetime well until the con-
currency limits at ApacheandJBossare reached.As the numberof sessionsgrows beyond theselimits,
increasinglylargefractionsof requestsaredropped,therequestthroughputsaturates,andthemeanresponse
timeof requeststhatcompletesuccessfullyexhibitsa�at trend.Ourenhancementto themodelis againfound
to capturethiseffectwell.

Finally, werepeattheaboveexperimentwith theRubbosapplication.WeuseaJavaservletbasedmiddle
tier for Rubbosandsubjectthe applicationto the workloadW 1 that is CPU-intensive on the servlettier.
Figure2.9presentstheobservedandpredictedresponsetimesaswell astheserverCPUutilizations.We�nd
thatourenhancedmodelpredictsresponsetimeswell over thechosenworkloadrangefor Rubbos.

2.5.3 Query Cachingat the Database

Recentversionsof theMysql server featurea querycache.Whenin use,thequerycachestoresthetext
of a SELECTquerytogetherwith thecorrespondingresultthatwassentto theclient. If the identicalquery

23



 0

 2000

 4000

 6000

 8000

 10000

 12000

 0  100  200  300  400  500

A
vg

. r
es

p.
 ti

m
e 

(m
se

c)

Num. simult. sessions

Observed
Basic Model

Enhanced Model

 0
 10
 20
 30
 40
 50
 60
 70
 80
 90

 100

 0  100  200  300  400  500

A
vg

. C
P

U
 u

sa
ge

 (
%

)

Num. simult. sessions

Apache
Tomcat

Mysql

(a)Responsetime (b) CPUutilizations

Figure 2.9. Rubbosbasedon Java servlets:bottleneckat CPUof middletier. Theconcurrency limits for the
ApacheWebserverandtheJavaservletscontainerweresetto be150and75,respectively.
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Figure 2.10.Cachingat thedatabasetier of Rubbos.

is received later, theserver retrievesthe resultsfrom thequerycacheratherthanparsingandexecutingthe
queryagain. Querycachingat thedatabasehastheeffectof reducingtheaverageservicetimeat thedatabase
tier. We conductanexperimentto determinehow well our modelcancapturethe impactof querycaching
on responsetime. We subjectRubbosto a workloadconsistingof 50 simultaneoussessions.To simulate
differentdegreesof querycachingat Mysql, we usea featureof Mysql queriesthat allows the issuerof a
queryto specifythat the databaseserver not useits cacheto servicethis query6. We modi�ed the Rubbos
servletsto make themrequestdifferentfractionsof thequerieswith this option. For eachdegreeof caching
we plot theaverageresponsetime with 95%con�denceintervals in Figure2.10. As expected,theobserved
responsetime decreasessteadilyas the degreeof query cachingincreases—theaverageresponsetime is
nearly1400msecwithout querycachingandreducesto about100msecwhenall thequeriesarecached.In
Figure2.10we alsoplot theaverageresponsetime predictedby our modelfor differentdegreesof caching.
We �nd that our model is ableto capturethe impactof the reducedqueryprocessingtime with increasing
degreesof cachingon averageresponsetime. Thepredictedresponsetimesarefoundto bewithin the95%
con�denceinterval of theobservedresponsetimesfor theentirerangeof querycaching.

6Speci�cally, replacingaSELECTwith SELECT SQL NOCACHEensuresthatMysql doesnotcachethisquery.
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Figure2.11.Loadimbalanceat themiddletier of Rubis.(a)and(b) presentnumberof requestsandresponse
timesclassi�edonaper-replicabasis;(c) presentsresponsetimesclassi�edaccordingto mostloaded,second
mostloaded,andmostloadedreplicasandoverall averageresponsetimes.

2.5.4 Load Imbalanceat ReplicatedTiers

We con�gure Rubisusinga replicatedJava servletstier—we assignthreeservers to this tier. We use
the workloadW 1 with 100 simultaneoussessions.The userthink timesfor a sessionarechosenusingan
exponentialdistributionwhosemeanis drawn uniformly at randomfrom thesetf 1 second;5 secondsg. We
chooseshort-lived sessionswith a meansessiondurationof 1 minute. Our resultsarepresentedin Figure
2.11. Note that replicationat the middle tier causesthe responsetimesto be signi�cantly smallerthanin
the experimentdepictedin Figure2.6(a). Further, choosingsessionswith two widely differentthink times
ensuresvariability in theworkloadimposedby individual sessionsandcreatesloadimbalanceat themiddle
tier.

Figure2.11(a)plots thenumberof requestspassingthrougheachof thethreeserversin theservletstier
over 30 secondintervalsduringa 10 minuterun of this experiment;Figure2.11(b)plotstheaverageend-to-
endresponsetimesfor theserequests.These�gures show the imbalancein the load on the threereplicas.
Also, themostloadedserverchangesovertime—choosingashortsessiondurationcausestheloadimbalance
to shift amongreplicasfrequently. Figure2.11(c)plots the averageresponsetimesobserved for requests
passingthroughthe threeservers—insteadof presentingresponsetimescorrespondingto speci�c servers,
we plot valuesfor the leastloaded,thesecondleastloaded,andthemostloadedserver. Figure2.11(c)also
shows theresponsetimespredictedby themodelassumingperfectload balancingat themiddletier. Under
this assumption,we seea deviation betweenthe predictedvaluesandthe observed responsetimes. Next,
we usethemodelenhancementdescribedin Section2.4.1to captureloadimbalance.For this workloadthe
valuesfor theloadimbalancefactorsusedby ourenhancementweredeterminedto be �� 1

2 = 0:25, �� 2
2 = 0:32,

and �� 3
2 = 0:43. We plot theresponsetimespredictedby theenhancedmodelat theextremeright in Figure

2.11(c).Weobserve thattheuseof theseadditionalparametersimprovesourpredictionof theresponsetime.
Thepredictedaverageresponsetime (1350msec)closelymatchedtheobservedvalue(1295msec);with the
assumptionof perfectloadbalancingthemodelunderestimatedtheaverageresponsetime to be950msec.

2.5.5 Multiple SessionClasses

We createdtwo classesof RubissessionsusingtheworkloadsW 1 andW 2 respectively. Recallthat the
requestsin theseclasseshavedifferentservicetimerequirementsatdifferenttiers—W 1 is CPU-intensiveon
theJava servletstier while W 2 is CPUintensive on thedatabasetier. We conducttwo setsof experiments,
eachof which involveskeepingthe numberof sessionsof oneclass�x ed at 10 andvarying the numberof
sessionsof theotherclass.Wethencomputetheper-classaverageresponsetimepredictedby themulti-class
versionof our model(Section2.4.3).We plot theobservedandpredictedresponsetimesfor thetwo classes
in Figure2.12.While thepredictedresponsetimescloselymatchtheobservedvaluesfor the�rst experiment,
in thesecondexperiment(Figure2.12(b)),we observe thatour modelunderestimatestheresponsetime for
class1 for 50sessions—weattributethis to aninaccurateestimationof theservicetimeof class1 requestsat
theservletstier at this load.

25



 0

 1000

 2000

 3000

 4000

 5000

 6000

 7000

 0  5  10  15  20  25  30  35  40  45  50

A
vg

. r
es

p.
 ti

m
e 

(m
se

c)

Num. class 2 sessions

Observed for class 1
Observed for class 2
Predicted for class 1
Predicted for class 2

 0

 500

 1000

 1500

 2000

 2500

 0  5  10  15  20  25  30  35  40  45  50

A
vg

. r
es

p.
 ti

m
e 

(m
se

c)

Num. class 1 sessions

Observed for class 1
Observed for class 2
Predicted for class 1
Predicted for class 2

(a)Tenclass-1sessions (b) Tenclass-2sessions
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while thoseof class2 weregeneratedusingworkloadW 2.

2.6 Applications of the Model

In this sectionwe demonstratesomeapplicationsof our modelfor managingresourcesin a hostingplat-
form. Wealsodiscusssomeimportantissuesrelatedto theonlineuseof ourmodel.

2.6.1 Dynamic Capacity Provisioning and Bottleneck Identi�cation

Dynamiccapacityprovisioningis a usefultechniquefor handlingthemulti-time-scalevariationsseenin
Internetworkloads. The goal of dynamicprovisioning is to dynamicallyallocatesuf�cient capacityto the
tiersof anapplicationsothat its responsetime needscanbemetevenin thepresenceof thepeakworkload.
Two key componentsof a dynamicprovisioningtechniquearepredictingtheworkloadof anapplicationand
determiningthecapacityneededto servethispredictedworkload.Theformerproblemhasbeenaddressedby
Hellersteinetal. [53]. Theworkloadestimatesmadeby suchpredictorscanbeusedby ourmodelto address
the issueof how muchcapacityto provision. In Chapter3, we extensively studythe problemof dynamic
capacityprovisioningin hostingplatforms.Hereweconductanexploratoryexperimentto evaluatetheutility
of ourmodelfor dynamiccapacityprovisioning.

Observe that the inputs to our model-basedprovisioning techniqueare the workload characteristics,
numberof sessionsto be servicedsimultaneously, and the responsetime target, and the desired output is
a capacityassignmentfor the application. We startwith an initial assignmentof oneserver to eachtier.
We usethe MVA algorithmto determinethe resultingaverageresponsetime asdescribedin Sections2.3
and2.4. In casethis is worsethanthe target,we usethe MVA algorithmto determine,for eachreplicable
tier, the responsetime resultingfrom theadditionof onemoreserver to it. We adda server to the tier that
resultsin thegreatestimprovementin responsetime. We repeatthis until we have anassignmentfor which
the predictedresponsetime is below the target—thisassignmentyields the capacityto be assignedto the
application's tiers7. Theabove provisioningprocedurehasa time complexity of O(kM N ), wherek is the
numberof servers that the applicationis eventuallyassigned,M is the the numberof tiers, andN is the
numberof sessions.Sinceprovisioningdecisionsaretypically madeoverperiodsof tensof minutesor hours,
this run-timeis tolerable.

We conductanexperimentto demonstratetheapplicationof our modelto dynamicallyprovision Rubis
con�gured usingJava servletsat its middle tier. We assumean idealizedworkloadpredictorthatcanaccu-
ratelyforecasttheworkloadfor thenearfuture. We generateda one-hourlong sessionarrival processbased

7Note that our currentdiscussionassumesthat it is always possibleto meetthe responsetime target by addingenoughservers.
Sometimesthismaynotbepossible(e.g.,dueto theworkloadexceedingtheentireavailablecapacity, or anon-replicabletier becoming
saturated)andwemayhave to employ admissioncontrolin additionto provisioning.This is discussedin Section2.6.2.
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Figure 2.13.Model-baseddynamicprovisioningof serversfor Rubis.

on a Webtracefrom the1998SoccerWorld Cupsite [7]; this is shown in Figure2.13(a).Sessionsaregen-
eratedaccordingto this arrival processusingworkloadW 1. This tracecontainedthenumberof arrivalsper
minuteto this Web site during oneday of the World Cup event. Basedon this tracewe createda smaller
traceto drive our experiment.This tracewasobtainedby compressingtheoriginal 24-hourlong traceto 1
hour. This wasdoneby picking arrivals for every 24th minuteanddiscardingthe rest. This enabledus to
capturethe time-of-dayeffect asa “time-of-hour” effect. Further, the requestarrival ratewasscaleddown
so it could be sustainedby our hardware. Sessionsfor Rubiswerethengeneratedaccordingto the arrival
processdescribedin this trace(shown in Figure2.13(a))usingworkloadW 1.

We implementeda provisioning unit that invokesthe model-basedproceduredescribedabove every 10
minutesto determinethe capacityrequiredto handlethe workloadduring the next interval. Our goal was
to maintainanaverageresponsetime of 1 secondfor Rubisrequests.Sinceour modelrequiresthenumber
of simultaneoussessionsasinput, theprovisioningunit convertedthepeakrateduringthenext interval into
anestimateof thenumberof simultaneoussessionsfor which to allocatecapacityusingLittle' s Law [64] as
N = � � d, where� is thepeaksessionarrival rateduring thenext interval asgivenby thepredictorandd
is theaveragesessionduration. Theprovisioningunit ranon a separateserver. It implementedscriptsthat
remotelylog on to theapplicationsentryandthedispatchersfor theaffectedtiersafterevery re-computation
to enforcethenewly computedallocations.Theconcurrency limits of theApacheWebserverandtheTomcat
servletscontainerwerebothsetto 100.Wepresenttheworkingof ourprovisioningunit andtheperformance
of Rubisin Figure2.13(b). Theprovisioningunit is successfulin changingthecapacityof theservletstier
to matchtheworkload—recallthatworkloadW 1 is CPUintensive on this tier. Thesessionarrival rategoes
up from about10 sess/minat t = 20 minutesto nearly30 sess/minat t = 40 minutes.Correspondingly, the
requestarrival rateincreasesfrom about1500req/minto about4200req/min.Theprovisioningunit increases
thenumberof Tomcatreplicasfrom 2 to amaximumof 7 duringtheexperiment.Further, at t = 30minutes,
thenumberof simultaneoussessionsduring theupcoming10 minuteinterval is predictedto behigherthan
the concurrency limit of the Apachetier. To prevent new sessionsbeing droppeddue to the connection
limit beingreachedat Apache,a secondApacheserver is addedto theapplication.Thus,our model-based
provisioning is able to identify potentialbottlenecksat different tiers (connectionsat ApacheandCPU at
Tomcat)andmaintainresponsetime targetsby addingcapacityappropriately. We notethat the single-tier
modelsdescribedin Section2.2.2will only beableto addcapacityto onetier andwill fail to capturesuch
changingbottlenecks.

2.6.2 SessionPolicing and Class-basedDiffer entiation

As mentionedin Chapter1, an importantcomponentof an Internetapplicationin our proposedhosting
platform architectureis a sentrythat policesincomingsessionsto an application's server pool—incoming
sessionsaresubjectedto admissioncontrolat thesentryto ensurethatthecontractedperformanceguarantees
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aremet; excesssessionsare turnedaway during overloads. In an applicationsupportingmultiple classes
of sessions,with possiblydifferent responsetime requirementsandrevenueschemesfor differentclasses,
it is desirableto designa sentrythat, during a �ash crowd, candeterminea subsetof sessionsadmitting
which would optimize a meaningfulmetric. An exampleof sucha metric could be the overall expected
revenuegeneratedby the admittedsessionswhile meetingtheir responsetime targets(this constrainton
responsetimeswill beassumedto hold in therestof ourdiscussionwithoutbeingstated).Formally, givenL
sessionclasses,C1, � � � , CL , with up to N i sessionsof classCi andusingoverall revenueasthemetricto be
optimized,thegoalof thesentryis to determineanL-tuple(N admit

1 , � � � , N admit
L ) suchthat

8ni � N i (1 � i � L );
X

i

r evi (N admit
i ) �

X

i

r evi (ni );

wherer evi (ni ) denotestherevenuegeneratedby n i admittedsessionsof Ci .
Our multi-classmodeldescribedin Section2.4.3providesa �e xible procedurefor realizingthis. First,

observethattheinputsto thisprocedurearetheworkloadcharacteristicsof variousclassesandthecapacities
assignedto theapplicationtiers, andthedesiredoutputis thenumberof sessionsof each classto admit. In
theory, we could usethe multi-classMVA algorithmto determinethe revenueyieldedby every admissible
L-tuple.Clearly, thiswouldbecomputationallyprohibitive. Instead,weuseagreedyheuristicthatconsiders
thesessionclassesin a non-increasingorderof their revenue-per-session.For theclassunderconsideration,
it addssessionsuntil eitherall availablesessionsareexhausted,or addinganothersessionwould causethe
meanresponsetime of at leastoneclass,aspredictedby themodel,to violateits target.Theoutcomeof this
procedureis anL-tupleof thenumberof sessionsthatcanbeusedby thepolicerto make admissioncontrol
decisions.

We now describeour experimentsto demonstratethe working of the sessionpolicer for Rubis. We
con�guredtheservletsversionof Rubiswith 2 replicasof theservletstier. Similar to Section2.4.3,wechose
W 1 andW 2 to constructtwo sessionclassesC1 andC2 respectively. Theresponsetime targetsfor thetwo
classeswerechosento be1 secondand2 seconds;therevenueyieldedby eachadmittedsessionwasassumed
to be$0.1and$1 respectively. We assumesessiondurationsof exactly 10 minutesfor illustrative purposes.
We createthe following �ash crowd scenarios.We assumethat 150 sessionsof C1 and10 sessionsof C2

arrive at t = 0; 50 sessionseachof C1 andC2 areassumedto arrive at t = 10 minutes. Figure2.14(a)
presentsthe working of our model-basedpolicer. At t = 0, basedon the proceduredescribedabove, the
policer �rst admitsall 10 sessionsof theclasswith higherrevenue-per-session,namelyC2; it thenproceeds
to admit asmany sessionsof C1 asit can(90) while keepingthe averageresponsetimesundertarget. At
t = 10 minutes,the policer �rst admitsasmany sessionsof C2 as it can (21); it thenadmits5 sessions
of C1—admittingmorewould, accordingto the model,causethe meanresponsetime of C2 to exceedits
threshold.We �nd from Figure2.14(a)thatthemeanresponsetime requirementsof boththeclassesaremet
duringtheexperiment.We make two additionalobservations:(i) during[0, 10] minutes,themeanresponse
time of C2 is well below its targetof 2 seconds.This is becausethereareonly 10 sessionsof this class,less
thanthecapacityof thedatabasetier for thedesiredresponsetime target; sincethe90 sessionsof C1 stress
mainly theservletstier (recallthenatureof W 1 andW 2), they haveminimal impacton theresponsetimeof
C2 sessions,which mainly exercisethedatabasetier, and(ii) during(10, 20] minutes,the responsetime of
C1 is well below its targetof 1 second.This is becausethepoliceradmitsonly 5 C1 sessions;theservletstier
is lightly loadedsincetheC2 sessionsdonotstressit, andthereforetheC1 sessionsexperiencelow response
times.

Figure 2.14(b)demonstratesthe impact of admitting more sessionson applicationresponsetime. At
t = 0, the policer admitsexcessC1 sessions—itadmits140 and 10 sessionsrespectively. We �nd that
sessionsof C1 experiencedegradedresponsetimes (in excessof 2 secondsas opposedto the desired1
second).Similarly, at t = 10minutes,it admitsexcessC2 sessions—itadmits5 and31sessionsrespectively.
Now sessionsof C2 experiencemeanresponsetime violations. Observe that admittingexcesssessionsof
oneclassdoesnotcauseaperceptibledegradationin theperformanceof theotherclassbecausethey exercise
differenttiersof theapplication.
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Figure 2.14. Maximizing revenuevia differentiatedsessionpolicing in Rubis. The applicationservestwo
classesof sessions.

2.7 Concluding Remarks

In this chapter, we presentedananalyticalmodelfor multi-tier Internetapplications.Our modelis based
on using a network of queuesto representhow the tiers in a multi-tier applicationcooperateto process
requests.Our modelis generalenoughto captureInternetapplicationswith anarbitrarynumberof hetero-
geneoustiers,is inherentlydesignedto handlesession-basedworkloads,andcanaccountfor applicationid-
iosyncrasiessuchasloadimbalanceswithin areplicatedtier, cachingeffects,thepresenceof multipleclasses
of sessions,andlimits on theamountof concurrency at eachtier. Themodelparametersareeasyto measure
andupdate.We validatedthemodelusingtwo open-sourcemulti-tier applicationsrunningon a Linux-based
server cluster. Our experimentsdemonstratedthat our model faithfully capturesthe performanceof these
applicationsfor avarietyof workloadsandcon�gurations.Weexploredtheutility of ourmodelin managing
resourcesfor Internetapplicationsundervaryingworkloadsandshifting bottlenecks.We investigatethis in
moredepthin thesubsequentchapters.
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CHAPTER 3

DYNAMIC CAPACITY PROVISIONING

3.1 Intr oduction

As describedin Chapter2, typical Internetapplicationsemploy a multi-tier architecture,with eachtier
providing acertainfunctionality. Provisioningmulti-tier applicationsraisesnew challengesnotaddressedby
prior work onprovisioningsingle-tierapplications.In thischapter, we focusondynamicresourceprovision-
ing for Internetapplicationsthatemploy amulti-tier architecture.

3.1.1 Moti vation

Internetapplicationstendto seedynamicallyvaryingworkloadsthatcontainlong-termvariationssuchas
time-of-dayeffectsaswell asshort-term�uctuations dueto �ash crowds. Predictingthepeakworkloadof
anInternetapplicationandcapacityprovisioningbasedon theseworstcaseestimatesis notoriouslydif�cult.
Under-estimatingthe peakworkloadcanresult in an applicationoverload,causingthe applicationto crash
or becomeunresponsive. Therearenumerousdocumentedexamplesof Internetapplicationsthat facedan
outagedueto anunexpectedoverload.For instance,thenormallywell-provisionedAmazon.comsitesuffered
a forty-minutedown-timedueto anoverloadduringthepopularholidayseasonin November1999.

Giventhedif�culties in predictingpeakInternetworkloads,anapplicationneedsto employ acombination
of dynamicprovisioningandrequestpolicing to handleworkloadvariations.Dynamicprovisioningenables
additionalresourcessuchasserversto beallocatedto anapplicationon-the-�y to handleworkloadincreases,
while policing enablesthe applicationto temporarilyturn away excessrequestswhile additionalresources
arebeingprovisioned. In this chapter, we arguethatagile,proactive provisioning techniquesarenecessary
to handleboth long-termand short-termworkload �uctuations seenby Internetapplications. To address
theseissues,wepresentpredictiveandreactiveprovisioningmechanismsaswell asanovel hostingplatform
architecturebasedonvirtual machinemonitors.

3.1.2 RelatedWork

Somepapershaveaddressedtheproblemof provisioningresourcesatthegranularityof individualservers
asin ourwork. Ranjanetal. [92] considertheproblemof dynamicallyvaryingthenumberof serversassigned
to a singleservicehostedon a datacenter. Their objective is to minimize thenumberof serversneededto
meetthe service's QoStargets. The algorithmis basedon a simpleschemeto extrapolatethe currentsize
of theserver setbasedon observationsof utilization levelsandworkloadsto determinetheserver setof the
right sizeandis evaluatedvia simulations.The Oceanoprojectat IBM [6] hasdevelopeda server farm in
whichserverscanbemoveddynamicallyacrosshostedapplicationsdependingon theirchangingneeds.The
main focusof this paperwason the implementationissuesinvolved in building sucha platformratherthan
theexactalgorithmsfor provisioning.

Theremainderof this chapteris structuredasfollows. Section3.2presentsanoverview of theproposed
system.Sections3.2-3.5presentour provisioningalgorithms.We presentour prototypeimplementationin
Section3.6,ourexperimentalevaluationin Section3.7,andconclusionsin Section3.8.

3.2 Provisioning Algorithm Overview

Thegoalof our provisioningalgorithmis to allocatesuf�cient capacityto the tiersof anapplicationso
thatits SLA canbemetevenin thepresenceof thepeakworkload.At theheartof any provisioningapproach
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lie two issues:howmuch to provisionandwhen? Weprovideanoverview of ourprovisioningalgorithmfrom
thisperspective.

How much to provision: We usetheapplicationmodeldevelopedin Chapter2 to determinehow many
servers to allocateto eachtier andeachapplication,Using this asa building block, we candeterminethe
numberof serversnecessaryat eachtier to handlea peaksessionarrival rateof � andprovision resources
accordingly. Our approachovercomesthedrawbacksof independentper-tier provisioningandtheblackbox
approaches:While the capacityneededat eachtier is determinedseparatelyusingour queuingmodel,the
desiredcapacitiesareallocatedto thevarioustiersall at once.This ensuresthateachprovisioningdecision
immediatelyresultsin anincreasein effective capacityof theapplication.

When to Provision: Thedecisionof whento provision dependson thedynamicsof Internetworkloads.
Internetworkloadsexhibit long-termvariationssuchastime-of-dayor seasonaleffectsaswell asshort-term
�uctuations suchas�ash crowds. While long-termvariationscanbepredictedaheadof time by observing
pastvariations,short-term�uctuationsarelesspredictable,or in somecases,notpredictable.Our techniques
employ two different methodsto handlevariationsobserved at different time scales. We usepredictive
provisioning to estimatethe workload for the next few hoursand provision for it accordingly. Reactive
provisioning is usedto correcterrorsin the long-termpredictionsor to reactto unanticipated�ash crowds.
Whereaspredictive provisioningattemptsto “stay ahead”of theanticipatedworkload�uctuations, reactive
provisioningenablesthehostingplatformto beagileto deviationsfrom theexpectedworkload.

Thefollowing sectionspresentourpredictive andreactive provisioningmethods.

3.3 How Much to Provision: Modeling Multi-tier Applications

To determinehow many serversto provision for anapplication,weusethemodelpresentedin Chapter2.
Givenanaveragesessionthink-timeof Z , andanaveragesessiondurationof � , usingLittle' s Law [65], we
cantranslatethesessionarrival rateof � to aaveragenumberof active sessionsgive by � � � .

Wethenusethemodelasdescribedin Section2.6.1to determinethenumberof servers� 1; : : : � k needed
at the k tiers to handlea peakdemandof � . We thenincreasethe capacityof all tiers to thesevaluesin a
singlestep,resultingin an immediateincreasein effective capacity. In the event � i exceedsthe degreeof
replicationM i of a tier theactualallocationis reducedto this limit. Thus,eachtier is allocatednomorethan
min(� i ; M i ) servers.To ensurethattheSLA is notviolatedwhentheallocationis reducedto M i , theexcess
requestsmustbeturnedawayat thesentry.

3.4 When to Provision?

In this section,we presenttwo methods—predictive andreactive—toprovision resourcesover long and
shorttime-scales,respectively.

3.4.1 Predictive Provisioning for the Long Term

The goal of predictive provisioning is to provision resourcesover time scalesof hoursanddays. The
techniqueusesaworkloadpredictorto predictthepeakdemandover thenext severalhoursor adayandthen
usesthemodelpresentedin Chapter2 to determinethenumberof serversthatareneededto meetthis peak
demand.Predictiveprovisioningis motivatedby long-termvariationssuchastime-of-dayor seasonaleffects
exhibited by Internetworkloads[53]. For instance,the workloadseenby an Internetapplicationtypically
peaksaroundnoonevery dayandis at its lowestin themiddleof thenight. Similarly, theworkloadseenby
onlineretail Websitesis higherduringtheholidayshoppingmonthsof NovemberandDecemberthanother
monthsof theyear. Thesecyclic patternstendto repeatandcanbepredictedaheadof timeby observingpast
variations.By employing a workloadpredictorthatcanpredictthesevariations,our predictive provisioning
techniquecanallocateserversto anapplicationwell aheadof theexpectedworkloadpeak.This ensuresthat
applicationperformancedoesnotsuffer evenunderthepeakdemand.

The key to predictive provisioning is the workload predictor. In this section,we presenta workload
predictorthatestimatesthetail of thearrival ratedistribution (i.e., thepeakdemand)for thenext few hours.
Otherstatisticalworkloadpredictivetechniquesproposedin theliteraturecanalsobeusedwith ourpredictive
provisioningtechnique[53, 94].

31



NoonMidnight 11 PM

prob. distrib.

H
ou

rly
 s

es
si

on
 a

rr
iv

al
 r

at
e

histogram

num. arrivals

Pr

Pr

arrivals observedduring noon�1PM

num. arrivals

?

Sunday

Monday

Tuesday

Today

recent trends  predicted demand

prediction for noon�1PM today

correction

high percentile

Figure 3.1. Theworkloadpredictionalgorithm.

Ourworkloadpredictoris basedonatechniqueproposedby Roliaetal. [94] andusespastobservationsof
theworkloadto predictpeakdemandthatwill beseenover a periodof time T. For simplicity of exposition,
assumethat T = 1 hour. In that case,the predictorestimatesthe peakdemandthat will be seenover the
next onehour, at thebeginningof eachhour. To do so,it maintainsa historyof thesessionarrival rateseen
during eachhour of the day over the pastseveral days. A histogramis thengeneratedfor eachhour using
observationsfor that hour from the pastseveral days(seeFigure3.1). Eachhistogramyields a probability
distribution of thearrival ratefor thathour. Thepeakworkloadfor a particularhour is estimatedasa high
percentileof thearrival ratedistributionfor thathour(seeFigure3.1).Thus,by usingthetail of thearrival rate
distribution to predictpeakdemand,thepredictive provisioningtechniquecanallocatesuf�cient capacityto
handletheworst-caseload,shouldit arrive. Further, monitoringthedemandfor eachhourof thedayenables
thepredictorto capturetime-of-dayeffects.

In additionto usingobservationsfrom prior days,theworkloadseenin thepastfew hoursof thecurrent
daycanbeusedto furtherimprove predictionaccuracy. Let � pr ed(t) denotethepredictedarrival rateduring
a particularhourdenotedby t. Furtherlet � obs(t) denotetheactualarrival rateseenduring this hour. The
predictionerroris simply � obs(t) � � pr ed(t). In theeventof a consistentlypositivepredictionerrorover the
pastfew hours,indicatingthatthepredictoris consistentlyunderestimatingpeakdemand,thepredictedvalue
for thenext houris correctedusingtheobservederror:

� pr ed(t) = � pr ed(t) +
t � 1X

i = t � h

max(0; � obs(i ) � � pr ed(i ))
h

;

wherethe secondexpressiondenotesthe meanpredictionerror over the pasth hours. We only consider
positiveerrorsin orderto correctunderestimatesof thepredictedpeakdemand—negativeerrorsindicatethat
theobservedworkloadis lessthanthepeakdemand,whichonly meansthattheworst-caseworkloaddid not
arrive in thathourandis notnecessarilyapredictionerror.

Using the predictedpeakarrival rate for eachapplication,the predictive provisioning techniqueuses
the model to determinethe numberof servers that shouldbe allocatedto eachtier of an application. An
increasein allocationmustbe met by borrowing serversfrom the free pool or underloadedapplications—
underloadedapplicationsarethosewhosenew allocationsarelessthantheir currentallocations.If thetotal
numberof requiredserversis lessthantheserversavailablein thefreepoolandthosereleasedby underloaded
applications,thena utility-basedapproach[27] canbeusedto arbitratetheallocationof availableserversto
needyapplications. Servers areallocatedto applicationsthat bene�t most from themas de�ned by their
SLAs.
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3.4.2 ReactiveProvisioning: Handling Prediction Err ors and FlashCrowds

Theworkloadpredictoroutlinedin theprevioussectionis not perfect. It may incur predictionerrorsif
theworkloadonagivendaydeviatesfrom its behavior onpreviousdays.Further, suddenloadspikesor �ash
crowds are inherentlyunpredictablephenomena.Finally, errorsin the online measurementsof the model
parameterscantranslateinto errorsin theallocationscomputedby themodel.Reactive provisioningis used
to swiftly reactto suchunforeseenevents. Reactive provisioning operateson time scaleson the orderof
minutescheckingfor workloadanomalies.If any anomaliesaredetected,thenit allocatesadditionalcapacity
to varioustiersto handletheworkloadincrease.

Reactive provisioning is invoked onceevery few minutes. It can also be invoked on-demandby the
applicationsentryif theobservedrequestdroprateincreasesbeyonda threshold.In eithercase,it compares
the currentlyobserved sessionarrival rate� obs(t) over the pastfew minutesto the predictedrate� pr ed(t).
If the two differ by morethana threshold,corrective action is necessary. Speci�cally if � obs ( t )

� pr ed ( t ) > � 1 or
droprate> � 2, where� 1 and� 2 areapplication-de�nedthresholds,thenit computesa new server allocation.
This canbeachievedin oneof two ways. Oneapproachis to usethemodelto computea new allocationof
serversfor the varioustiers that cansustainan arrival rate� obs(t). The secondapproachis to increasethe
allocationof all tiersthatareator nearsaturationby aconstantamount(e.g.,10%).Thenew allocationneeds
to ensurethatthebottleneckdoesnotshift to anotherdownstreamtier; thecapacityof any suchtier mayalso
needto beincreasedproportionately. Theadvantageof usingthemodelto computethenew allocationis that
it yieldsthenew capacityin asinglestep,asopposedto thelatterapproachthatincreasescapacityby a �x ed
amount.Theadvantageof thelatterapproachis thatit is independentof themodelandcanhandleany errors
in themeasurementsusedto parameterizethemodel. In eithercase,theeffective capacityof theapplication
is raisedto handletheincreasedworkload.

The additionalservers are borrowed from the free pool if available. If the free pool is empty or has
an insuf�cient numberof servers,thentheseserversneedto be borrowed from otherunderloadedapplica-
tions runningon thehostingplatform. An applicationis saidto beunderloadedif its observedworkloadis
signi�cantly lowerthanits provisionedcapacity:if � obs ( t )

� pr ed ( t ) < � l ow , where� l ow is a low watermarkthreshold.
Sincea singleinvocationof reactive provisioningmaybe insuf�cient to bring suf�cient capacityonline

duringa largeloadspike, repeatedinvocationsmaybenecessaryin quicksuccessionto handletheworkload
increase.

Together, predictive andreactive provisioning canhandlelong-termpredictableworkloadvariationsas
well asshortterm �uctuations thatarelesspredictable.Predictive provisioningallocatescapacityaheadof
time in anticipationof a certainpeakworkload,while reactive provisioning takescorrective actionafter an
anomalousworkloadincreasehasbeenobserved. Putanotherway, predictive provisioningattemptsto stay
aheadof theworkload�uctuations,while reactive provisioningfollows workload�uctuationscorrectingfor
errors.

3.4.3 RequestPolicing

Requestpolicing enablesthe hostedapplicationsto temporarilyturn away excessrequestswhile addi-
tional resourcesarebeingprovisioned. Also, sometimestheremay not be enoughresourcesin the hosting
platform to meetan application's entireworkload. In this case,the applicationemploys its policer to turn
away excessrequestssothatadmittedrequestscontinuemeetingtheSLA. A simplerequestpolicing policy
could work asfollows. The predictorandreactorconvey the peaksessionarrival ratefor which they have
allocatedcapacityto theapplication's sentry. This is doneevery time theallocationis changed.Thesentry
thenensuresthat theadmissionratedoesnot exceedthis threshold,droppingexcesssessions.In Chapter4,
wedescribeamoresophisticatedrequestpolicingapproach.

3.5 Agile Server Switching usingVMMs

A Virtual MachineMonitor (VMM) is a softwarelayerthatvirtualizestheresourcesof a physicalserver
andsupportsthe executionof multiple virtual machines(VMs) [17]. EachVM runsa separateoperating
systemandanapplicationcapsulewithin it. TheVMM enablesserversresources,suchastheCPU,memory,
diskandnetwork bandwidth,to bepartitionedamongtheresidentvirtual machines.
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Figure 3.2. Virtual MachineBasedHostingPlatformArchitecture.

TraditionallyVMMs havebeenemployedin sharedhostingenvironmentsto runmultipleapplicationsand
theirVMs onasingleserver; theVM providesisolationacrossapplicationswhile theVMM supports�e xible
partitioningof server resourcesacrossapplications.In dedicatedhosting,no morethanoneapplicationcan
beactiveonagivenphysicalserver, andasaresult,sharingof individualserver resourcesacrossapplications
is mootin suchenvironments.Instead,weemploy VMMs for anovel purpose—fastserverswitching.

Traditionally, switchinga server from oneapplicationto anotherfor purposesof dynamicprovisioning
hasentailedoverheadsof severalminutesor more.Doing soinvolvessomeor all of thefollowing steps:(i)
wait for residualsessionsof thecurrentapplicationto terminate,(ii) terminatethecurrentapplication,(iii)
scrubandreformatthedisk to wipe out sensitive data,(iv) reinstalltheOS,(v) install andcon�gure thenew
application. Our hostingplatform runsa VMM on eachphysical server. Doing so enablesit to eliminate
many of thesestepsanddrasticallyreducesswitchingtime.

Thiswork assumesadedicatedhostingmodel,whereeachapplicationrunsonasubsetof theserversanda
serverisallocatedtoatmostoneapplicationatany giventime(exceptin specialcircumstancesthatweexplain
momentarily). Eachcapsulerunsinsidea virtual machineandeachserver runsa virtual machinemonitor
thatexecutesthis virtual machine.Dependingonwhetherthecapsuleis replicableor not, theserver mayget
classi�edasanElf or anEnt. Elf serversrun replicablecapsules,while Entsrun non-replicablecomponents
of an application1. Unlike Ents,an Elf canbe reassignedfrom oneapplicationto another. Multiple VMs
andtheir associatedcapsulesmay resideon an Elf, althoughonly oneof theseVMs canbe active at any
giventime, asper thededicatedhostingmodel. TheremainingVMs aredormantandareassignedminimal
server resources.EachVM alsorunsa nucleus—a softwarecomponentthatperformsonlinemeasurements
of thecapsuleworkload,its performanceandresourceusage;thesestatisticsareperiodicallyconveyedto the
controlplane.Figure3.2presentsthearchitectureof avirtual machinebasedhostingplatform.

We assumethat eachElf server runs multiple virtual machinesand capsulesof different applications
within it. Onlyonecapsuleandits virtualmachineis activeatany time—thisis thecapsuleto whichtheserver
is currentlyallocated.Othervirtual machinesaredormant—they areallocatedminimal server resourcesby
theunderlyingVMM andmostserver resourcesareallocatedto theactive VM. If theserver belongsto the
freepool,all of its residentVMs aredormant.

In sucha scenario,switchinganElf server from oneapplicationto anothercorrespondsto deactivating
a VM by reducingits resourceallocationto � , andreactivating a dormantVM by increasingits allocation
to (100-� %) of the server resources2. This only involvesadjustingthe allocationsin the underlyingVMM

1Elvesareaswift andathleticracein J.R.R.Tolkien'sTheLord of theRingsasopposedto thebulky, tree-likeEnts.
2� is asmallvaluesuchthattheVM consumesnegligible server resourcesandits capsuleis idle andswappedout to disk.
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andincursoverheadson theorderof tensof milliseconds.Thus,in theory, ourhostingplatformcanswitcha
server from oneapplicationto anotherin a few milliseconds.In practice,however, we needto considerthe
residualstateof theapplicationbeforeit canbemadedormant.

To doso,weassumethatoncethepredictoror thereactordecideto reassignaserver from anunderloaded
to anoverloadedapplication,they notify theloadbalancingelementof theunderloadedapplicationtier. The
load balancingelementstopsforwardingnew sessionsto this server. However, the server retainsstateof
existing sessionsand new requestsmay arrive for thosesessionsuntil they terminate. Consequently, the
underloadedapplicationtier will continueto usesomeserver resourcesandtheamountof resourcesrequired
will diminish over time as existing sessionsterminate. As a result, the allocationof the currently active
VM cannotbe instantaneouslyrampeddown; instead,the allocationneedsto be reducedgradually, while
increasingthe allocationof the VM belongingto the overloadedapplication. Two strategies for ramping
down theallocationof thecurrentVM arepossible.

� Fixed rate rampdown: In this approach,the resourceallocationof the underloadedVM is reduced
by a �x edamount� every t time unitsuntil it reducesto � ; theallocationof thenew VM is increased
correspondingly. The advantageof this approachis that it switchesthe server from oneapplication
to anotherin a �x ed amountof time, namelyt=� . The limitation is that long-lived residualsessions
will beforcedto terminate,or theirperformanceguaranteeswill beviolatedif theallocationdecreases
beyondthatnecessaryto servicethem.

� Measurement-basedrampdown: In thisapproach,theactualresourceusageof theunderloadedVM is
monitoredonline.As theresourceusagedecreaseswith terminatingsessions,theunderlyingallocation
in the VMM is alsoreduced.The approachrequiresmonitoringof the CPU, memory, network and
diskusagesothattheallocationcanmatchthefalling usage.Theadvantageof thisapproachis thatthe
ramp-down is moreconservativeandlesslikely to violateperformanceguaranteesof existingsessions.
The drawback is that long-lived sessionsmay continueto useserver resources,which increasesthe
serverswitchingtime.

In eithercase,useof VMMs enablesour hostingplatform to reducesystemswitchingoverheadsto a
negligible value.Theswitchingtime is solelydominatedby applicationidiosyncrasies.If theapplicationhas
short-livedsessionsor theapplicationtier is stateless,theswitchingoverheadis small. Evenwhensessions
arelong-lived,theoverloadedapplicationimmediatelygetssomeresourceson theserver, which increasesits
effective capacity;moreresourcesbecomeavailableasthecurrentVM rampsdown.

As a �nal detail, observe that we have assumedthat a suf�cient numberof dormantVMs is always
availablefor varioustiersof anoverloadedapplicationto increasetheir capacity. Thehostingplatformneeds
to ensurethat thereis alwaysa pre-spawnedpool of dormantVMs for eachapplicationin the system.As
dormantVMs of anapplicationareactivatedduringanoverload,andthenumberof dormantVMs fallsbelow
a low watermark,additionaldormantVMs needto bespawnedon otherElf servers,sothatthereis alwaysa
readypoolof VMs thatcanbetapped[115].

3.6 Implementation Considerations

We implementeda prototypehostingplatformon a clusterof 40 Pentiumserversconnectedvia a 1Gbps
ethernetswitchandrunningLinux 2.4.20.Eachmachinein theclusterranoneof thefollowing entities:(1)
anapplicationcapsule(andits nucleus)or loadbalancer, (2) thecontrolplane,(3) a sentry, (4) a workload
generatorfor anapplication.Theapplicationsusedin ourevaluation(describedin detailin Section3.7.1)had
two replicabletiers—afront tier basedon the ApacheWeb server anda middle tier basedon Java servlets
hostedon theTomcatservletscontainer. Thethird tier wasanon-replicableMysql databaseserver.

Virtual Machine Monitor : We useXen 1.2 [17] asthevirtual machinemonitor in our prototype.The
Xen VMM hasa specialvirtual machinecalleddomain0(virtual machinesarecalleddomainsin the Xen
terminology)that getscreatedas soonas Xen bootsand remainsthroughoutthe VMM' s existence. Xen
providesamanagementinterfacethatcanbemanipulatedfrom domain0to createnew domains,controltheir
CPU,network, andmemoryresourceallocations,allocateIP addresses,grantaccessto disk partitions,and
suspend/resumedomainsto �les, etc. The managementinterfaceis implementedasa setof library func-
tions (implementedin C) for which therearePythonlanguagebindings. We usea subsetof this interface
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(xc dom create.py andxc dom control.py ) to provide waysto starta new domainor stopanex-
isting one;thecontrolplaneimplementsa scriptthatremotelylogson to domain0andinvokesthesescripts.
Thecontrolplanealsoimplementsscriptsthatcanremotelylog ontoany existing domainto starta capsule
andits nucleusor stopthem. xc dom control.py providesan option that canbe usedto set the CPU
shareof anexistingdomain.Thecontrolplaneusesthis featurefor VM rampupandrampdown.

Sentry and Load Balancer: We usedKernelTCPVirtual Server(ktcpvs)version0.0.14[67] to imple-
ment the policing mechanismsdescribedin Section3.4.3. ktcpvs is an open-source,Layer-7 requestdis-
patcherimplementedasa Linux module.A round-robinloadbalancerimplementedin ktcpvswasusedfor
Apache.Loadbalancingfor theTomcattier wasperformedby mod jk, anApachemodulethatimplementsa
variantof roundrobin requestdistributionwhile takinginto accountsessionaf�nity .

3.7 Experimental Evaluation

In this sectionwepresenttheexperimentalsetupfollowedby theresultsof ourexperimentalevaluation.

3.7.1 Experimental Setup

Thecontrolplanewasrunonadual-processor450MHzmachinewith 1GBRAM. Elf andEntservershad
2.8GHzprocessorsand512MB RAM. The sentrieswererun on dual-processor1GHz machineswith 1GB
RAM each. Finally, the workloadgeneratorswere run on uniprocessormachineswith 1GHz processors.
ElvesandEntsrantheXen 1.2 VMM with Linux; all othermachinesranLinux 2.4.20.All machineswere
interconnectedby gigabitEthernet.

We usedthe two open-sourcemulti-tier applicationsdescribedin Chapter2—RubisandRubbosin our
experimentalstudy. EachapplicationcontainsaJava-basedclient thatgeneratesasession-orientedworkload.
We modi�ed theseclientsto generateworkloadsandtake measurementsneededby our experiments.Rubis
andRubbossessionshadanaveragedurationof 15minutesand5minutes,respectively. Forbothapplications,
theaveragethink timewas5 seconds.

We used3-tier versionsof theseapplications.Thefront tier wasbasedon theApache2.0.48Webserver.
Themiddletier wasbasedonJavaservletsthatimplementtheapplicationlogic. WeemployedTomcat4.1.29
astheservletscontainer. Finally, thedatabasetier wasbasedon theMysql 4.0.18database.

Both applicationsareassumedto requirean SLA wherethe 95th percentileof the responsetime is no
greaterthan2 seconds.We usea simpleheuristicto translatethis SLA into an equivalentSLA speci�ed
usingtheaverageresponsetime. Sincethemodelin Section3.3usesmeanresponsetimes,sucha translation
is necessary. Weuseapplicationpro�ling [116] to determineadistributionwhose95th percentileis 2 seconds
andusethemeanof thatdistribution for thenew SLA.

3.7.2 Effectivenessof Multi-tier Model

This sectiondemonstratesthe effectivenessof our multi-tier provisioning techniqueover variantsof
single-tiermethods.

3.7.2.1 IndependentPer-tier Provisioning

Our �rst experimentusestheRubbosapplication.We usethe �rst strawmandescribedin Example1 of
Section3.1 for provisioningRubbos.Here,eachtier employs its own provisioning technique.Rubboswas
subjectedto a workloadthat increasesin steps,onceevery tenminutes(seeFig. 3.3(a)).The�rst workload
increaseoccursat t = 600secondsandsaturatesthetier-1 Webserver. This triggerstheprovisioningtech-
nique,andan additionalserver is allocatedat t = 900 seconds(seeFigure3.3(b)). At this point, the two
tier-1 serversareableto serviceall incomingrequests,causingthebottleneckto shift to theTomcattier. The
Elf runningTomcatsaturates,which triggersprovisioningat tier 2. An additionalserver is allocatedto tier
2 at t = 1200seconds(seeFig. 3.3(b)). The secondworkloadincreaseoccursat t = 1200secondsand
theabove cycle repeats.As shown in Figure3.3(c),sincemultiple provisioningstepsareneededto yield an
effective increasein capacity, theapplicationSLA is violatedduringthisperiod.
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Figure 3.3. Rubbos:Independentper-tier provisioning
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Figure 3.4. Rubbos:Provisiononly theTomcattier

A secondstrawmanis to employ dynamicprovisioning only at the mostcompute-intensive tier of the
application,sinceit is themostcommonbottleneck[119]. In Rubbos,theTomcattier is themostcompute
intensive of the threetiers andwe only subjectthis tier to dynamicprovisioning. The ApacheandTomcat
tierswereinitially assigned1 and2 serversrespectively. Thecapacityof a Tomcatserver wasdeterminedto
be40 simultaneoussessionsusingour model,while Apachewascon�gured with a connectionlimit of 256
sessions.As shown in Figure3.4(a),every time the currentcapacityof the Tomcattier is saturatedby the
increasingworkload,two additionalserversareallocated.Thenumberof serversat tier-2 increasesfrom 2
to 8 over a periodof time. At t = 1800seconds,thesessionarrival rateincreasesbeyondthecapacityof the
�rst tier, causingtheApacheserver to reachits connectionlimit of 256. Subsequently, even thoughplenty
of capacitywasavailableat theTomcattier, newly arriving sessionsareturnedaway dueto theconnection
bottleneckat Apacheandthe throughputreachesa plateau(seeFigure3.4(b)). Thus,focusingonly on the
thecommonlybottleneckedtier is notadequate,sincethebottleneckwill eventuallyshift to othertiers.

Next, we repeatthis experimentwith our multi-tier provisioningtechnique.Sinceour techniqueis aware
of thedemandsat eachtier andcantake idiosyncrasiessuchasconnectionlimits into account,asshown in
Figure3.5(a),it is ableto scalethecapacityof boththeWebandtheTomcattierswith increasingworkloads.
Consequently, asshown in Figure3.5(b),theapplicationthroughputcontinuesto increasewith theincreasing
workload.Figure3.5(c)shows thattheSLA is maintainedthroughouttheexperiment.

Result:Existingsingle-tiermethodsare inadequatefor provisioningresourcesfor multi-tier applications
as they mayfail to capture multiple bottlenecks. Our techniqueanticipatesshifting bottlenecks dueto ca-
pacityadditionat a tier andincreasescapacityat all needytiers. Further, it canidentifydifferentbottleneck
resourcesat differenttiers,e.g. CPUat theTomcattier andApacheconnectionsat theWebtier.
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Figure 3.5. Rubbos:Model-basedmulti-tier provisioning

3.7.2.2 The Black box Approach

We subjectedthe Rubis applicationto a workload that increasedin steps,as shown in Figure 3.7(a).
First,we usetheblackbox provisioningApproachdescribedin Example2 of Section3.1. Theprovisioning
techniquemonitorsthe per-requestresponsetimesover 30sintervals andsignalsa capacityincreaseif the
95th percentileresponsetime exceeds2 seconds.Sincetheblackbox techniqueis unawareof theindividual
tiers,we assumethat two TomcatserversandoneApacheserver areaddedto the applicationevery time a
capacityincreaseis signaled.As shown in Figure3.6(a)and(c), theprovisionedcapacitykeepsincreasing
with increasingworkloadandwhenever the95th percentileof responsetime is over 2 seconds.However, as
shown in Figure3.6(d),at t = 1100seconds,theCPUon theEnt runningthedatabasesaturates.Sincethe
databaseserver is not replicable,increasingcapacityof theothertwo tiersbeyond this point doesnot yield
any further increasein effective capacity. However, theblackbox approachis unawareof wherebottleneck
lies andcontinuesto addserversto the�rst two tiersuntil it hasusedup all availableservers.Theresponse
timecontinuesto degradedespitethiscapacityadditionastheJavaservletsspendincreasinglylargeramounts
of timewaiting for queriesto bereturnedby theoverloadeddatabase(seeFigures3.6(c)and(d)).

We repeatthis experimentusingour multi-tier provisioning technique.Our resultsareshown in Figure
3.7. As shown in Figure3.7(b), the control planeaddsservers to the applicationat t = 390 secondsin
responseto the increasedworkload. However, beyond this point, no additionalcapacityis allocated.Our
techniquecorrectlyidenti�es that thecapacityof thedatabasetier for this workloadis around600simulta-
neoussessions.Consequently, whenthis capacityis reachedandthedatabasesaturates,it triggerspolicing
insteadof provisioning. Theadmissioncontrol is triggeredat t = 1070secondsanddropsany sessionsin
excessof this limit duringtheremainderof theexperiment.Figure3.7(d)shows thatourprovisioningis able
to maintainasatisfactoryresponsetime throughouttheexperiment.

Result: Our provisioningtechniqueis able to take constraints imposedby non-replicabletiers into ac-
count. It canmaintainresponsetimetargetsby invokingtheadmissioncontrol whencapacityadditiondoes
nothelp.

3.7.3 Predictive and Reactive Provisioning

In this sectionwe presentexperimentsto demonstratetheneedto have bothpredictive andreactive pro-
visioningmechanisms.We usedRubisin theseexperiments.Theworkloadwasgeneratedbasedon theWeb
tracesfrom the1998SoccerWorld Cupsite[7]. Thesetracescontainedthenumberof arrivalsperminuteto
thisWebsiteoveran8-dayperiod.Basedonthesewecreatedseveralsmallertracesto driveourexperiments.
Thesetraceswereobtainedby compressingtheoriginal 24-hr long tracesto 1 hr—this wasdoneby picking
arrivals for every 24th minuteanddiscardingtherest.This enablesusto capturethetime-of-dayeffect asa
“time-of-hour” effect. Theexperimentinvokedpredictive provisioningonceevery 15 minutesover theone
hourdurationandwereferto theseperiodsasIntervals1-4; reactiveprovisioningwasinvokedon-demandor
onceevery few minutes.For thesake of convenience,in therestof thesection,we will simply referto these
tracesby thedayfrom which they wereconstructed(eventhoughthey areonly one-hourlong). We present
threeof thesetraces:(i) Figure3.8(a)shows theworkloadfor day6 (a typical day),(ii) Figure3.9(a)shows
theworkloadfor day7, (moderateoverload),and(iii) Figure3.10(a)shows theworkloadfor day8 (extreme
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Figure3.6. Rubis:Blackboxprovisioning

overload).Throughoutthisexperiment,wewill assumethatthedatabasetier hassuf�cient capacityto handle
thepeakobservedonday8 anddoesnotbecomeabottleneck.Theaveragesessiondurationin our tracewas
5 minutes.

3.7.3.1 Only Predictive Provisioning

Figure3.8 presentsthe performanceof the systemduring day 6 with the control planeemploying only
predictive provisioning(with reactive provisioningdisabled).Day 6 wasa “typical” day, meaningthework-
loadcloselyresembledthatobservedduring thepreviousdays. Thepredictionalgorithmwassuccessfulin
exploiting this andwasable to assignsuf�cient capacityto the applicationat all times. In Figure3.8(b),
we observe that the predictedarrivals closelymatchedthe actualarrivals. The control planeaddedservers
at t = 30 minutes—wellin time for the increasedworkloadduring thesecondhalf of theexperiment.The
applicationexperiencedsatisfactoryresponsetime throughouttheexperiment(Figure3.8(c)).

Result:Our predictiveprovisioningworkswell on “typical” days.

3.7.3.2 Only ReactiveProvisioning

In Figure3.9we presenttheresultsfor day7. Comparingtheworkloadfor day7 with thatfor day6, we
�nd thattheapplicationexperiencedamoderateoverloadonday7, with thearrival rategoingupto about150
sessions/min,morethantwice thepeakonday6. Theworkloadshowedamonotonicallyincreasingtrendfor
the�rst 40minutes.

We �rst let thecontrolplaneemploy only predictive provisioning. Figure3.9(b)shows theperformance
of our predictionalgorithm,both with andwithout using recenttrendsto correctthe prediction. We �nd
that it severely underestimatedthe numberof arrivals in Interval 2. The useof recenttrendsallowed it to
progressively improve its estimatein Intervals 3 and 4 (predictedarrivals were nearly 80% of the actual
arrivals in Interval 3 andalmostequalin Interval 4). In Figure3.9(c), we observe that the responsetime
targetwasviolatedin Interval 2 dueto underallocationof servers.

Next, we repeatedtheexperimentwith thecontrolplaneusingonly reactive provisioning. Figure3.9(d)
presentstheapplicationperformance.ConsiderInterval 2 �rst—we observethat,unlikepredictiveprovision-
ing, thereactivemechanismwasableto addadditionalserversat t = 15minutesin responseto theincreased
arrival rate,thusbringingdown theresponsetime within target. However, astheexperimentprogressed,the
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Figure 3.7. Rubis:Model-basedmulti-tier provisioning
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Figure 3.8. Provisioningonday6—typicalday.

server allocationlaggedbehindthecontinuouslyincreasingworkload. Sincereactive provisioningonly re-
spondedto veryrecentworkloadtrends,it couldnotanticipatefuturerequirementswell andrequiredmultiple
allocationstepsto addsuf�cient capacity. Meanwhile,theapplicationexperiencedrepeatedviolationsof the
SLA duringIntervals2 and3.

Result: We needreactivemechanismsto deal with large �ash crowds. However, reactiveprovisioning
alonemaynotbeeffective, sinceits actionslag theworkload.

3.7.3.3 Integrated Provisioning

We usedtheworkloadon day8 wheretheapplicationexperiencedanextremelylarge overload(Figure
3.10(a)).Thepeakworkloadon thisdaywasanorderof magnitude(about20 times)higherthanona typical
day. Figure 3.10(b)shows how the predictionalgorithm performedduring this overload. The algorithm
failedto predictthesharpincreasein theworkloadduringInterval 1. In Interval 2 it couldcorrectits estimate
basedon theobservedworkloadduringInterval 1. Theworkloadincreaseddrastically(reachingup to 1200
sess/sec)duringIntervals3 and4, andthealgorithmfailedto predictthis increase.

In Figure3.10(c)we show the performanceof Rubiswhen the control planeemploys both predictive
andreactivemechanismsandsessionpolicing is disabled.In Interval 1, thereactivemechanismsuccessfully
addedadditionalcapacity(at t = 8 minutes)to lower the responsetime. It was invoked again at t = 34
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Figure 3.9. Provisioningonday7—moderateoverload

minutes(Observe thatpredictiveprovisioningwasoperatingin concertwith reactiveprovisioning;it resulted
in the server allocationsat t = 15, 30, 45 minutes). However, by this time (andfor the remainderof the
experiment)theworkloadwassimplytoohighto beservicedby theavailableservers.Weimposedaresource
limit of 13 serversfor illustrative purposes.Beyond this, excesssessionsmustbe turnedaway to continue
meetingtheSLA for admittedsessions.Thelackof sessionpolicingcausedresponsetimesto degradeduring
Intervals3 and4.

Next, we repeatedthis experimentwith sessionpolicing enabled.Theperformanceof Rubisis shown in
Figure3.10(d).Thebehavior of ourprovisioningmechanismsis exactlyasabove. However, by turningaway
excesssessions,thesentrywasableto maintaintheSLA throughout.

Result: Predictiveand reactivemechanisms,and policing are all integral componentsof an effective
provisioningtechnique. Our hostingplatformintegratesall of these, enablingit to handlediverseworkloads.

3.7.4 VM-basedSwitching of Server Resources

We presentmeasurementson our testbedto demonstratethe bene�ts that our VM-basedswitchingcan
provide. We switcha server from a Tomcatcapsuleof Rubisto a Tomcatcapsuleof Rubbos.We compare
� ve differentwaysof switchingaserver to illustratethesalientfeaturesof ourscheme:

Scenario1: New server takenfrom thefreepoolof servers;capsuleandnucleushave to bestartedon the
server.

Scenario2: New server takenfrom thefreepoolof servers;capsulealreadyrunningonaVM.
Scenario3: New server taken from anotherapplicationwith residualsessions;we wait for all residual

sessionsto �nish.
Scenario4: New server taken from anotherapplicationwith residualsessions;the two VMs sharethe

CPUequallywhile theresidualsessionsexist.
Scenario5: New server taken from anotherapplicationwith residualsessions.The CPU sharesof the

involvedVMs arechangedusingthe“�x edraterampdown” strategy describedin Section3.5.
Table3.1 presentsthe switchingtime andthe performanceof residualsessionsof Rubisin eachof the

above scenarios.Comparingscenarios2 and3, we �nd that in our VM-basedscheme,the time to switch
a server solely dependson the residualsessions—theresidualsessionsof Rubis took about17 minutesto
�nish resultingin the large switching time in scenario3. Scenarios4 and5 show that by letting the two
VMs coexist while theresidualsessions�nish, wecaneliminatethisswitchingtime. However, it is essential
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Figure 3.10.Provisioningonday8—extremeoverload

Scenario Switchingtime r.t. duringswitching
1 10� 1 sec n/a
2 0 n/a
3 17� 2 min n/a
4 < 1 sec 2400� 200
5 < 1 sec 950� 100

Table3.1. Performanceof VM-basedswitching;“n/a” standsfor “not applicable”.

to continueproviding suf�cient capacityto theresidualsessionsduringtheswitchingperiodto ensuregood
performance—inscenario4, new Rubbossessionsdeprived the residualsessionsof Rubisof the capacity
they needed,thusdegradingtheir responsetime.

Result:Useof virtual machinescanenableagile switching of servers. Our adaptivetechniquesimprove
uponthedelaysin switchingcausedby residualsessions.

3.7.5 SystemOverheads

Two sourcesof overheadin theproposedsystemarethevirtual machinesthat run on theElf nodesand
thenucleithatrunonall nodes.MeasurementsonourprototypeindicatethattheCPUoverheadandnetwork
traf�c causedby the nuclei is negligible. The control planerunson a dedicatednodeandits scalability is
not a causeof concern.We chosetheXen VMM to implementour switchingschemesincetheperformance
of Xen/Linux hasbeenshown to beconsistentlycloseto native Linux [17]. Further, Xen hasbeenshown to
providegoodperformanceisolationwhenrunningmultipleVMs simultaneously, andis capableof scalingto
128concurrentVMs.

3.8 Concluding Remarks

In this chapter, we arguedthatdynamicprovisioningof multi-tier Internetapplicationsraisesnew chal-
lengesnot addressedby prior work on provisioningsingle-tierapplications.We proposeda novel dynamic
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provisioning techniquefor multi-tier Internetapplicationsthat employs (i) a �e xible queuingmodelto de-
terminehow muchresourcesto allocateto eachtier of theapplication,and(ii) a combinationof predictive
andreactive methodsthatdeterminewhento provision theseresources,bothat largeandsmall time scales.
Weproposedanovel hostingplatformarchitecturebasedonvirtual machinemonitorsto reduceprovisioning
overheads.Ourexperimentsonaforty machineLinux-basedhostingplatformdemonstratetheresponsiveness
of ourtechniquein handlingdynamicworkloads.In onescenariowherea�ash crowd causedtheworkloadof
a three-tierapplicationto double,our techniquewasableto doubletheapplicationcapacitywithin � ve min-
uteswhile maintainingresponsetime targets.Our techniquealsoreducedtheoverheadof switchingservers
acrossapplicationsfrom severalminutesor moreto lessthanasecond,while meetingtheperformancetargets
of residualsessions.
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CHAPTER 4

OVERLOAD MAN AGEMENT

4.1 Intr oduction

In thepreviouschapter, wesaw thattheworkloadseenby Internetapplicationsvariesovermultiple time-
scalesandoften in an unpredictablefashion[1]. Certainworkloadvariationssuchas time-of-dayeffects
areeasyto predictandhandleby appropriatecapacityprovisioning. Othervariationssuchas�ash crowds
areoften unpredictable.On September11th 2001,for instance,the workloadon a popularnews Web site
increasedby an orderof magnitudein thirty minutes,with the workloaddoublingevery seven minutesin
thatperiod[1]. The loadon e-commerceretail Websitescanincreasedramaticallyduring the �nal daysof
the popularholiday season.Similarly, the load on online brokerageWeb sitescanbe several timesgreater
than the averageload during an unexpectedmarket crash. Informally, an extremeoverloadis a scenario
wheretheworkloadunexpectedlyincreasesby up to anorderof magnitudein a few tensof minutes.Under
extremeoverloadsreactive provisioningmaynot suf�ce for meetinganapplication's SLA. Despitetheagile
VMM-basedswitching,borrowing servers from anotherapplicationmay still take several minutesdue to
residualsessions.In somecases,the hostingplatform may not even have suf�cient resourcesto meetall
of the workloadof an overloadedapplication. In this chapter, we focuson developinga requestpolicing
techniquefor handlingextremeoverloadsseenby Internetapplications.

4.1.1 Moti vation

Our goalsareto designa systemthat remainsoperationaleven in the presenceof an extremeoverload
andevenwhentheincomingrequestrateis several timesgreaterthansystemcapacity, andto maximizethe
revenuedue to the requestsservicedby the applicationduring suchan overload. A hostingplatform can
take oneor moreof threeactionsduringanoverload:(i) addcapacityto theapplicationby allocatingidle or
under-usedservers,(ii) turn away excessrequestsandpreferentiallyserviceonly “important” requests,and
(iii) degradetheperformanceof admittedrequestsin orderto servicea largernumberof aggregaterequests.

The�rst two approacheshave beenstudiedin the literature.The�rst approachinvolvesdynamicprovi-
sioningto matchapplicationcapacityto theworkloaddemandandhasbeenaddressedby us(Chapter3) and
others[27, 77, 92]. Thesecondapproachinvolvespolicing in theform of admissioncontrol,which limits the
numberof admittedrequestssothat thecontractedperformanceguaranteesaremet [30, 43, 118, 124]. The
notionof providing preferentialtreatmentto “important” requestshasalsobeenstudied(e.g.,by giving higher
priority to certainrequests,suchasthoseinvolving �nancial transactions[19]). Last,thenotionof gracefully
degradingapplicationperformancewith increasingloads,while intuitively appealing,hasnot beenstudied
from theperspective of extremeoverloads.

We arguethata comprehensive approachfor handlingextremeoverloadsshouldinvolve a combination
of all of theabove techniques.A hostingplatformshould,whenever possible,allocateadditionalcapacityto
anapplicationin orderto handleincreaseddemands.Theplatformshoulddegradeperformancein orderto
temporarilyincreaseeffective capacityduringoverloads.Whenno capacityadditionis possibleor whenthe
SLA doesnot permit any further performancedegradation,the platform shouldturn away excessrequests.
While doing so, the platform shouldpreferentiallyadmit importantrequestsandturn away lessimportant
requeststo maximizeoverall revenue.For instance,small requestsmaybepreferredover largerequests,or
�nancial transactionsmaybepreferredovercasualbrowsingrequests.

It is importantto notethat sucha comprehensive approachto handlingsevereoverloadsinvolvesmore
than the implementationof separatemechanismsto achieve eachof the above goals. Mechanismssuch
as dynamicprovisioning and admissioncontrol can be coupledin useful and non-trivial ways to further
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improve the handlingof extremeoverloads.For instance,the admissioncontrollercanpro-actively invoke
thedynamicprovisioningmechanismwhentherequestdroprateexceedsa certainthreshold.Thedynamic
provisioning mechanismin turn can provide useful information to the admissioncontroller regarding the
provisionedcapacitysothatthelattercansetappropriateperformancethresholdsfor admittedrequests.Such
anintegrationof mechanismscanenhancetheability of theplatformto handleoverloads.

An orthogonalgoalfor thehostingplatformis robustnessundersevereoverloads.Robustness,theability
to remainoperationalunderoverloads,requiresthehostingplatformto bebothextremelyagileandef�cient.
Agility requiresa quick responsein the faceof a suddenworkloadspike. Ef�ciency requiresthe above-
mentionedmechanisms,and in particularthe admissioncontroller, to have very low overheads.Sincean
extremeoverloadmay involve requestratesthat areup to an orderof magnitudegreaterthanthe currently
allocatedcapacity, the admissioncontrollermustbe able to quickly examinerequestsanddiscarda large
fractionof theserequests,whennecessary, with minimaloverheads.

Whereasprior approachesfor handlingoverloadshave consideredindividual mechanismssuchasprovi-
sioningandadmissioncontrol,in this thesis,we focuson anintegratedapproach,with a particularemphasis
onhandlingextremeoverloads.

4.1.2 Research Contrib utions of this Chapter

We describetheaspectsof our hostingplatformconcernedwith handlingextremeoverloadsin Internet
applications.Ourapproachdiffersfrom pastwork in threesigni�cant respects.

First, sincean extremeoverloadmay involve requestratesthat arean order of magnitudegreaterthan
the currently allocatedcapacity, the admissioncontroller must be able to quickly examinerequestsand
discarda large fractionof theserequests,whennecessary, with minimal overheads.Thus,theef�ciency of
the admissioncontroller is importantduring heavy overloads. To addressthis issue,we proposevery low
overheadadmissioncontrolmechanismsthatcanscaleto veryhigh requestratesunderoverloads.Pastwork
on admissioncontrol [30, 43, 118, 124] hasfocusedon the mechanicsof policing anddid not speci�cally
considerthescalabilityof thesemechanisms.In additionto imposingvery low overheads,our mechanisms
canpreferentiallyadmit importantrequestsduring an overloadandtransparentlytrade-off the accuracy of
their decisionmakingwith the intensityof theworkload. The trade-off betweenaccuracy andef�ciency is
anothercontributionof ourwork andenablesourimplementationto scaleto incomingratesof upto afew tens
of thousandsof requests/sec.(not all of theserequestsarenecessarilyadmittedandserviced;the admitted
fractiondependson theavailablecapacity).

Second,ourplatformhastheability to notonly vary thenumberof serversallocatedto anapplicationbut
alsoothercomponentssuchastheadmissioncontrollerandtheloadbalancingswitches.Dynamicprovision-
ing of thelattercomponentshasnotbeenconsideredin prior work.

Last,our work demonstratesthatdynamicprovisioningandadmissioncontrol canbecoupledin useful
waysto enhancetheability of theplatformin handlingextremeoverloads.For instance,theadmissioncon-
troller canproactively invoke dynamicprovisioningwhentherequestdroprateexceedsa certainthreshold,
and the provisioning mechanismscanprovide useful information to the admissioncontroller for policing
requests.Pastwork on admissioncontrol [30, 43, 118, 124] anddynamicprovisioning [27, 92] considered
eachtechniquein isolationanddid not studytheimpactof suchcouplings.

Wehave implementedouroverloadcontrolmechanismsin ourprototypeLinux hosting.Wedemonstrate
theeffectivenessof ourintegratedoverloadcontrolapproachvia anexperimentalevaluation.Ourresultsshow
that (i) preferentiallyadmittingrequestsbasedon importanceandsizecanincreasetheutility andeffective
capacityof anapplication,(ii) ouradmissioncontrolis highly scalableandremainsfunctionalevenfor arrival
ratesof a few thousandrequests/s,and(iii) our solutionbasedon a combinationof admissioncontrol and
dynamicprovisioningis effective in meetingresponsetime targetsandimproving platformrevenue.

4.1.3 Organization

Therestof this chapteris organizedasfollows. SectionSection4.2 presentsrelatedwork in detail. 4.3
providesanoverview of theproposedsystem.Sections4.4 and4.5 describethemechanismsthatconstitute
our overloadmanagementsolution. Section4.6 describesthe implementationof our prototype. In Section
4.7wepresenttheresultsof ourexperimentalevaluation.Section4.8concludesthischapter.
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4.2 RelatedWork

Previousliteratureon issuesrelatedto overloadmanagementin platformshostingInternetservicesspans
severalareas.In thissectionwedescribetheimportantpiecesof work on thesetopics.

AdmissionControl for Inter net Services:Many papershavedevelopedoverloadmanagementsolutions
basedondoingadmissioncontrol.Severaladmissioncontrollersoperateby controllingtherateof admission
but without distinguishingrequestsbasedon their sizesimposing�x ed,statically-determinedlimits on one
or moreserviceparameters.Thesimplestexampleof suchadmissioncontrol is theupperlimit on thenum-
berof simultaneousprocessesor threadsin commonlyusedserverssuchasApache[5]. Voigt et al. present
kernel-basedadmissioncontrolmechanismsto protectWebserversagainstoverloads—SYNpolicingcontrols
the rateandburstat which new connectionsareaccepted,prioritized listenqueuereordersthe listenqueue
basedon pre-de�nedconnectionpriorities,HTTPheader-basedcontrol enablesratepolicing basedon URL
names[121]. WelshandCullerproposeanoverloadmanagementsolutionfor Internetservicesbuilt usingthe
SEDA architecture[124]. A salientfeatureof their solutionis feedback-basedadmissioncontrollersembed-
dedinto individual stagesof theservice.Theadmissioncontrollerswork by graduallyincreasingadmission
ratewhenperformanceis satisfactoryanddecreasingit multiplicatively uponobservingQoSviolations.The
QGuardsystemproposesanadaptive mechanismthatexploits ratecontrolsfor inboundto fendoff overload
andprovideQoSdifferentiationbetweentraf�c classes[57]. Thedeterminationof theseratelimits, however,
is notdynamicbut is delegatedto theadministrator. Iyer etal. proposeasystembasedontwo mechanisms—
usingthresholdson theconnectionqueuelengthto decidewhento startdroppingnew connectionrequests
andsendingfeedbackto the proxy during overloadswhich would causeit to restrict the traf�c beingfor-
wardedto the server [55]. However, they do not addresshow thesethresholdsmay be determinedonline.
Cherkasova andPhaalproposeanadmissioncontrolschemethatworksat thegranularityof sessionsrather
thanindividual requestsandevaluateit usinga simplesimulationstudy[30]. This wasbasedon a simple
model to characterizesessions.The admissioncontrollerwas basedon rejectingall sessionsfor a small
durationif theserverutilizationexceededapre-speci�edthreshold.

Several efforts have proposedsolutionsbasedon analyticalcharacterizationof the workloadsof Inter-
netservicesandmodelingof theservers. KanodiaandKnightly utilize a modelingtechniquecalledservice
envelopsto deviseanadmissioncontrol for webservicesthatattemptsto differentresponsetime targetsfor
multiple classesof requests[63]. Li andJaminpresenta measurement-basedadmissioncontrol to distribute
bandwidthacrossclientsof unequalrequirements[71]. A key distinguishingfeatureof their algorithmis
theintroductionof controlledamountsof delayin theprocessingof certainrequestsduringoverloadsto en-
suredifferentclassesof requestsarereceiving theappropriateshareof thebandwidth.Knightly andShroff
describeandclassifya broadclassof admissioncontrolalgorithmsandevaluatetheaccuracy of thesealgo-
rithms via experiments[66]. They identify key aspectsof admissioncontrol that enableit to achieve high
statisticalmultiplexing gains.

Two admissioncontrolalgorithmshavebeenproposedrecentlythatutilize measurementsof requestsizes
to guidetheir decisionmaking.VermaandGhosalproposea servicetime basedadmissioncontrol thatuses
predictionsof arrivals andservicetimes in the short-termfuture to admit a subsetof requeststhat would
maximizethepro�t of theserviceprovider [118]. Elniketyetal. [43] presentanadmissioncontrolfor multi-
tier e-commercesitesthat externally observesexecutioncostsof requests,distinguishingdifferentrequests
types[43].

Impr oved schedulingpolicies: An alternateapproachfor improving performanceof overloadedWeb
serversis basedonre-designingtheschedulingpolicy employedby theservers.SchroederandHarchol-Balter
proposeto employ theSRPTalgorithmbasedonschedulingtheconnectionwith theshortestremainingtime
anddemonstratethatit leadsto improvedaverageresponsetime[98]. While schedulingcanimproveresponse
times,underextremeoverloadsadmissioncontrol and the ability to addextra capacityare indispensable.
Betterschedulingalgorithmsarecomplementaryto oursolutionsfor handlingoverloads.

Designof Ef�cient Load Balancers: Ouradmissioncontrolschemeis necessarilybasedon theuseof a
Layer-7 switchandhencethescalabledesignof suchswitchesis importantto our implementation.Pai et al.
designlocality-awarerequestdistribution (LARD), a strategy for content-basedrequestdistribution thatcan
be employed by front serversin network serversto achieve high locality in the backendserversandgood
loadbalancing[84]. They introduceaTCPhand-off protocolthatcanhandoff anestablishedTCPconnection
in a client-transparentmanner. A loadbalancerbasedon TCPhand-off hasbeenshown to bemorescalable
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Figure 4.1. TheHostingPlatformArchitecture.

thanthektcpvs loadbalancerwe have used.Aron et al. presenta highly scalablearchitecturefor content-
awarerequestdistribution in Webserver clusters[12]. Thefront switch is a Layer-4 switch thatdistributed
requeststo a numberof back-endnodes.Content-baseddistribution is performedby theseback-endservers.
Cardellinietal. provideacomprehensivesurvey of themainmechanismsto split traf�c amongtheserversin
acluster, discussingboththevariousarchitecturesandtheloadsharingpolicies[22].

SLAs and AdaptiveQoSDegradation: TheWSLA projectat IBM addressesservicelevel management
issuesandchallengesin designinganunambiguousandclearspeci�cationof SLAsthatcanbemonitoredby
theserviceprovider, customerandevenby a third-party[125]. AbdelzaherandBhatti proposeto dealwith
serveroverloadsby adaptingdeliveredcontentto loadconditions[2].

In this chapterwe show theutility of couplingpolicing andprovisioning,in contrastto prior approaches
thatconsideredthesetechniquesin isolation.

4.3 SystemOverview

In this section,we presentthe systemmodel for our hostingplatform andthe service-level agreement
assumedin ourwork.

4.3.1 Hosting Platform Ar chitecture

We show thehostingplatformarchitecturein Figure4.1. We assumea dedicatedhostingmodelin this
chapter.

Eachapplicationrunningon theplatform is assignedoneor moresentries.A sentryguardstheservers
assignedto anapplicationandis responsiblefor two tasks.First, thesentrypolicesall requeststo anappli-
cation's server pool. Incomingrequestsaresubjectedto admissioncontrol at the sentryto ensurethat the
contractedperformanceguaranteesaremet;excessrequestsareturnedaway duringoverloads.Second,each
sentryimplementsa Layer-7 switch thatperformsloadbalancingacrossserversallocatedto anapplication.
Sincetherehasbeensubstantialresearchon load balancingtechniquesfor clusteredInternetapplications
[84], wedonotconsiderloadbalancingtechniquesin thiswork.

Whereasasinglesentrysuf�ces for smallapplications,largeapplicationsrequiremultiplesentries,sincea
singlesentryserverwill becomeabottleneckwhenguardinga largenumberof servers.Justasthenumberof
serversallocatedto anapplicationvarywith theload,ourhostingplatformcandynamicallyvary thenumber
of sentriesdependingon the incomingrequestrate (andthe correspondingload on the sentries).Whena
sentryis assignedor deallocated,theapplication's server pool is repartitionedandeachremainingsentryis
assignedresponsibilityfor a mutuallyexclusivesubsetof nodes.Eachsentrythenindependentlyperforms
admissioncontrolandloadbalancingon arriving requests,therebycollectively maintainingtheSLA for the

47



Arrival rate Avg. resp.time
for admittedrequests

< 1000 1 sec
1000-10000 2 sec

> 10000 3 sec

Table4.1. A sampleservice-level agreement.

applicationasa whole. A round-robinDNS schemeis usedto partition(andlooselybalance)the incoming
requestsacrossmultiplesentries.

As before,thecontrolplaneis responsiblefor dynamicprovisioningof serversandsentriesin individual
applications.It trackstheresourceusagesonservers,asreportedby thenuclei,anddeterminestheresources
(in termsof thenumberof serversandsentries)to beallocatedto eachapplication.Thecontrolplanerunson
adedicatedserverandits scalabilityis notof concernin thedesignof ourplatform.

4.3.2 Service-level Agreement

GivenanInternetapplication,weassumethattheapplicationspeci�esthedesiredperformanceguarantees
in the form of a servicelevel agreement(SLA). An SLA providesa descriptionof theQoSguaranteesthat
theplatformwill provide to theapplication.TheSLA weconsiderin ourwork is de�ned asfollows:

Avg resptimeR of admreq=

8
>><

>>:

R 1 if arrival rate2 [0; � 1)
R 2 if arrival rate2 [� 1; � 2)
: : :
R k if arrival rate2 [� k � 1; 1 )

(4.1)

TheSLA speci�estherevenuethatis generatedby eachrequestthatmeetsits responsetimetarget.Table
4.1 illustratesanexampleSLA.

EachInternetapplicationconsistsof L (L � 1) requestclasses:C1; : : : ; CL . Eachclasshasanassociated
revenuethatanadmittedrequestyields—requestsof classC1 areassumedto yield thehighestrevenueand
thoseof CL the least. The numberof requestclassesL andthe function that mapsrequeststo classesis
application-dependent.To illustrate,a vanilla Webserver mayde�ne two classesandmaymapall requests
smallerthana certainsizes to classC1 andlargerrequeststo C2. In contrast,anonlinebrokerageWebsite
mayde�ne threeclassesandmaymap�nancial transactionsto C1, othertypesof requestssuchasbalance
inquiriesto C2, andcasualbrowsing requestsfrom non-customersto C3. An application's SLA may also
specifylowerboundson therequestarrival ratesthatits classesshouldalwaysbeableto sustain.

4.4 Sentry Design

In this section,we describethe designof a sentry. The sentry is responsiblefor two tasks—request
policing andload balancing.As indicatedearlier, the load balancingtechniqueusedby the sentryis not a
focusof this work, andwe assumethe sentryemploys a Layer-7 load balancingalgorithmsuchasthe one
proposedby Pai etal. [84]. The�rst key issuethatdrivesthedesignof therequestpoliceris to maximizethe
revenueyieldedby theadmittedrequestswhile providing thefollowing notionof class-baseddifferentiation
to theapplication:eachclassshouldbeableto sustaintheminimumrequestratespeci�ed for it in theSLA.
Givenour focusonextremeoverloads,thedesignof thepoliceris alsoin�uencedby thesecondkey issueof
scalability—ensuringvery low overheadadmissioncontroltestsin orderto scaleto veryhigh requestarrival
ratesseenduringoverloads.Thissectionelaborateson thesetwo issues.
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4.4.1 RequestPolicing Basics

Thesentrymapseachincomingrequestto oneof theclassesC1; :::; CL . Thepolicerneedsto guarantee
eachclassanadmissionrateequalto theminimumsustainableratedesiredby it (recallourSLA from Section
4.3). It doessoby implementingleaky buckets,onefor eachclass,thatadmit requestsconformingto these
rates. Requestsconformingto theseleaky buckets are forwardedto the application. Leaky buckets can
be implementedvery ef�ciently , so determiningif an incoming requestconformsto a leaky bucket is an
inexpensive operation.Requestsin excessof theseratesundergo furtherprocessingasfollows. Eachclass
hasa queueassociatedwith it (seeFigure4.2); incomingrequestsareappendedto thecorrespondingclass-
speci�c queue.Requestswithin eachclasscanbeprocessedeitherin FIFO orderor in orderof their service
times. In the former case,all requestswithin a classareassumedto be equally important,whereasin the
latter casesmallerrequestsaregivenpriority over larger requestswithin eachclass.Admitted requestsare
handedto theloadbalancer, which thenforwardsthemto oneof theserversin theapplication's serverpool.

Thepolicer incorporatesthefollowing two featuresin its processingof therequeststhatarein excessof
theguaranteedratesto maximizerevenue.

(1) Thepolicerintroducesdifferentamountsof delayin theprocessingof newly arrivedrequestsbelonging
to differentclasses.Speci�cally, requestsof classCi areprocessedby thepoliceronceevery di time
units(d1 = 0 � d2 � : : : � dL ); requestsarriving duringsuccessive processinginstantswait for their
turn in their class-speci�cqueues.Thesedelayvalues,determinedperiodically, arechosento reduce
thechanceof admittinglessimportantrequestsinto thesystemwhenthey arelikely to deny serviceto
moreimportantrequeststhatarriveshortlythereafter. In AppendixB weshow how to pick thesedelay
valuessuchthattheprobabilityof a lessimportantrequestbeingadmittedinto thesystemanddenying
serviceto amoreimportantrequestthatarriveslater remainssuf�ciently small.

(2) Thepolicerprocessesqueuedrequestsin thedecreasingorderof importance—requestsin C1 aresub-
jectedto theadmissioncontroltest�rst, andthenthosein C2 andsoon. Doingsoensuresthatrequests
in classCi aregivenhigherpriority thanthosein classCj , j > i . Theadmissioncontrol test—which
is describedin detail in thenext section—admitsrequestssolongasthesystemhassuf�cient capacity
to meetthecontractedSLA. Notethat, if requestsin a certainclassCi fail theadmissioncontrol test,
all queuedrequestsin lessimportantclassescanberejectedwithoutany furthertests.

Observe that theabove admissioncontrol strategy meetsoneof our two goals—itpreferentiallyadmits
only importantrequestsduring an overloadandturnsaway lessimportantrequests.However, the strategy
needsto invoke the admissioncontrol teston eachindividual request,resultingin a complexity of O(r ),
wherer is thenumberof queuedup requests.Further, whenrequestswithin a classareexaminedin orderof
servicetimesinsteadof FIFO,thecomplexity increasesto O(r log(r )) dueto theneedto sortrequests.Since
theincomingrequestratecanbesubstantiallyhigherthancapacityduringanextremeoverload,runningthe
admissioncontrol test on every requestor sorting requestsprior to admissioncontrol may be infeasible.
Consequently, in whatfollows,we presenttwo strategiesfor very low overheadadmissioncontrol thatscale
well duringoverloads.

We notethata newly arriving requestimposestwo typesof computationaloverheadson thepolicer—(i)
protocolprocessingand(ii) theadmissioncontroltestitself. Clearly, bothof thesecomponentsneedto scale
for effective handlingof overloads.Whenprotocolprocessingstartsbecominga bottleneck,we respondby
increasingthenumberof sentriesguardingtheoverloadedapplication—atechniquethatwedescribein detail
in Section4.5.2. In this sectionwe presenttechniquesto dealwith thescalabilityof theadmissioncontrol
test.

4.4.2 Ef�cient Batch Processing

One possibleapproachfor reducingthe policing overheadis to processrequestsin batches. Request
arrivals tendto be very bursty during severeoverloads,with a large numberof requestsarriving in a short
durationof time. Theserequestsarequeuedup in the appropriateclass-speci�cqueuesat the sentry. Our
techniqueexploits this featureby conductinga singleadmissioncontrol teston an entirebatchof requests
within a class,insteadof doing so for eachindividual request. Suchbatchprocessingcan amortizethe
admissioncontroloverheadovera largernumberof requests,especiallyduringoverloads.
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To performef�cient batch-basedadmissioncontrol,we de�ne b bucketswithin eachrequestclass.Each
bucket hasa rangeof requestservicetimesassociatedwith it. The sentryestimatesthe servicetime of a
requestandthenmapsit into thebucket correspondingto thatservicetime. To illustrate,a requestwith an
estimatedservicetime in therange(0; s1] is mappedto bucket 1, thatwith servicetime in therange(s1; s2]
to bucket 2, andso on. Mappinga requestto a bucket canbe implementedef�ciently asa constanttime
operation.

Bucket-basedhashingis motivatedby two reasons.First, it groupsrequestswith similar servicetimes
andenablesthepolicer to conducta singleadmissioncontrol testby assumingthatall requestsin a bucket
imposesimilarservicedemands.Second,sincesuccessivebucketscontainrequestswith progressively larger
servicetimes,thetechniqueimplicitly givespriority to smallerrequests.Moreover, no sortingof requestsis
necessary—thehashingimplicitly “sorts” requestswhenmappingtheminto buckets.
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Figure4.2.Workingof thesentry. First, theclassarequestbelongsto is determined.If therequestconforms
to the leaky bucket for its class,it is admittedto theapplicationwithout any furtherprocessing.Otherwise,
it is put into its class-speci�cqueue. The admissioncontrol processesthe requestsin variousqueuesat
frequenciesgiven by the class-speci�cdelays. A requestis admittedto the applicationif thereis enough
capacity, elseit is dropped.

Whenadmissioncontrol is invokedon a requestclass,it considerseachnon-emptybucket in that class
andconductsa singleadmissioncontrol teston all requestsin that bucket (i.e., all requestsin a bucket are
treatedasa batch).Consequently, no morethanb admissioncontrol testsareneededwithin eachclass,one
for eachbucket. SincethereareL requestclasses,this reducestheadmissioncontroloverheadto O(b � L ),
which is substantiallysmallerthantheO(r ) overheadfor admittingindividual requests.

Having providedtheintuition behindbatch-basedadmissioncontrol,we discussthehashingprocessand
the admissioncontrol test in detail. In orderto hasha requestinto a bucket, the sentrymust�rst estimate
theinherentservicetimeof thatrequest.Theinherentservicetime of a requestis thetime neededto service
therequeston a lightly loadedserver (i.e.,whentherequestdoesnot seeany queuingdelays).Theinherent
servicetimeof a requestR is de�ned to be

Sinher ent = R cpu + � � R data ; (4.2)

whereR cpu is thetotal CPUtime neededto serviceR, R data is theIO time of therequest(which includes
the time to fetch datafrom disk, the time the requestis blocked on a databasequery, the network transfer
time, etc.),and� is anempiricallydeterminedconstant.The inherentservicetime is thenusedto hashthe
requestinto anappropriatebucket—therequestmapsto abucket i suchthatsi � Sinher ent � si +1 .

Thespeci�c admissioncontroltestfor eachbatchof requestswithin a bucket is asfollows. Let � denote
thebatchsize(i.e., thenumberof requests)in a bucket. Let Q denotetheestimatedqueuingdelayseenby
eachrequestin thebatch.Thequeuingdelayis thetime therequesthasto wait at a server beforeit receives
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service;the queuingdelayis a function of the currentload on the server andits estimationis discussedin
Section4.4.5.Let � denotetheaveragenumberof requests(connections)thatarecurrentlybeingservicedby
a server in theapplication's server pool. Thenthe � requestswithin a batchareadmittedif andonly if the
sumof thequeuingdelayseenby a requestandits actualservicetime doesnot exceedthecontractedSLA.
Thatis,

Q +
�

� +
�

�
n

��
� S � Rsl a ; (4.3)

whereS is theaverageinherentservicetimeof a requestin thebatch,n is thenumberof serversallocatedto

theapplication,andRsl a is thedesiredresponsetime. Theterm
�

� + d�
n e

�
� S is anestimateof theactual

servicetime of thelast requestin thebatch,andis determinedby scalingtheinherentservicetime S by the
server load,which is thenumberof therequestscurrentlyin service,i.e., � , plusthenumberof requestsfrom
thebatchthatmight beassignedto theserver i.e, d�

n e.1 Ratherthanactuallycomputingthemeaninherent
servicetimeof therequestin abatch,it is approximatedasS = (si + si +1 )=2, where(si ; si +1 ] is theservice
time rangeassociatedwith thebucket.

As indicatedabove,theadmissioncontrolis invokedfor eachclassperiodically—onceeverydi timeunits
for newly arrivedrequestsof classCi . Theinvocationis morefrequentfor importantclassesandlessfrequent
for lessimportantclasses,thatis, d1 = 0 � d2 � : : : � dL . Sincearequestmaywait in abucket for up to di

timeunitsbeforeadmissioncontrolis invokedfor its batch,theabove testis modi�ed as

Q +
�

� +
�

�
n

� �
� S � Rsl a � di : (4.4)

In the event this condition is satis�ed, all requestsin the batchare admittedinto the system. Otherwise
requestsin thebatcharedropped.

Observethatintroducingthesedelaysinto theprocessingof certainrequestsdoesnotcausea degradation
in theresponsetimeof theadmittedrequestsbecausethey now undergo a morestringentadmissioncontrol
testasgivenby (4.4). However, thesedelayswould have theeffect of reducingtheapplication's throughput
whenit is notoverloaded.Therefore,thesedelaysshouldbeadaptedasworkloadsof variousclasseschange.
In particular, they shouldtendto 0 whenthe applicationhassuf�cient capacityto handleall the incoming
traf�c. Wediscussin AppendixB how thesedelayvaluesaredynamicallyupdated.Techniquesfor estimating
parameterssuchas the queuingdelay, inherentservicetime, and the numberof existing connectionsare
discussedin Section4.4.5.

4.4.3 ScalableThr eshold-basedPolicing

We now presenta secondapproachto further reducethe policing overhead.Our techniquetradesef�-
ciency of thepolicer for accuracy andreducestheoverheadto a few arithmeticoperationsper request.The
key ideabehindthis techniqueis to periodicallypre-computethefractionof arriving requeststhatshouldbe
admittedin eachclassandthensimply enforcetheselimits without conductingany additionalper-request
tests.Again, incomingrequestsare�rst classi�edandundergo aninexpensive testto determineif they con-
form to the leaky bucketsfor their classes.Con�rming requestsareadmittedto theapplicationwithout any
furthertests.Otherrequestsundergoamorelightweightadmissioncontroltestthatwedescribenext.

Our techniqueusesestimatesof future arrival ratesand servicedemandsin eachclassto computea
threshold, which is de�ned to bea pair (i , padmit ), wherei is a classandpadmit is a fraction. Thethreshold
indicatesthat all requestsin classesmore importantthan i shouldbe admitted(padmit = 1), requestsin
classi shouldbe admittedwith probability padmit , andall requestsin classeslessimportantthani should
bedropped(padmit = 0). We determinetheseparametersbasedon observationsof arrival ratesandservice
timesin eachclassesover periodsof moderatelength(weuseperiodsof length15sec).Denotingthearrival

1Note thatwe have madetheassumptionof perfectloadbalancingin theadmissioncontrol test(4.3). Oneapproachfor capturing
loadimbalancescanbeto scale� andn by suitablychosenskew factors.Theseskew factorscanbebasedonmeasurementsof theload
imbalanceamongthereplicasof theapplication.
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ratesto classes1; : : : ; L by � 1; : : : ; � L andtheobservedaverageservicetimesby s1; : : : ; sL , thethreshold
(i , padmit ) is computedsuchthat

j = iX

j =1

� j sj � 1 �
j = LX

j =1

� min
j sj ; (4.5)

and

padmit � � i si +
j = i � 1X

j =1

� j sj < 1 �
j = LX

j =1

� min
j sj : (4.6)

where� min
j denotestheminimumguaranteedratefor classj .

Thus,admissioncontrolnow merelyinvolvesapplyingthe inexpensive classi�cationfunctionon a new
requestto determineits class,determiningif it conformsto theleaky bucket for thatclass(alsoa lightweight
operation),andthenusingtheequallylightweight thresholdingfunction(if it doesnot conformto theleaky
bucket) to decideif it shouldbeadmitted.Observe thatthisadmissioncontrolrequiresestimatesof per-class
arrival rates.Theseratesareclearlydif�cult to predictduringunexpectedoverloads.However, it is possible
to reactquickly by frequentlyupdatingour estimatesof thearrival ratesfrequently. Our implementationof
threshold-basedpolicing estimatesarrival ratesby computingexponentiallysmoothedaveragesof arrivals
over 15secperiods.Wewill demonstratetheef�cacy of thispolicerin anexperimentin Section4.7.3.

Thethreshold-basedandbatch-basedpolicing strategiesneednot bemutuallyexclusive. Thesentrycan
employ themoreaccuratebatch-basedpolicing so long asthe incomingrequestratepermitsoneadmission
control test per batch. If the incoming rate increasessigni�cantly, the processingdemandsof the batch-
basedpolicingmaysaturatethesentry. In suchanevent,whentheloadat thesentryexceedsa threshold,the
sentrycantradeaccuracy for ef�ciency by dynamicallyswitchingto athreshold-basedpolicingstrategy. This
ensuresgreaterscalabilityandrobustnessduringoverloads.Thesentryrevertsto thebatch-basedadmission
control whenthe load decreasesandstaysbelow the thresholdfor a suf�ciently long duration. We would
like to note that several existing admissioncontrol algorithmssuchas[43, 62, 124] (discussedin Section
4.2) arebasedon dynamicallysetthresholdssuchasadmissionratesandcanbe implementedasef�ciently
asour threshold-basedadmissioncontrol.Thenovel featurein our approachis the�e xibility to trade-off the
accuracy of admissioncontrolfor its computationaloverheaddependingon theloadon thesentry.

4.4.4 Analysisof the Policer

In AppendixB we show how the sentrycan,undercertainassumptions,computethe delayvaluesfor
variousclassesbasedononlineobservations.

4.4.5 Online Parameter Estimation

The batch-basedandthreshold-basedpolicing algorithmsrequireestimatesof a numberof systempa-
rameters.Theseparametersareestimatedusingonlinemeasurements.Thenucleirunningon theserversand
sentriescollectively gatherandmaintainvariousstatisticsneededby thepolicer. Thefollowing statisticsare
maintained:

� Arrival rate� i : Sinceeachrequestis mappedontoaclassat thesentry, it is trivial to usethis informa-
tion to measuretheincomingarrival ratesin eachclass.

� QueuingdelayQ: The queuingdelayincurredby a requestis measuredat the server. The queuing
delayis estimatedasthedifferencebetweenthetime therequestarrivesat theserver andthetime it is
acceptedby theHTTPserver for service(weassumethatthedelayincurredat thesentryis negligible).
Thenucleicanmeasurethesevaluesby appropriatelyinstrumentingtheoperatingsystemkernel.The
nuclei periodicallyreport the observed queuingdelaysto the sentry, which thencomputesthe mean
delaysacrossall serversin theapplication's pool.
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� Numberof requestsin service� : Thisparameteris measuredat theserver. Thenucleitrackthenumber
of active connectionsservicedby the applicationandperiodicallyreport the measuredvaluesto the
sentry. Thesentrythencomputesthemeanof thereportedvaluesacrossall serversfor theapplication.

� Requestservicetime s: This parameteris also measuredat the server. The actualservicetime of
a requestis measuredasthe differencebetweenthe arrival time at the server andthe time at which
the lastbyteof the responseis sent. Themeasurementof the inherentservicetime is morecomplex.
Doing sorequiresinstrumentationof theOSkernelandsomeinstrumentationof theapplicationitself.
This instrumentationenablesthenucleusto computetheCPUprocessingtime for a requestaswell as
thedurationfor which therequestedis blockedon I/O. Together, thesevaluesdeterminethe inherent
servicetime (seeEquation(4.2)).

� Constant� : Theconstant� in Equation(4.2) is measuredusingof�ine measurementson theservers.
Weexecuteseveralrequestswith differentCPUdemandsanddifferent-sizedresponsesunderlight load
conditionsandmeasuretheirexecutiontimes.WealsocomputetheCPUdemandsandtheI/O timesas
indicatedabove. Theconstant� is thenestimatedasthevaluethatminimizesthedifferencebetween
theactualexecutiontimeandtheinherentservicetime in Eq. (4.2).

Thesentryusespaststatisticsto estimatetheinherentservicetimeof anincomingrequestin orderto map
it ontoa bucket. To do so, thesentryusesa hashtablefor maintainingtheusagestatisticsfor the requests
it hasadmittedso far. Eachentry in this tableconsistsof the requestedURL (which is usedto compute
the index of the entry in the table)anda vectorof the resourceusagesfor this requestasreportedby the
variousservers.Requestsfor staticcontentpossessthesameURL every timeandsoalwaysmapto thesame
entry in thehashtable.TheURL for requestsfor dynamiccontent,on theotherhand,maychange(e.g. the
argumentsto a scriptmaybespeci�ed aspartof theURL). For suchrequests,we get rid of thearguments
andhashbasedon thenameof thescript invoked. Theresourceusagesfor requeststhat invoke thesescripts
maychangedependingon thearguments.Wemaintainexponentiallydecayedaveragesof theirusages.

4.5 Capacity Provisioning

Policing mechanismsmay turn away a signi�cant fraction of the requestsduring overloads. In sucha
scenario,an increasein theeffective applicationcapacityis necessaryto reducethe requestdrop rate. The
control planeimplementsdynamicprovisioning to vary the numberof allocatedserversbasedon applica-
tion workloads. The application's server pool is increasedduring overloadsby allocatingserversfrom the
freepool or by reassigningunder-usedserversfrom otherapplications.Thecontrolplanecanalsodynam-
ically provision sentryserverswhenthe incomingrequestrate imposessigni�cant processingdemandson
theexisting sentries.Therestof this sectiondiscussestechniquesfor dynamicallyprovisioningserversand
sentries.

4.5.1 Model-basedProvisioning for Applications

We employ the provisioning techniquedescribedin Chapter3 in our hostingplatform. Recall that this
techniqueis basedon a combinationof a predictive provisioning techniquebasedon the queuing-theoretic
modelpresentedin Chapter2 anda reactive provisioning techniqueto handleerrorsin predictionand�ash
crowds.

Recall that our SLA permitsdegradedresponsetime targetsfor higherarrival rates. The provisioning
mechanismmaydegradethe responsetime to theextentpermittedby theSLA, addmorecapacity, or a bit
of both. Theoptimizationdrivesthesedecisions,andtheresultingtargetresponsetimesareconveyedto the
requestpolicers.Thus,theseinteractionsenablecouplingof policing,provisioning,andadaptiveperformance
degradation.

4.5.2 Sentry Provisioning

In general,allocationanddeallocationof sentriesoccurssigni�cantly lessfrequentlythanthatof servers.
Furthermore,the numberof sentriesneededby an applicationis muchsmallerthanthe numberof servers
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running it. Consequently, a simple provisioning schemesuf�ces for dynamicallyvarying the numberof
sentriesassignedto an application. Our schemeusesthe CPU utilization of the existing sentryserversas
the basisfor allocatingadditionalsentries(or deallocatingactive sentries). If the utilization of a sentry
staysin excessof a pre-de�nedthresholdhighcpu for a certainperiodof time, it requeststhecontrolplane
for an additionalsentryserver. Upon receiving suchrequestsfrom oneor moresentriesof an application,
the control planeassignseachan additionalsentry. Similarly, if the utilization of a sentrystaysbelow a
thresholdlowcpu , it is returnedto the free pool while ensuringthat the applicationhasat leastonesentry
remaining.Whenever thecontrolplaneassigns(or removes)a sentryserver to anapplication,it repartitions
the application's servers pool equally amongthe varioussentries. The DNS entry for the applicationis
alsoupdateduponeachallocationor deallocation;a round-robinDNS schemeis usedto looselypartition
incomingrequestsamongsentries.Sinceeachsentrymanagesa mutually exclusive pool of servers,it can
independentlyperformadmissioncontrol andload balancingon arriving requests;the SLA is collectively
maintainedby virtueof maintainingit at eachsentry.

4.6 Implementation Considerations

Weimplementedaprototypehostingplatformonaclusterof 40Pentiummachinesconnectedvia a1Gbps
ethernetswitchandrunningLinux 2.4.20.Eachmachinein theclusterrunsoneof thefollowing entities:(1)
anapplicationreplica,(2) asentry, (3) thecontrolplane,(4) aworkloadgeneratorfor anapplication.

Sentry: We usedKernelTCPVirtual Server(ktcpvs) version0.0.14[67] to implementthepolicing
mechanismsdescribedin Section4.4. ktcpvs is anopen-source,Layer-7 loadbalancerimplementedasa
Linux module. It acceptsTCP connectionsfrom clients,opensseparateconnectionswith servers(onefor
eachclient), andtransparentlyrelaysdatabetweenthese.We modi�ed ktcpvs to implementall thesentry
mechanismsdescribedin Sections4.4and4.5.

4.7 Experimental Evaluation

In thissectionwepresenttheexperimentalsetupfollowedby theresultsof ourexperimentalevaluation.

4.7.1 Experimental Setup

Thesentrieswererunondual-processor1GHzmachineswith 1GBRAM. Thecontrolplane(responsible
for provisioning) was run on a dual-processor450MHz machinewith 1GB RAM. The machinesusedas
servershad2.8GHzprocessorsand512MB RAM. Finally, the workloadgeneratorswererun on machines
with processorspeedsvaryingfrom 450MHzto 1GHzandwith RAM sizesin therange128MB-512MB.All
machinesran Linux 2.4.20. In our experimentswe constructedreplicableapplicationsusingthe Apache
1.3.28Webserver with PHPsupportenabled.The�le setservicedby theseWebserverscomprised�les of
sizevaryingfrom 1kB to 256kBto representtherangefrom small text �les to largeimage�les. In addition,
theWebservershostedPHPscriptswith differentcomputationaloverheads.Thedynamiccomponentof our
workloadconsistedof requestsfor thesescripts.In all theexperiments,theSLA presentedin Figure4.1was
usedfor the applications.Application requestsweregeneratedusinghttperf [78], an open-sourceWeb
workloadgenerator.

4.7.2 RevenueMaximization and Class-basedDiffer entiation

Our �rst experimentinvestigatesthe ef�cacy of the mechanismsemployed by the sentryfor revenue
maximizationandto provide class-baseddifferentiationto requestsduringoverloads.Theprovisioningwas
keptturnedoff in thisexperiment.WeconstructedareplicatedWebserverconsistingof threeApacheservers.
Thisapplicationsupportedthreeclassesof requests—Gold,SilverandBronzein decreasingorderof revenue.
Theclassof arequestcouldbeuniquelydeterminedfrom its URL. Thedelayvaluesfor thethreeclasseswere
�x edat0, 50,and100msec,respectively. Theminimumsustainablerequestratesdesiredby all threeclasses
werechosento be0.

Theworkloadconsistedof requestsfor a setof PHPscripts.We determinedthecapacityof eachApache
server for this workload (i.e., the requestarrival rate for which the 95th percentileresponsetime of the
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Figure 4.3. Demonstrationof theworkingof theadmissioncontrolduringanoverload.

requestswasbelow theresponsetimetarget)to benearly60requests/secusingof�ine measurements.Figure
4.3(a)shows theworkloadusedin thisexperiment.Nearlyall therequestsarriving till t = 130secondswere
admittedby thesentry. Betweent = 130secondsandt = 195seconds,theBronzerequestsweredropped
almostexclusively. At t = 195 secondsthe arrival rateof Silver requestsshotup andreachednearly120
requests/sec.Theadmissionrateof Bronzerequestsdroppedto almostzeroto admitasmany Silver requests
aspossible.At t = 210 seconds,the arrival rateof Gold requestsshotup to 200 requests/sec.The sentry
thentotally suppressedall arriving BronzeandSilver requestsnow andlet in only Gold requestsaslong as
theincreasedarrival rateof Gold requestspersisted.Figure4.3(c)is analternaterepresentationof thesystem
behavior in this experimentanddepictsthevariationof thefractionof requestsof thethreeclassesthatwere
admitted.Figure4.3(d)depictstheperformanceof admittedrequests.We �nd thatthesentryis successfulin
maintainingtheresponsetimebelow 1000msec.

4.7.3 ScalableAdmissionControl

WemeasuredtheCPUutilizationat thesentryserver for differentrequestarrival ratesfor boththebatch-
basedandthethreshold-basedadmissioncontrol.Figure4.4shows our observationsof CPUutilizationwith
95% con�denceintervals. Sincewe wereinterestedonly in theoverheadsof theadmissioncontrolandnot
in the datacopying overheadsinherentin the designof the ktcpvsswitch, we forcedthe sentryto drop all
requestsafterconductingtheadmissioncontroltest.We increasedtherequestarrival ratestill theCPUat the
sentryserverbecamesaturated(nearly90%utilization). Weobservemorethanafour-fold improvementin the
sentry's scalability. WhereasthesentryCPUsaturatedat 4000requests/secwith thebatch-basedadmission
control,it wasableto handlealmost19000requests/secwith thethreshold-basedadmissioncontrol.

A secondexperimentwas conductedto investigate the degradationin the decisionmakingdue to the
threshold-basedadmissioncontroller. We repeatedtheexperimentreportedin Section4.7.2(Figure4.3)but
forced the sentryto employ the threshold-basedadmissioncontroller. The thresholdsusedby the admis-
sion control were computedonceevery 15 seconds.Figure 4.5(a)shows changesin the admissionrates
for requestsof the threeclasses.The impactof the inaccuraciesinherentin the threshold-basedadmission
controller resultedin degradedperformanceduring periodswhenthe thresholdchosenwas incorrect. We
observe two suchperiods(120-135secondsduring which all Bronzerequestsweredroppedand190-210
secondsduringwhich all BronzeandSilver requestsweredroppedwhile Gold requestswereadmittedwith
probabilityof 0.5)duringwhich the95th percentileof theresponsetime deterioratedcomparedto thetarget
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of 1000msec.Theaverageresponsetimesduringtherestof theexperimentwerekeptundercontroldueto
thethresholdgettingupdatedto astrict enoughvalue.

4.7.4 Sentry Provisioning

Weconductedanexperimentto demonstratetheability of thesystemto dynamicallyprovisionadditional
sentriesto a heavily overloadedservice. Figure4.6 shows the outcomeof our experiment. The workload
consistedof requestsfor small static�les sentto the sentrystartingat 4000requests/secandincreasingby
4000requests/secevery minuteand is shown in Figure4.6(a). If the CPU utilization of the sentryserver
remainedabove 80% for morethan30 seconds,a requestwasissuedto the control planefor an additional
sentry. Figure4.6(b) shows the variationof the CPU utilization at the �rst sentry. At t = 210 seconds,
a secondsentrywasaddedto the service. Subsequentrequestsweredistributedequallybetweenthe two
sentriescausingthearrival rateandtheCPUutilization at the �rst sentryto drop. A third sentrywasadded
at t = 420seconds,whenthetotal arrival rateto theservicehadreached32000requests/secoverwhelming
boththeexistingsentries.

4.7.5 Provisioning

We conductedan experimentwith two Web applicationshostedon our platform. The total numberof
servers available in this experimentwas 11. The SLAs for both the applicationswere identical and are
describedin Figure4.1. Further, theSLAs imposeda lower boundof 3 on thenumberof serversthateach
applicationcouldbeassigned.Thedefault provisioningdurationusedby thecontrolplanewas30minutes.

Theworkloadsfor thetwo applicationsconsistedof requestsfor anassortmentof PHPscriptsand�les in
thesizerange1kB-128kB.Requestsweresentat a sustainablebaserateto the two applicationsthroughout
theexperiment.Overloadswerecreatedby sendingincreasednumberof requestsfor a small subsetof the
scriptsandstatic�les (to simulatea subsetof the contentbecomingpopular). The experimentbegan with
the two applicationsrunning on 3 servers each. Sentriesinvoked the provisioning algorithm when more
than50%of therequestsweredroppedover a 5 minuteinterval. Figures4.7(a)and4.7(c)depictthearrival
ratesto the two applications.Thearrival ratefor Application1 wasmadeto increasein a step-like fashion
startingfrom 100 requests/sec,doublingroughly onceevery 5 minutestill it reacheda peakvalueof 1600
requests/sec.At thispointApplication1 washeavily overloadedwith thearrival rateseveraltimeshigherthan
systemcapacity(whichwasroughly60request/secperserverassignedto theserviceasdeterminedby of�ine
measurements).At t = 910secondsthesentry, having observedmorethan50%of therequestbeingdropped,
triggeredtheprovisioningalgorithmasdescribedin Section4.5. Theprovisioningalgorithmrespondedby
pulling oneserver from the freepool andaddingit to Application1. At t = 1210seconds,anotherserver
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Figure 4.5. Performanceof the threshold-basedadmissioncontrol. At t = 135seconds,the thresholdwas
setto rejectall Bronzerequests;at t = 180seconds,it wasupdatedto rejectall BronzeandSilver requests;
at t = 210 secondsit wasupdatedto alsorejectGold requestswith a probability 0.5; �nally , at t = 390
seconds,it wasagainsetto rejectonly Bronzerequests.

wasaddedto Application1 from thefreepool. Observe in Figure4.7(a)theincreasesin theadmissionrates
correspondingto theseadditionalserversbeingmadeavailableto Application1. Thenext interestingevent
wasthedefault invocationof provisioningat t = 1800seconds.Theprovisioningalgorithmaddedall the3
serversremainingin thefreepool to theheavily overloadedApplication1. Also, basedonrecentobservation
of arrival rates,it predictedanarrival ratein the range1000-10000requests/secanddegradedtheresponse
time target for Application1 to 2000msecbasedon its QoStable(seeTable4.1). In the latter part of the
experiment,the overloadof Application 1 subsidedandApplication 2 got overloaded.The functioningof
theprovisioningwasqualitatively similar to whenService1 wasoverloaded.Figures4.7(b)and4.7(d)show
the 95th percentileresponsetimesfor the two servicesduring the experiment. The control planewasable
to predictchangesto arrival ratesanddegradethe responsetime target accordingto the SLA resultingin
an increasednumberof requestsbeingadmitted. Moreover, the sentrieswereable to keepthe admission
rateswell below systemcapacityto achieve responsetimeswithin theappropriatetargetwith only sporadic
violations(whichwereon fewer than4% of theoccasions).

4.8 Conclusions

In this chapterwe presented,a comprehensive approachfor handlingextremeoverloadsin a hosting
platform runningmultiple Internetservices. The primary contribution of our work was to develop a low
overhead,highly scalableadmissioncontroltechniquefor Internetapplications.It providesseveraldesirable
features,suchasguaranteeson responsetime by conductingaccuratesize-basedadmissioncontrol,revenue
maximizationat multiple time-scalesvia preferentialadmissionof importantrequestsanddynamiccapacity
provisioning,andthe ability to be operationaleven underextremeoverloads.The sentrycantransparently
trade-off theaccuracy of its decisionmakingwith theintensityof theworkloadallowing it to handleincoming
ratesof up to 19000requests/second.We implementeda prototypehostingplatformon a Linux clusterand
demonstratedits bene�tsusingavarietyof workloads.
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CHAPTER 5

APPLICATION PROFILING AND RESOURCEUNDER-PROVISIONING IN
SHARED HOSTING PLATFORMS

5.1 Intr oduction and Moti vation

In thepreviouschapters,weaddressedresourcemanagementissuesin dedicatedhostingplatforms.Next,
we turn our attentionto sharedhostingplatforms. Arguably, thewidespreaddeploymentof sharedhosting
platformshasbeenhampered by the lack of effective resourcemanagementmechanismsthat meetthese
requirements.Mosthostingplatformsin usetodayadoptoneof two approaches.

The �rst avoids resourcesharingaltogetherby employing a dedicatedmodel. This deliversuseful re-
sourcestoapplicationproviders,but isexpensivein machineresources.Thesecondapproachsharesresources
in a best-effort manneramongapplications,which consequentlyreceive no resourceguarantees.While this
is cheapin resources,thevaluedeliveredto applicationprovidersis limited. Consequently, bothapproaches
imply aneconomicdisincentive to deploy viablehostingplatforms.

Recently, severalresourcemanagementmechanismsfor sharedhostingplatformshavebeenproposed[9,
10, 27, 114]. This chapterreportswork performedin this context, but with two signi�cant differencesin
goals.

Firstly, we seekfrom the outsetto supporta diverseset of potentially antagonisticnetwork services
simultaneouslyon a platform. Theserviceswill thereforehave heterogeneousresourcerequirements;Web
servers, continuousmediaprocessors,and multi-player gameenginesall make different demandson the
platformin termsof resourcebandwidthandlatency. Weevaluateoursystemwith suchadiverseapplication
mix.

Secondly, we aim to supportresourcemanagementpoliciesbasedon yield managementtechniquessuch
as thoseemployed in the airline industry [104]. Yield managementis driven by the businessrelationship
betweena platform provider andmany applicationproviders,andresultsin differentshort-termgoals. In
traditionalapproachesthemostimportantaim is to satisfyall resourcecontractswhile makingef�cient use
of the platform. Yield managementby contrastis concernedwith ensuringthat asmuchof the available
resourceaspossibleis usedto generaterevenue,ratherthanbeingutilized “for free” by a service(sinceit
wouldotherwisebeidle).

An analogywith air travel mayclarify thepoint: insteadof trying to ensurethatevery ticketedpassenger
getsto boardtheirchosen�ight, wetry to ensurethatnoplanetakesoff with anemptyseat(whichis achieved
by overbookingseats).

An immediateconsequenceof this goal is our treatmentof “�ash crowds”—a sharedhostingplatform
shouldreactto anunexpectedhighdemandonanapplicationonly if thereis aneconomicincentive for doing
so. That is, theplatformshouldallocateadditionalresourcesto anapplicationonly if it enhancesrevenue.
Further, any increasein resourceallocationof an applicationto handleunexpectedhigh demandsshould
not be at the expenseof contractviolations for otherapplications,sincethis is economicallyundesirable.
Hence,in contrastto systemsaimedat anenterpriseenvironmentlike theoft-citedCNN server farm,where
a wholesaleredistribution of resourcesis feasible,our systemrespondsto a �ash crowd only with resources
which cannotbeemployed to generaterevenueelsewhere,unlessa prenegotiatedarrangementbetweenthe
applicationproviderandplatformproviderexiststo justify thedisruption.

5.1.1 Research Contrib utions

Thecontribution of this chapteris threefold.First, we show how theresourcerequirementsof anappli-
cationcanbederivedusingof�ine pro�ling. Second,we demonstratetheef�ciency bene�ts to theplatform
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provider of under-provisioningthehostedapplications,andhow this canbeusefullydonewithout adversely
impactingtheguaranteesofferedto applicationproviders. Thirdly, we show how untrustedand/ormutually
antagonisticapplicationsin theplatformcanbe isolatedfrom oneanother. Therestof this sectionpresents
thesecontributionsin detail.

Automaticderivationof resource demands:We discusstechniquesfor empirically deriving an applica-
tion's resourceneeds.Theeffectivenessof a resourcemanagementtechniqueis crucially dependenton the
ability to reserve appropriateresourcesfor eachapplication.Overestimatinganapplication's resourceneeds
canresultin idling of resources,while underestimatingthemcandegradeapplicationperformance.Conse-
quentlya sharedhostingplatformcansigni�cantly enhanceits utility to usersby automaticallyderiving the
resourcerequirementsof an application. Automaticderivation of resourcerequirementsinvolves(i) mon-
itoring an application's resourceusage,and (ii) using thesestatisticsto derive resourcerequirementsthat
conformto theobservedbehavior.

We employ kernel-basedpro�ling mechanismsto empirically monitor an application's resourceusage
and proposetechniquesto derive resourcerequirementsfrom this observed behavior. We then usethese
techniquesto experimentallypro�le severalserver applicationssuchasWeb,streaming,game,anddatabase
servers. Our resultsshow that the bursty resourceusageof server applicationsmakesit feasibleto extract
statisticalmultiplexing gainsby under-provisioningthehostedapplications.

Revenuemaximizationthroughunder-provisioning: We discussresourceunder-provisioning techniques
strategiesfor sharedhostingplatforms.Provisioningclusterresourcessolelybasedon theworst-caseneeds
of anapplicationresultsin low averageutilization,sincetheaverageresourcerequirementsof anapplication
aretypically lessthan its worst case(peak)requirements,andresourcestendto idle whenthe application
doesnot utilize its peakreservedshare.In contrast,provisioninga clusterbasedon a high percentileof the
applicationneedsyieldsstatisticalmultiplexing gainsthatsigni�cantly increasetheaverageutilizationof the
clusterat theexpenseof asmallamountof under-provisioning,andincreasesthenumberof applicationsthat
canbesupportedonagivenhardwarecon�guration.

A well-designedsharedhostingplatformshouldbeabletoprovideperformanceguaranteestoapplications
evenwhenthey areunder-provisioned,with theproviso thatthisguaranteeis now probabilistic(for instance,
an applicationmight be provided a 99% guarantee(0.99 probability) that its resourceneedswill be met).
Sincedifferentapplicationshavedifferenttoleranceto suchunder-provisioning(e.g.,thelatency requirements
of a gameserver make it lesstolerantto violationsof performanceguaranteesthana Webserver),anunder-
provisioningmechanismshouldtake into accountdiverseapplicationneeds.

We demonstratethefeasibility andbene�tsof under-provisioningresourcesin sharedhostingplatforms,
andproposetechniquesto under-provision resourcesin a controlledfashionbasedon applicationresource
needs. Although suchunder-provisioning can result in transientoverloadswherethe aggregate resource
demandtemporarilyexceedscapacity, our techniqueslimit thechanceof transientoverloadof resourcesto
predictablyrare occasions,and provide useful performanceguaranteesto applicationsin the presenceof
under-provisioning. Thetechniqueswe describearegeneralenoughto work with many commonlyusedOS
resourceallocationmechanisms.

Placementand isolation of antagonisticapplications: We describean additionalaspectof the resource
managementproblem: placementand isolation of antagonisticapplications. We assumethat third-party
applicationsmay be antagonisticandcannotbe trustedby the platform,dueeitherto maliceor bugs. Our
work demonstrateshow untrustedthird-partyapplicationscanbeisolatedfrom oneanotherin sharedhosting
platforms. Eachprocessingnodein theplatformemploys resourcemanagementtechniquesthat “sandbox”
applicationsby restrictingtheresourcesconsumedby anapplicationto its reservedshare.

5.1.2 SystemModel

Thesharedhostingplatformassumedin ourresearchconsistsof aclusterof nodes, eachof whichconsists
of processor, memory, andstorageresourcesaswell asoneor morenetwork interfaces.Platformnodesare
allowedto beheterogeneouswith differentamountsof theseresourcesoneachnode.Thenodesin thehosting
platformareassumedto be interconnectedby a high-speedLAN suchasGigabit Ethernet(seeFigure5.1).
Eachclusternodeis assumedto runanoperatingsystemkernelthatsupportssomenotionof qualityof service
suchasreservationsor shares.Suchmechanismshavebeenextensively studiedoverthepastdecadeandmany
deployedcommercialandopen-sourceoperatingsystemssuchasSolaris[107], IRIX [99], Linux [108], and
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Figure5.1.Architectureof asharedhostingplatform.Eachapplicationrunsononeor morenodesandshares
resourceswith otherapplications.

FreeBSD[20] alreadysupportsuchfeatures.In this chapter, we focuson managingtwo resources—CPU
andnetwork interfacebandwidth—insharedhostingplatforms.Thechallengesof managingotherresources
in hostingenvironments,suchasmemoryandstorage,arebeyond thescopeof this thesis.As Aron points
out, managementof otherresourceswhich are inherentlytemporalin nature,suchasdisk bandwidth,can
be performedusing similar mechanisms[9]. Spatial resources,in particularphysical memory, presenta
differentchallenge.A straightforwardapproachis to usestaticpartitioningasin [9], althoughrecentlymore
sophisticatedapproacheshave beenimplemented[18, 122].

Therestof thischapteris structuredasfollows. Section5.2discussesrelatedwork. Section5.3discusses
techniquesfor empiricallyderiving anapplication's resourceneeds,while Section5.4discussesour resource
under-provisioningtechniques.Wediscussimplementationissuesin Section5.5andpresentourexperimental
resultsin Section5.6. Finally, Section5.7presentsconcludingremarks.

5.2 RelatedWork

Researchon clusteredenvironmentsover the pastdecadehasspanneda numberof issues. Systems
suchas Condorhave investigatedtechniquesfor harvestingidle CPU cycles on a clusterof workstations
to run batchjobs [76]. Fox et al. studythe designof scalable,fault-tolerantnetwork servicesrunningon
server clusters[44]. Govil et al. studytheuseof virtual clustersto manageresourcesandcontainfaultsin
large multiprocessorsystems[49]. Saitoet al. investigatescalability, availability, andperformanceissues
in dedicatedclustersin the context of clusteredmail servers [96] while Aron et al. addresstheseissues
in replicatedWeb servers [10]. Numerousmiddleware-basedapproachesfor clusteredenvironmentshave
alsobeenproposed[33, 36]. Ongoingefforts in thegrid computingcommunityhave focusedon developing
standardinterfacesfor resourcereservationsin clusteredenvironments[52]. Finally, efforts suchasgang
schedulingandco-schedulinghaveinvestigatedtheissueof coordinatingtheschedulingof tasksin distributed
systems[14, 54]; however, neitherof thesetechniquesincorporatesthe issueof quality of servicewhile
makingschedulingdecisions.In thecontext of QoS-awareresourceallocation,numerouseffortsoverthepast
decadehavedevelopedpredictableresourceallocationmechanismsfor singlemachineenvironments[15, 60,
69]. Suchtechniquesform thebuilding block for resourceallocationin clusteredenvironments.

Statisticaladmissioncontrol techniquesthatunder-provision (or overbook)resourceshave beenstudied
in thecontext of video-on-demandservers[120] andATM networks [21], but little work asbeenpublished
to datein thecontext of shared,cluster-basedhostingplatforms.
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Aron et al. [9, 11] presenta comprehensive framework for resourcemanagementin Webservers,with
theaim of deliveringpredictableQoSanddifferentiatedservices.New servicesarepro�led by runningon
lightly-loadedmachines,and contractssubsequentlynegotiatedin termsof applicationlevel performance
(connectionsper second),reportedby the applicationto the system. CPU anddisk bandwidtharesched-
uledby lottery scheduling[123] andSFQ[50] respectively, while physicalmemoryis staticallypartitioned
betweenserviceswith free pagesallocatedtemporarilyto servicesthat canmake useof them. A resource
monitorrunningoveralongertimescaleexaminesperformancereportedby theapplicationandsystemperfor-
manceinformationand�ags conditionswhichmightviolatecontracts,to allow extraresourcesto beprovided
by externalmeans.

In Aron'ssystem,resourceallocationis primarily drivenby applicationfeedbackandtheprimaryconcern
is allowing aprincipalto meetits contract.It is instructive to comparethiswith ourown goalof maximizing
the yield in the system,which amountsto maximizing the proportionof systemresourcesusedto satisfy
contracts.

The speci�c problemof QoS-awareresourcemanagementfor clusteredenvironmentshasbeeninvesti-
gatedby Aron etal. [10]. Thiseffort buildsuponsinglenodeQoS-awareresourceallocationmechanismsand
proposestechniquesto extendtheir bene�ts to clusteredenvironments.Chaseet al. proposea systemcalled
Musefor provisioningresourcesin hostingplatformsbasedonenergy considerations[27]. Museis basedon
aneconomicapproachto managingsharedserver resourcesin which services“bid” for resourcesasa func-
tion of deliveredperformance.It alsoprovidesmechanismsto continuouslymonitor loadandcomputenew
resourceallocationsby estimatingthevalueof their effectson serviceperformance.A salientdifferencebe-
tweenMuseandourapproachis thatMuseprovisionsresourcesbasedon theaverage resourcerequirements
whereaswe provision basedon thetail of theresourcerequirements.As shown in Section5.6.2,provision-
ing resourcesbasedon averagerequirementscanresult in substantiallydegradedQoSandis thereforenot
advisablefor sharedhostingplatforms.

5.3 Automatic Derivation of Application ResourceDemands

The �rst stepin hostinga new applicationis to derive its resourcerequirements.While theproblemof
QoS-awareresourcemanagementhasbeenstudiedextensively in the literature[15, 60, 69], theproblemof
howmuch resourceto allocateto eachapplicationhasreceivedrelatively little attention.In this section,we
addressthis issueby proposingtechniquesto automaticallyderive theresourcerequirementsof anapplica-
tion. Deriving theresourcerequirementsis a two stepprocess:(i) we�rst usepro�ling techniquesto monitor
applicationbehavior, and(ii) we thenuseour empiricalmeasurementsto derive resourcerequirementsthat
conformto theobservedbehavior.

5.3.1 Application ResourceRequirements:De�nitions

The resourcerequirementsof an applicationarede�ned on a per-capsulebasis. For eachcapsule,the
resourcerequirementsspecifytheintrinsic rateof resourceusage,thevariability in resourceusage,thetime
periodoverwhich thecapsuledesiresresourceguarantees,andthelevel of under-provisioningthattheappli-
cation(capsule)is willing to tolerate.As explainedearlier, in this chapter, we areconcernedwith two key
resources,namelyCPUandnetwork interfacebandwidth.For eachof theseresources,wede�ne theresource
requirementsalongtheabove dimensionsin anOS-independentmanner. In Section5.5.1,we show how to
maptheserequirementsto variousOS-speci�cresourcemanagementmechanismsthathave beendeveloped.

Moreformally, werepresenttheresourcerequirementsof anapplicationcapsulebyaquintuple(� ; �; � ; U; V ):

� TokenBucketParameters (� ; � ): Wecapturethebasicresourcerequirementsof acapsuleby modeling
resourceusageasa tokenbucket (� ; � ) [110]. Theparameter� denotesthe intrinsic rateof resource
consumption,while � denotesthevariability in theresourceconsumption.Morespeci�cally, � denotes
therateat which thecapsuleconsumesCPUcyclesor network interfacebandwidth,while � captures
the maximumburst size. By de�nition, a token bucket boundsthe resourceusageof the capsuleto
� � t + � overany interval t.

� Period � : Thethird parameter� denotesthetime periodover which thecapsuledesiresguaranteeson
resourceavailability. Putanotherway, thesystemshouldstrive to meetthe resourcerequirementsof

62



thecapsuleovereachinterval of length� . Thesmallerthevalueof � , themorestringentarethedesired
guarantees(sincethecapsuleneedsto beguaranteedresourcesovera�ner timescale).In particular, for
theabove tokenbucket parameters,thecapsulerequiresthatit beallocatedat least� � � + � resources
every � timeunits.

� Usage Distribution U: While the token bucket parameterssuccinctlycapturethe capsule's resource
requirements,they arenotsuf�ciently expressiveby themselvesto denotetheresourcerequirementsin
thepresenceof under-provisioning. Consequently, we usetwo additionalparameters—U andV—to
specifyresourcerequirementsin the presenceof under-provisioning. The �rst parameterU denotes
theprobabilitydistribution of resourceusage.NotethatU is a moredetailedspeci�cationof resource
usagethanthe token bucket parameters(� ; � ), and indicatesthe probability with which the capsule
is likely to usea certainfraction of the resource(i.e., U(x) is the probability that the capsuleusesa
fraction x of the resource,0 � x � 1). A probabilitydistribution of resourceusageis necessaryso
that the hostingplatform canprovide (quanti�able) probabilisticguaranteeseven in the presenceof
under-provisioning.

� Violation ToleranceV : The parameterV is the violation toleranceof the capsule. It speci�es the
probabilitywith which thecapsule's requirementsmaybeviolatedin a perioddueto resourceunder-
provisioning(by providing it with lessresourcesthantherequiredamount).Thus,theviolation toler-
anceindicatestheminimumlevel of servicethatis acceptableto thecapsule.To illustrate,if V = 0:01,
the capsule's resourcerequirementsshouldbe met 99% of the time (or with a probability of 0.99 in
eachinterval � ).

In general,we assumethat parameters� andV arespeci�ed by the applicationprovider. This may be
basedonacontractbetweentheplatformproviderandtheapplicationprovider(e.g.,themoretheapplication
provider is willing to payfor resources,thestrongeraretheprovidedguarantees),or on theparticularchar-
acteristicsof the application(e.g.,a streamingmediaserver requiresmorestringentguaranteesandis less
tolerantto violationsof theseguarantees).In the restof this section,we show how to derive the remaining
threeparameters� , � andU usingpro�ling, givenvaluesof � andV .

5.3.2 Kernel-basedPro�ling of ResourceUsage

Our techniquesfor empirically deriving the resourcerequirementsof an applicationrely on pro�ling
mechanismsthat monitor applicationbehavior. Recently, a numberof applicationpro�ling mechanisms
rangingfrom OS-kernel-basedpro�ling [4] to run-timepro�ling usingspeciallylinked libraries[100] have
beenproposed.

We usekernel-basedpro�ling mechanismsin the context of sharedhostingplatforms,for a numberof
reasons.Firstly, beingkernel-based,thesemechanismswork with any applicationandrequireno changesto
theapplicationat thesourceor binarylevels.This is especiallyimportantin hostingenvironmentswherethe
platformprovider mayhave little or no accessto third-partyapplications.Secondly, accurateestimationof
anapplication's resourceneedsrequiresdetailedinformationaboutwhenandhow muchresourcesareused
by theapplicationat a �ne time-scale.Whereasdetailedresourceallocationinformationis dif�cult to obtain
usingapplication-level techniques,kernel-basedtechniquescanprovide preciseinformationaboutvarious
kerneleventssuchasCPUschedulinginstancesandnetwork packet transmissionstimes.

The pro�ling processinvolvesrunningthe applicationon a setof isolatedplatform nodes(the number
of nodesrequiredfor pro�ling dependson the numberof capsules).By isolated,we meanthat eachnode
runs only the minimum numberof systemservicesnecessaryfor executingthe applicationand no other
applicationsare run on thesenodesduring the pro�ling process—suchisolation is necessaryto minimize
interferencefrom unrelatedtaskswhendeterminingtheapplication's resourceusage.Theapplicationis then
subjectedto a realisticworkload,andthekernelpro�ling mechanismis usedto trackits resourceusage.It is
importantto emphasizethattheworkloadusedduringpro�ling shouldbebothrealisticandrepresentativeof
real-world workloads.While techniquesfor generatingsuchrealisticworkloadsareorthogonalto ourcurrent
research,wenotethatanumberof differentworkload-generationtechniquesexist, rangingfrom tracereplay
of actualworkloadsto runningthe applicationin a “li ve” setting,andfrom the useof syntheticworkload
generatorsto the useof well-known benchmarks.Any suchtechniquesuf�ces for our purposeas long as
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End CPU quantum/Network transmission

Begin CPU quantum/Network transmission

Idle/ Non capsule
related activity (OFF) Busy period (ON)

Figure 5.2. An exampleof anOn-Off trace.

it realisticallyemulatesreal-world conditions,althoughwe notethat, from a businessperspective, running
the application“for real” on an isolatedmachineto obtaina pro�le may be preferableto otherworkload
generationtechniques.

WeusetheLinux tracetoolkit asourkernelpro�ling mechanism[73]. Thetoolkit provides�e xible, low-
overheadmechanismsto tracea varietyof kerneleventssuchassystemcall invocations,process,memory,
�le system,andnetwork operations.Theusercanspecifythespeci�c kerneleventsof interestaswell asthe
processesthatarebeingpro�led to selectively log events.For our purposes,it is suf�cient to monitorCPU
andnetwork activity of capsuleprocesses—wemonitorCPUschedulinginstances(thetimeinstantsatwhich
capsuleprocessesgetscheduledandthecorrespondingquantumdurations)aswell asnetwork transmission
timesandpacketsizes.Givensucha traceof CPUandnetwork activity, wenow discussthederivationof the
capsule's resourcerequirements.

5.3.3 Empirical Derivation of the ResourceDemands

Weusethetraceof kerneleventsobtainedfrom thepro�ling processto modelCPUandnetwork activity
as a simple On-Off process.This is achieved by examining the time at which eachevent occursand its
durationandderiving a sequenceof busy(On) andidle (Off) periodsfrom this information(seeFigure5.2).
This traceof busyandidle periodscanthenbeusedto derive boththeresourceusagedistribution U aswell
asthetokenbucketparameters(� ; � ).

Determiningtheusage distribution U: Recallthat,theusagedistribution U denotestheprobabilitywith
which the capsuleusesa certainfraction of the resource.To derive U, we simply partition the traceinto
measurementintervalsof lengthI andmeasurethefractionof time for which thecapsulewasbusy in each
suchinterval. This value,which representsthe fractionalresourceusagein that interval, is convertedinto a
histogramandtheneachbucket is normalizedwith respectto thenumberof measurementintervals I in the
traceto obtaintheprobabilitydistributionU. Figure5.3(a)illustratesthisprocess.

Derivingtokenbucketparameters(� ; � ): Recallthatatokenbucket limits theresourceusageof acapsule
to � � t + � over any interval t. A given On-Off tracecanhave, in general,many (� , � ) pairs that satisfy
this bound. To intuitively understandwhy, let us computethe cumulative resourceusagefor the capsule
over time. Thecumulative resourceusageis simply thetotal resourceconsumptionthusfar andis computed
by incrementingthecumulative usageaftereachON period. Thus,thecumulative resourceusageis a step
function asdepictedin Figure5.3(b). Our objective is to �nd a line � � t + � that boundsthe cumulative
resourceusage;the slopeof this line is the token bucket rate � andits Y-interceptis the burst size � . As
shown in Figure5.3(b), thereare in generalmany suchcurves,all of which arevalid descriptionsof the
observedresourceusage.

Several algorithmsthat mechanicallycomputeall valid (� ; � ) pairsfor a given On-Off tracehave been
proposedrecently. We usea variantof onesuchalgorithm[110] in our research—foreachOn-Off trace,
the algorithmproducesa rangeof � values(i.e., [� min ; � max ]) that constitutevalid token bucket ratesfor
observedbehavior. For each� within this range,thealgorithmalsocomputesthecorrespondingburstsize� .
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Figure 5.3. Derivationof theusagedistributionandtokenbucket parameters.

Althoughany pair within this rangeconformsto theobservedbehavior, thechoiceof a particular(� ; � ) has
importantpracticalimplications.

SincetheviolationtoleranceV for thecapsuleis given,wecanuseV to chooseaparticular(� ; � ) pair. To
illustrate,if V = 0:05, thecapsuleneedsmustbemet95%of thetime,which canbeachievedby reserving
resourcescorrespondingto the 95th percentileof the usagedistribution. Consequently, a goodpolicy for
sharedhostingplatformsis to pick a � that correspondsto the (1 � V ) � 100th percentileof the resource
usagedistributionU, andto pick thecorresponding� ascomputedby theabovealgorithm.Thisensuresthat
we provision resourcesbasedon a high percentileof the capsule's needsandthat this percentileis chosen
basedon thespeci�edviolation toleranceV .

5.3.4 Pro�ling Server Applications: Experimental Results

In this section,we pro�le severalcommonly-usedserver applicationsto illustratetheprocessof deriving
anapplication'sresourcerequirements.Ourexperimentallyderivedpro�les notonly illustratetheinherentna-
tureof variousserverapplicationsbut alsodemonstratetheutility andbene�tsof resourceunder-provisioning
in sharedhostingplatforms.

Thetestbedfor ourpro�ling experimentsconsistsof aclusterof � veDell PowerEdge1550servers,each
with a966MHz PentiumIII processorand512MB memoryrunningRedHatLinux 7.0.All serversrunsthe
2.2.17versionof theLinux kernelpatchedwith theLinux tracetoolkit version0.9.5,andareconnectedby
100MbpsEthernetlinks to aDell PowerConnect(modelno. 5012)Ethernetswitch.

To pro�le anapplication,we run it on oneof our serversandusethe remainingserversto generatethe
workload for pro�ling. We assumethat all machinesare lightly loadedand that all non-essentialsystem
services(e.g.,mail services,X windows server) areturnedoff to prevent interferenceduringpro�ling. The
parameters� andI werebothsetto 1 secin all our experimentation.We pro�le thefollowing server appli-
cationsin ourexperiments:

� ApacheWebserver:WeusetheSPECWeb99benchmark[105] to generatetheworkloadfor theApache
Webserver (version1.3.24)[5]. TheSPECWebbenchmarkallowscontrolalongtwo dimensions—the
numberof concurrentclientsandthepercentageof dynamic(cgi-bin) HTTP requests.We vary both
parametersto studytheir impactonApache's resourceneeds.

� MPEG streamingmediaserver: We usea home-grown streamingserver to streamMPEG-1 video
�les to multiple concurrentclientsover UDP. Eachclient in our experimentrequestsa 15 minutelong
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Figure5.4. Pro�le of theApacheWebserverusingthedefaultSPECWeb99con�guration.

variablebit rateMPEG-1videowith a meanbit rateof 1.5 Mb/s. We vary thenumberof concurrent
clientsandstudyits impacton theresourceusageat theserver.

� Quakegameserver:Weusethepublicly availableLinux Quakeserverto understandtheresourceusage
of a multi-playergameserver; our experimentsusethe standardversionof Quake I [90]—a popular
multi-player gameon the Internet. The client workload is generatedusing a bot—anautonomous
softwareprogramthat emulatesa humanplayer. We usethe publicly available “terminator” bot to
emulateeachplayer;we vary thenumberof concurrentplayersconnectedto theserver andstudyits
impacton theresourceusage.

� PostgreSQLdatabaseserver: We pro�le the postgreSQLdatabaseserver (version7.2.1) [87] using
thepgbench 1.2 benchmark.This benchmarkis partof thepostgreSQLdistribution andemulatesthe
TPC-Btransactionalbenchmark[86]. Thebenchmarkprovidescontrolover thenumberof concurrent
clientsaswell asthenumberof transactionsperformedby eachclient. We vary bothparametersand
studytheir impacton theresourceusageof thedatabaseserver.

Wenow presentsomeresultsfrom ourpro�ling study.
Figure5.4(a)depictsthe CPU usagedistribution of the ApacheWeb server obtainedusingthe default

settingsof theSPECWeb99benchmark(50concurrentclients,30%dynamiccgi-bin requests).Figure5.4(b)
plotsthecorrespondingcumulativedistributionfunction(CDF)of theresourceusage.As shown in the�gure
(andsummarizedin Table5.1),theworstcaseCPUusage(100th percentile)is 25%of CPUcapacity. Further,
the99th andthe95th percentilesof CPUusageare10and4%of capacity, respectively. Theseresultsindicate
thatCPUusageis bursty in natureandthat theworst-caserequirementsaresigni�cantly higherthana high
percentileof theusage.Consequently, under-provisioningby a mere1% reducestheCPUrequirementsof
Apacheby a factorof 2.5, while under-provisioningby 5% yieldsa factorof 6.25reduction(implying that
2.5 and6.25 timesasmany Web serverscanbe supportedwhenprovisioning basedon the 99th and95th

percentiles,respectively, insteadof the100th pro�le). Thus,evensmallamountsof under-provisioningcan
potentiallyyield signi�cant increasesin platformcapacity. Figure5.4(c)depictsthepossiblevalid (� ; � ) pairs
for Apache's CPUusage.Dependingon thespeci�ed violation toleranceV , we canset� to anappropriate
percentileof theusagedistributionU, andthecorresponding� canthenbechosenusingthis �gure.

Figures5.5(a)-(d)depicttheCPUor network bandwidthdistributions,asappropriate,for variousserver
applications. Speci�cally, the �gure shows the usagedistribution for the ApacheWeb server with 50%
dynamicSPECWebrequests,thestreamingmediaserver with 20 concurrentclients,theQuake gameserver
with 4 clientsandthepostgreSQLserver with 10 clients.Table5.1summarizesour resultsandalsopresents
pro�les for several additionalscenarios(only a small subsetof the threedozenpro�les obtainedfrom our
experimentsarepresented).Table5.1alsolists theworst-caseresourceneedsaswell asthe99th andthe95th

percentileof theresourceusage.
Together, Figure 5.5 and Table 5.1 demonstratethat all server applicationsexhibit burstinessin their

resourceusage,albeitto differentdegrees.Thisburstinesscausestheworst-caseresourceneedsto besigni�-
cantlyhigherthana high percentileof theusagedistribution. Consequently, we �nd thatthe99th percentile
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Figure 5.5. Pro�les of VariousServerApplications

Application Res. Res.usageatpercentile (� ; � )
100th 99th 95th for O = 0:01

WS,default CPU 0.25 0.10 0.04 (0.10,0.218)
WS,50%dyn. CPU 0.69 0.29 0.12 (0.29,0.382)

SMS,k=4 Net 0.19 0.16 0.11 (0.16,1.89)
SMS,k=20 Net 0.63 0.49 0.43 (0.49,6.27)

GS,k=2 CPU 0.011 0.010 0.009 (0.010,0.00099)
GS,k=4 CPU 0.018 0.016 0.014 (0.016,0.00163)

DBS,k=1(def) CPU 0.33 0.27 0.20 (0.27,0.184)
DBS,k=10 CPU 0.85 0.81 0.79 (0.81,0.130)

Table5.1.Summaryof pro�les. Althoughwepro�led bothCPUandnetwork usagefor eachapplication,we
only presentresultsfor themoreconstrainingresource.Abbreviations:WS=Apache,SMS=streamingmedia
server, GS=Quake gameserver, DBS=databaseserver, k=numberof clients,dyn.=dynamic,Res.=Resource.

is smallerby a factorof 1.1-2.5,while the95th percentileyieldsa factorof 1.3-6.25reductionwhencom-
paredto the 100th percentile. Together, theseresultsillustrate the potentialgains that canbe realizedby
under-provisioningresourcesin sharedhostingplatforms.

5.4 ResourceUnder-provisioning in SharedHosting Platforms

Having derived theresourcerequirementsof eachcapsule,thenext stepis to determinewhich platform
nodewill runeachcapsule.Severalconsiderationsarisewhenmakingsuchplacementdecisions.First,since
the applicationsarebeingunder-provisioned,the platform shouldensurethat the resourcerequirementsof
a capsulewill bemetevenwhenthecapsuleis under-provisioned. Second,sincemultiple nodesmayhave
theresourcesnecessaryto houseeachapplicationcapsule,theplatformwill needto pick a speci�c mapping
from thesetof feasiblemappings.In this section,we presenttechniquesfor under-provisioningapplications
in acontrolledmanner. Theaimis to ensurethat: (i) theresourcerequirementsof theapplicationaresatis�ed
and(ii) violation tolerancesaretakeninto accountwhile makingplacementdecisions.
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Figure5.6.Demonstrationof how anapplicationoverloadmaybedetectedby comparingthelatestresource
usagepro�le with theoriginalof�ine pro�le.

5.4.1 ResourceUnder-provisioning Techniques

A platformnodecanaccepta new applicationcapsuleso long asthe resourcerequirementsof existing
capsulesarenot violated,andsuf�cient unusedresourcesexist to meettherequirementsof thenew capsule.

To verify that a nodecan meetthe requirementsof all capsules,we simply sum the requirementsof
individual capsulesand ensurethat the aggregate requirementdoesnot exceednodecapacity. For each
capsulei onthenode,theparameters(� i ,� i ) and� i requirethatthecapsulebeallocated(� i � � i + � i ) resources
in eachinterval of duration� i . Further, sincethecapsulehasa violation toleranceVi , in theworstcase,the
nodecanallocateonly (� i � � i + � i ) � (1 � Vi ) resourcesandyetsatisfythecapsuleneeds.Consequently, even
in theworstcasescenario,theresourcerequirementsof all capsulescanbemetsolong asthetotal resource
requirementsdonotexceedthecapacity:

k+1X

i =1

(� i � � min + � i ) � (1 � Vi ) � C � � min (5.1)

whereC denotesthe CPU or network interfacecapacityon the node,k denotesthe numberof existing
capsuleson the node,k + 1 is the new capsule,and � min = min(� 1; � 2; : : : � k+1 ) is the period � for the
capsulethatdesiresthemoststringentguarantees1.

Inequality(5.1)caneasilyhandleheterogeneityin nodesby usingappropriateC valuesfor theCPUand
network capacitiesoneachnode.

A new capsulecan be placedon a nodeif (5.1) is satis�ed for both the CPU and network interface.
Sincemultiplenodesmaysatisfyacapsule'sCPUandnetwork requirements,especiallyat low andmoderate
utilizations,weneedto devisepoliciesto chooseanodefrom thesetof all feasiblenodesfor thecapsule.We
discussthis issuenext.

5.4.2 Handling Dynamically ChangingResourceRequirements

Our discussionthusfar hasassumedthat theresourcerequirementsof anapplicationat run-timedo not
changeafter the initial pro�ling phase.In reality though,resourcerequirementschangedynamicallyover
time, in tandemwith the workload seenby the application. In this sectionwe outline our approachfor
dealingwith dynamicallychangingapplicationworkloads.

First, recall that we provision resourcesbasedon a high percentileof the application's resourceusage
distribution. Consequently, variationsin the applicationworkloadthat affect only the averageresourcere-
quirementsof thecapsules,but not thetail of theresourceusage distribution, will not resultin violationsof

1Notethatsincethe� i for capsulei waschosenbasedonthe(1 � Vi ) � 100th percentileof thecapsule'sresourceusagedistribution,
thismultiplicationwith (1 � Vi ) mayseemlikepenalizingthecapsuletwice. However, this is notsobecause� i in combinationwith the
burst� i is anupperenvelopof therequirementsof capsulei . Themultiplicationwith (1 � Vi ) allowsusto under-provision thecapsule
in acontrolledmanner.
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the probabilisticguaranteesprovided by the hostingplatform. In contrast,workloadchangesthat causean
increasein thetail of theresourceusagedistributionwill certainlyaffectapplicationresourceguarantees.

How aplatformshoulddealwith suchchangesin resourcerequirementsdependsonseveralfactors.Since
we areinterestedin yield management,theplatformshouldincreasethe resourcesallocatedto anoverload
applicationonly if it increasesrevenuesfor theplatformprovider. Thus,if anapplicationprovider only pays
for a �x ed amountof resources,thereis no economicincentive for the platform provider to increasethe
resourceallocationbeyondthis limit evenif theapplicationis overloaded.In contrast,if thecontractbetween
the applicationandplatform provider permitsusage-basedcharging (i.e., charging for resourcesbasedon
the actualusage,or a high percentileof the usage2), then allocatingadditionalresourcesin responseto
increaseddemandis desirablefor maximizingrevenue.In sucha scenario,handlingdynamicallychanging
requirementsinvolvestwo steps:(i) detectingchangesin the tail of theresourceusagedistribution, and(ii)
reactingto thesechangesby varyingtheactualresourcesallocatedto theapplication.

To detectsuchchangesin thetail of anapplication's resourceusagedistribution, we proposeto conduct
continuous,on-linepro�ling of the resourceusageof all capsulesusinglow-overheadpro�ling tools. This
would bedoneby recordingtheCPUschedulinginstants,network transmissiontimes,andpacket sizesfor
all processesover intervals of a suitablelength. At the endof eachinterval, this datawould be processed
to constructthe latestresourceusagedistributionsfor all capsules.An applicationoverloadwould manifest
itself throughanincreasedconcentrationin thehigh percentilebucketsof theresourceusagedistributionsof
its capsules.

We presentthe resultsof a simple experimentto illustrate this. Figure 5.6(a)shows the CPU usage
distribution of theApacheWebserver obtainedvia of�ine pro�ling. Theworkloadfor theWebserver was
generatedby using the SPECWeb99benchmarkemulating50 concurrentclients with 50% dynamiccgi-
bin requests.The of�ine pro�ling wasdoneover a periodof 30 minutes. Next, we assumeda violation
toleranceof 1% for this Web server capsule. As describedin Section5.3.3, it was assigneda CPU rate
of 0:29 (correspondingto the 99th percentileof its CPU usagedistribution). The remainingcapacitywas
assignedto agreedydhrystoneapplication(thisapplicationperformscompute-intensiveintegercomputations
andgreedilyconsumesall resourcesallocatedto it). TheWebserver wasthensubjectedto exactly thesame
workload(50 clientswith 50%cgi-bin requests)for 25 minutes,followedby a heavier workloadconsisting
of 70 concurrentclientswith 70%dynamiccgi-bin requestsfor 5 minutes.Theheavier workloadduringthe
last 5 minuteswasto simulatean unexpected�ash crowd. The Web server's CPU usagedistribution was
recordedoverperiodsof length10minuteeach.Figure5.6(b)showstheCPUusagedistributionobservedfor
theWebserver duringa periodof expectedworkload. We �nd that this pro�le is very similar to thepro�le
obtainedusingof�ine measurements,exceptbeingupper-boundedby theCPUrateassignedto thecapsule.
Figure5.6(c)plots theCPUusagedistribution during theperiodwhentheWebserver wasoverloaded.We
�nd an increasedconcentrationin the high percentileregionsof this distribution comparedto the original
distribution.

Thedetectionof applicationoverloadwould trigger remedialactionsthatwould proceedin two stages.
First, new resourcerequirementswould be computedfor the affectedcapsules. Next, actionswould be
takento provide thecapsulesthenewly computedresourceshares—thismayinvolve increasingtheresource
allocationsof the capsules,or moving the capsulesto nodeswith suf�cient resources.Implementingand
evaluatingthesetechniquesfor handlingapplicationoverloadsarepart of our ongoingresearchon shared
hostingplatforms.

5.5 Implementation Considerations

In this section,we �rst discussimplementationissuesin integrating our resourceunder-provisioning
techniqueswith OSresourceallocationmechanisms.We thenpresentanoverview of our prototypeimple-
mentation.

2ISPschargefor network bandwidthin this fashion—thecustomerpaysfor the95th percentileof its bandwidthusageoveracertain
period.
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5.5.1 Providing Application Isolation at Run Time

Thetechniquesdescribedin theprevioussectionallow aplatformprovidertounder-provisionapplications
andyet provide guaranteesthattheresourcerequirementsof applicationswill bemet. Thetaskof enforcing
theseguaranteesat run-timeis theresponsibilityof theOSkernel.To meettheseguarantees,weassumethat
thekernelemploys resourceallocationmechanismsthatsupportsomenotionof quality of service.Numer-
oussuchmechanisms—suchasreservations,shares,andtoken bucket regulators[15, 60, 69]—have been
proposedrecently. All of thesemechanismsallow a certainfractionof eachresource(CPUcycles,network
interfacebandwidth)to bereservedfor eachapplicationandenforcetheseallocationsona �ne timescale.

In additionto enforcingtheresourcerequirementsof eachapplication,thesemechanismsalsoisolateap-
plicationsfrom oneanother. By limiting theresourcesconsumedby eachapplicationto its reservedamount,
themechanismspreventamaliciousor overloadedapplicationfrom grabbingmorethanits allocatedshareof
resources,therebyproviding applicationisolationat run-time—animportantrequirementin sharedhosting
environmentsrunninguntrustedapplications.

Our under-provisioning techniquescan exploit many commonlyusedQoS-aware resourceallocation
mechanisms. Since the resourcerequirementsof an applicationare de�ned in a OS- and mechanism-
independentmanner, we needto map theseOS-independentrequirementsto mechanism-speci�cparam-
eter values. We outline thesemappingsfor threecommonly-usedQoS-aware mechanisms—reservations,
proportional-shareschedulers,andrateregulators.

Reservations:A reservation-basedscheduler[60, 69] requiresthe resourcerequirementto be speci�ed
asa pair (x; y) wherethecapsuledesiresx unitsof theresourceevery y time units (effectively, thecapsule
requestsx

y fractionof theresource).For reasonsof feasibility, thesumof therequestsallocationsshouldnot
exceed1 (i.e.,

P
j

x j

y j
� 1). In sucha scenario,the resourcerequirementsof a capsulewith token bucket

parameters(� i ; � i ) andaviolation toleranceVi canbetranslatedto reservationby setting(1 � Vi ) � � i = x i
y i

and (1 � Vi ) � � i = x i . To seewhy, recall that (1 � Vi ) � � i denotesthe rate of resourceconsumption
of the capsulein the presenceof under-provisioning, which is sameas x i

y i
. Further, sincethe capsulecan

requestx i unitsof theresourceeveryyi timeunits,andin theworstcase,theentirex i unitsmayberequested
continuously, we settheburstsizeto be(1 � Vi ) � � i = x i . Theseequationssimplify to x i = (1 � Vi ) � � i

andyi = � i =� i .
Proportional-share and lottery schedulers: Proportional-shareand lottery schedulers[50, 123] enable

resourcesto be allocatedin relative terms—ineithercase,a capsuleis assigneda weight wi (or wi lottery
tickets) causingthe schedulerto allocatewi =

P
j wj fraction of the resource.Further, two capsuleswith

weightswi andwj areallocatedresourcesin proportionto their weights(wi : wj ). For suchschedulers,the
resourcerequirementsof a capsulecanbe translatedto a weight by settingwi = (1 � Vi ) � � i . By virtue
of usinga singleparameterwi to specifythe resourcerequirements,suchschedulersignorethe burstiness
� in the resourcerequirements.Consequently, the underlyingschedulerwill only approximatethe desired
resourcerequirements.The natureof approximationdependson the exact schedulingalgorithm—the�ner
thetime-scaleof theallocationsupportedby thescheduler, thebetterwill theactualallocationapproximate
thedesiredrequirements.

Rateregulators: Rateregulatorsarecommonlyusedto police thenetwork interfacebandwidthusedby
an application. Suchregulatorslimit the sendingrate of the applicationbasedon a speci�ed pro�le. A
commonlyusedregulator is the token bucket regulator that limits the amountof bytestransmittedby an
applicationto � � t + � overany interval t. Sincewemodelresourceusageof acapsuleasa tokenbucket, the
resourcerequirementsof acapsuletrivially mapto anactualtokenbucket regulatorandnospecialtranslation
is necessary.

5.5.2 Prototype Implementation

We have implementeda Linux-basedsharedhostingplatformthat incorporatesthetechniquesdiscussed
in theprevioussections.Our implementationconsistsof threekey components:(i) a pro�ling modulethat
allows us to pro�le applicationsandempiricallyderive their resourcerequirements,(ii) a controlplanethat
is responsiblefor resourceunder-provisioning,and(iii) a QoS-enhancedLinux kernelthat is responsiblefor
enforcingapplicationresourcerequirements.
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Thepro�ling modulerunson a setof dedicated(andthereforeisolated)platformnodesandconsistsof a
vanillaLinux kernelenhancedwith theLinux tracetoolkit. As explainedin Section5.3,thepro�ling module
gathersa kerneltraceof CPUandnetwork activities of eachcapsule.It thenpost-processesthis information
to derive anOn-Off traceof resourceusageandthenderivestheusagedistribution U andthe tokenbucket
parametersfor thisusage.

The control planeis responsiblefor placingcapsulesof newly arriving applicationsonto nodeswhile
under-provisioning them. The control planealsokeepsstateconsistingof a list of all capsulesresidingon
eachnodeandtheir resourcerequirements.It alsomaintainsinformationaboutthehardwarecharacteristics
of eachnode. The requirementsof a newly arriving applicationarespeci�ed to the control planeusinga
resourcespeci�cationlanguage.This speci�cationincludestheCPU andnetwork bandwidthrequirements
of eachcapsule.Thecontrolplaneusesthis speci�cationto derive a placementfor eachcapsule.In addition
to assigningeachcapsuleto a node,the control planealsotranslatesthe resourcerequirementparameters
of thecapsulesto parametersof commonlyusedresourceallocationmechanisms(discussedin theprevious
section).

The third component,namelythe QoS-enhancedLinux kernel[89], runson eachplatform nodeandis
responsiblefor enforcingtheresourcerequirementsof capsulesat runtime. For thepurposeof this thesis,we
implementthe H-SFQproportional-shareCPU scheduler[50]. H-SFQis a hierarchical proportional-share
schedulerthatallows usto groupresourceprincipals(processes,lightweightprocesses)andassignanaggre-
gateCPUshareto theentiregroup. This functionality is essentialsincea capsulecontainsall processesof
an applicationthat arecollocatedon a nodeandthe resourcerequirementsarespeci�ed for the capsuleas
a wholeratherthanfor individual resourceprincipals.To implementsuchanabstraction,we createa sepa-
ratenodein theH-SFQschedulinghierarchy for eachcapsule,andattachall resourceprincipalsbelonging
to a capsuleto this node. The nodeis thenassigneda weight (determinedusingthe capsule's resourcere-
quirements)andtheCPUallocationof thecapsuleis sharedby all resourceprincipalsof thecapsule.3 We
implementa token bucket regulatorto provide resourceguaranteesat the network interfacecard. Our rate
regulatorallowsusto associateall network socketsbelongingto agroupof processesto asingletokenbucket.
We instantiatea tokenbucket regulatorfor eachcapsuleandregulatethenetwork bandwidthusageof all re-
sourceprincipalscontainedin this capsuleusingthe (� ; � ) parametersof the capsule's network bandwidth
usage.In Section5.6.2,we experimentallydemonstratethe ef�cacy of thesemechanismsin enforcingthe
resourcerequirementsof capsulesevenin thepresenceof under-provisioning.

5.6 Experimental Evaluation

In this section,we presenttheresultsof our experimentalevaluation.Thesetupusedin our experiments
is identical to that describedin Section5.3.4—weemploy a clusterof Linux-basedserversasour shared
hostingplatform. Eachserver runsa QoS-enhancedLinux kernelconsistingof the H-SFQCPU scheduler
anda leaky bucket regulatorfor thenetwork interface.Thecontrolplanefor thesharedplatformimplements
the resourceunder-provisioningdiscussedearlierin this chapter. For easeof comparison,we usethesame
setof applicationsdiscussedin 5.3.4andtheir derivedpro�les (seeTable5.1) for ourexperimentalstudy.

5.6.1 Ef�cacy of ResourceUnder-provisioning

Our �rst setof experimentsexaminesthe ef�cacy of under-provisioning applicationsin sharedhosting
platforms. We �rst considersharedWeb hostingplatforms—atype of sharedhostingplatform that runs
only Webservers. EachWebserver runningon theplatformis assumedto conformto oneof the four Web
server pro�les gatheredfrom our pro�ling study(two of thesepro�les areshown in Table5.1; theothertwo
employedvaryingmixesof staticanddynamicSPECWeb99requests).Theobjective of ourexperimentis to
examinehow many suchWebserverscanbesupportedby agivenplatformcon�gurationfor variousviolation
tolerances.We vary theviolation tolerancefrom 0% to 10%,andfor eachtolerancevalue,attemptto place
asmany Webserversaspossibleuntil theplatformresourcesareexhausted.We �rst performtheexperiment
for a clusterof 5 nodes(identicalto our hardwarecon�guration)andthenrepeatit for clustersizesranging
from 16 to 128 nodes(sincewe lack clustersof thesesizes,for theseexperiments,we only examinehow

3Theuseof theschedulinghierarchy to furthermultiplex capsuleresourcesamongresourceprincipalsin a controlledway is clearly
feasiblebut beyondthescopeof thiswork.
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Figure5.7.Bene�tsof resourceunder-provisioningfor aburstyWebserverapplication,a lessburstystream-
ing serverapplicationandfor applicationmixes.

many applicationscanbeaccommodatedon theplatformanddo not actuallyrun theseapplications).Figure
5.7(a)depictsour resultswith 95% con�denceintervals. This �gure shows that, the larger the amountof
under-provisioning,thelargeris thenumberof Webserversthatcanberunonagivenplatform.Speci�cally,
for a 128 nodeplatform, the numberof Web servers that can be supportedincreasesfrom 307 when no
under-provisioning is employed to over 1800for 10% under-provisioning (a factorof 5.9 increase).Even
for a modest1% under-provisioning,we seea factorof 2 increasein thenumberof Webserversthatcanbe
supportedon platformsof varioussizes.Thus,evenmodestamountsof under-provisioningcansigni�cantly
enhancerevenuesfor theplatformprovider.

Next, we examinethebene�ts of under-provisioningapplicationsin a sharedhostingplatformthat runs
a mix of streamingservers,databaseservers,andWebservers. To demonstratethe impactof burstinesson
under-provisioning,we �rst focusonly on thestreamingmediaserver. As shown in Table5.1,thestreaming
server(with 20clients)exhibitslessburstinessthanatypicalWebserver, andconsequently, weexpectsmaller
gains due to resourceunder-provisioning. To quantify thesegains, we vary the platform size from 5 to
128 nodesand determinethe numberof streamingservers that can be supportedwith 0%, 1%, and 5%
under-provisioning. Figure5.7(b)plots our resultswith 95% con�denceintervals. As shown, the number
of serversthatcanbesupportedincreasesby 30-40%with 1% under-provisioningwhencomparedto theno
under-provisioningcase.Increasingtheamountof under-provisioningfrom 1%to 5%yieldsonly amarginal
additionalgain,consistentwith thepro�le for thisstreamingservershown in Table5.1(andalsoindicativeof
the less-tolerantnatureof this soft real-timeapplication).Thus,lessburstyapplicationsyield smallergains
whenunder-provisioningresources.

Althoughthestreamingserver doesnot exhibit signi�cant burstiness,largestatisticalmultiplexing gains
can still accrueby collocatingbursty and non-bursty applications. Further, sincethe streamingserver is
heavily network-boundand usesa minimal amountof CPU, additionalgains are possibleby collocating
applicationswith differentbottleneckresources(e.g.,CPU-boundandnetwork-boundapplications).To ex-
aminethevalidity of thisassertion,weconductanexperimentwhereweattemptto placeamix of streaming,
Web,anddatabaseservers—amix of CPU-boundandnetwork-boundaswell asburstyandnon-burstyap-
plications.Figure5.7(c)plots thenumberof applicationssupportedby platformsof differentsizeswith 1%
under-provisioning. As shown, an identicalplatformcon�guration is ableto supporta largenumberof ap-
plicationsthanthescenariowhereonly streamingserversareplacedon theplatform. Speci�cally, for a 32
nodecluster, theplatformsupports36and52additionalWebanddatabaseserversin additionto theapproxi-
mately80 streamingserversthatweresupportedearlier. We notethatour techniqueis automaticallyableto
extractthesegainswithoutany speci�c “tweaking” onourpart.Thus,collocatingapplicationswith different
bottleneckresourcesanddifferentamountsof burstinessenhanceadditionalstatisticalmultiplexing bene�ts
whenunder-provisioningapplications.
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5.6.2 Effectivenessof Kernel ResourceAllocation Mechanisms

While ourexperimentsthusfarhavefocusedontheimpactof under-provisioningonplatformcapacity, in
ournext experiment,weexaminetheimpactof under-provisioningonapplicationperformance.Weshow that
combiningourunder-provisioningtechniqueswith kernel-basedQoS-awareresourceallocationmechanisms
canindeedprovideapplicationisolationandquantitativeperformanceguaranteesto applications(evenin the
presenceof under-provisioning).Webegin by runningtheApacheWebserveronadedicated(isolated)node
andexamineits performance(by measuringthroughputin requests/s)for thedefaultSPECWeb99workload.
We thenrun theWebserver on a noderunningour QoS-enhancedLinux kernel. We �rst allocateresources
basedon the 100th percentileof its usage(no under-provisioning) andassignthe remainingcapacityto a
greedydhrystoneapplication(thisapplicationperformscompute-intensive integercomputationsandgreedily
consumesall resourcesallocatedto it). We measurethe throughputof the Web server in presenceof this
backgrounddhrystoneapplication. Next, we reserve resourcesfor the Web server basedon the 99th and
the 95th percentiles,allocatethe remainingcapacityto the dhrystoneapplication,andmeasurethe server
throughput. Table 5.2 depictsour results. As shown, provisioning basedon the 100th percentileyields
performancethat is comparableto runningtheapplicationon andedicatednode.Provisioningbasedon the
99th and95th percentilesresultsin a smalldegradationin throughput,but well within thepermissiblelimits
of 1% and5% degradation,respectively, dueto under-provisioning. Table5.2 alsoshows thatprovisioning
basedontheaverageresourcerequirementsresultsin asubstantialfall in throughout,indicatingthatreserving
resourcesbasedonmeanusageis notadvisablefor sharedhostingplatforms.

Application Metric IsolatedNode 100th 99th 95th Average

Apache Throughput(req/s) 67:93 � 2:08 67:51 � 2:12 66:91 � 2:76 64:81 � 2:54 39:82 � 5:26
PostgreSQL Throughput(trans/s) 22:84 � 0:54 22:46 � 0:46 22:21 � 0:63 21:78 � 0:51 9:04 � 0:85
Streaming Lengthof viols (sec) 0 0 0:31 � 0:04 0:59 � 0:05 5:23 � 0:22

Table 5.2. Effectivenessof kernelresourceallocationmechanisms.All resultsareshown with 95% con�-
denceintervals.

We repeattheabove experimentfor thestreamingserver andthedatabaseserver. Thebackgroundload
for thestreamingserverexperimentis generatedusingagreedyUDPsenderthattransmitsnetwork packetsas
fastaspossible,while thatin caseof thedatabaseserver is generatedusingthedhrystoneapplication.In both
cases,we�rst runtheapplicationonanisolatednodeandthenonourQoS-enhancedkernelwith provisioning
basedon the100th , 99th , andthe95th percentiles.We alsorun theapplicationwith provisioningbasedon
the averageof its resourceusagedistribution obtainedvia of�ine pro�ling. We measurethe throughputin
transaction/sfor thedatabaseserverandthemeanlengthof aplaybackviolation(in seconds)for thestreaming
mediaserver. Table5.2plotsourresults.Likewith theWebserver, provisioningbasedonthe100th percentile
yieldsperformancecomparableto runningtheapplicationonanisolatednode,while asmallamountof under-
provisioningresultsin a correspondingsmallamountof degradationin applicationperformance.Again, we
observe thatprovisioningbasedon theaverageresourceusageresultsin signi�cantly degradedperformance.

For eachof theabovescenarios,wealsocomputedtheapplicationpro�les in thepresenceof background
load andunder-provisioning andcomparedtheseto the pro�les gatheredon the isolatednode. Figure5.8
shows one suchset of pro�les. It shouldbe seenin combinationwith the secondrow in Table 5.2 that
correspondsto thePostgreSQLapplication.Together, they depicttheperformanceof thedatabaseserver for
different levels of CPU provisioning. Figures5.8(b)and(c) show the CPU pro�les of the databaseserver
when it is provisionedbasedon the 99th and the 95th percentilesrespectively. As can be seen,the two
pro�les look similar to the original pro�le shown in Figure5.8(a). Correspondingly, Table5.2 shows that
for theselevelsof CPUprovisioning,thethroughputreceivedby thedatabaseserver is only slightly inferior
to thaton an isolatednode. This indicatesthatuponprovisioning resourcesbasedon a high percentile,the
presenceof backgroundload interferesminimally with theapplicationbehavior. In Figure5.8(d),we show
theCPUpro�le whenthedatabaseserverwasprovisionedbasedonits averageCPUrequirement.Thispro�le
is drasticallydifferentfrom theoriginal pro�le. We alsopresentthecorrespondinglow throughputin Table
5.2. This reinforcesour earlierobservation that provisioning resourcesbasedon the averagerequirements
canresultin signi�cantly degradedperformance.
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Figure 5.8. Effectof differentlevelsof provisioningon thePostgreSQLserverCPUpro�le.

Together, theseresultsdemonstratethat our kernelresourceallocationmechanismsareableto provide
quantitative performanceguaranteesevenwhenapplicationsareunder-provisioned.

5.7 Concluding Remarks

In this chapter, we presentedtechniquesfor provisioningCPUandnetwork resourcesin sharedhosting
platformsrunningpotentiallyantagonisticthird-partyapplications.We arguedthat provisioning resources
solely basedon the worst-caseneedsof applicationsresultsin low averageutilization, while provisioning
basedonahighpercentileof theapplicationneedscanyield statisticalmultiplexing gainsthatsigni�cantly in-
creasetheutilizationof thecluster. Sinceanaccurateestimateof anapplication's resourceneedsis necessary
whenprovisioning resources,we presentedtechniquesto pro�le applicationson dedicatednodes,possibly
while in service,andusedthesepro�les to guidetheplacementof applicationcomponentsontosharednodes.
Wethenproposedtechniquesto under-provisionhostedapplicationsin acontrolledfashionsuchthattheplat-
form canprovideperformanceguaranteesto applicationsevenwith thisunder-provisioning.Our techniques,
in conjunctionwith commonlyusedOS resourceallocationmechanisms,canprovide applicationisolation
andperformanceguaranteesat run-timein the presenceof under-provisioning. We implementedour tech-
niquesin aLinux clusterandevaluatedthemusingcommonserverapplications.Wefoundthattheef�ciency
bene�ts from controlledunder-provisioningof applicationscanbedramaticwhencomparedto provisioning
resourcesbasedontheworst-caserequirementsof applications.Speci�cally, under-provisioningapplications
by aslittle as1% increasestheutilization of thehostingplatformby a factorof 2, while under-provisioning
by 5-10%resultsin gainsof up to 500%.Themoreburstytheapplicationresourcesneeds,thehigherarethe
bene�tsof resourceunder-provisioning. More generally, our resultsdemonstratethebene�tsandfeasibility
of under-provisioningresourcesfor theplatformprovider.

74



CHAPTER 6

APPLICATION PLACEMENT IN SHARED HOSTING PLATFORMS

6.1 Intr oduction and Moti vation

In the last chapterwe describedhow a sharedhostingplatform caninfer the resourcerequirementsof
anapplicationbeforehostingit. Having inferredtheserequirements,theplatformneedsto determinewhich
exactnodesto the run variouscapsulesof theapplicationon. In this chapter, we studya mappingproblem
thatarisesin thedesignof sharedhostingplatformswhenmakingthis decisionof whereto run thecapsules
of anapplication.

As we have alreadydiscussed,hostingplatformsimply a businessrelationshipbetweenthe platform
provider andtheapplicationproviders: thelatterpaytheformerfor theresourceson theplatform. In return,
theplatformprovider providessomekind of guaranteeof resourceavailability to applications.This implies
that a platform shouldadmit only applicationsfor which it hassuf�cient resources.In this work, we take
the numberof applicationsthat a platform is able to host (admit) to be an indicatorof the revenuethat it
generatesfrom thehostedapplications.Thenumberof applicationsthata platformadmitsis relatedto the
applicationplacementalgorithmusedby theplatform.A platform'sapplicationplacementalgorithmdecides
whereontheclusterthedifferentcomponentsof anapplicationgetplaced.In thischapterwestudyproperties
of theapplicationplacementproblem(APP)whosegoal is to maximizethenumberof applicationsthatcan
behostedon a platform. Notice that theAPPis trivial to solve in a dedicatedhostingscenario—placingan
applicationsimply involves�nding theappropriatenumberof availableserversfrom thepoolof freeservers.
Soour discussionhenceforthis concernedwith theAPPin a sharedsetting.We show thatAPPis NP-hard.
Further, we show that even restrictedversionsof the APP may not admit polynomial-timeapproximation
schemes.We designandanalyzeseveralapproximationalgorithmsfor theAPPandpresentalgorithmsfor
its onlineversion.

The restof the chapteris organizedasfollows. Section6.2 developsa formal settingfor the APP and
discussesrelatedwork. Section6.3establishesthehardnessof approximatingtheAPP. Section6.4presents
polynomial-timeapproximationalgorithmsfor variousrestrictionsof theAPP. Section6.5studiestheonline
versionof theAPP.

6.2 The Application PlacementProblem

6.2.1 Notation and De�nitions

Considera hostingplatformbuilt usinga clusterof n servers (alsocallednodes), N1; N2; : : : ; Nn , each
having a givencapacityCi (of availableresources). Unlessotherwisenoted,nodesarehomogeneous, in the
senseof having thesameinitial capacities.Theapplicationplacementproblem(APP)appropriatesportions
of nodes'capacitiesto applications.Let A1, : : : , Am betheapplicationsto beplacedon thecluster. For our
purposes,anapplicationcanbeviewedasasetof demandsfor nodecapacity. As describedin Chapter1, these
demandscomein discreteuniformunitscalledcapsules. Weassumethatthesedemandsaredeterminedusing
theanalyticalmodelsdescribedin Chapter2 [112]1. An anexample,a typical onlinebookstoreapplication
mayconsistof threecapsules—aWebserverresponsiblefor HTTPprocessing,amiddle-tierJavaapplication
server that implementsthe applicationlogic, anda back-enddatabasethat storescatalogsanduserorders.
A capsulemaybe thoughtof asthesmallestcomponentof anapplicationfor thepurposesof placement—
all the processes,dataetc., belongingto a capsulemustbe placedon the samenode. Capsulesprovide a

1An alternativeapproachfor determiningthesedemandsis basedonof�ine pro�ling. Wedescribethis in Chapter5.
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usefulabstractionfor logically partitioninganapplicationinto sub-componentsandfor exertingcontrolover
thedistribution of thesecomponentsontodifferentnodes.If anapplicationwantscertaincomponentsto be
placedtogetheron thesamenode(e.g.,becausethey communicatea lot), thenit couldbundlethemasone
capsule.Someapplicationsmay want their capsulesto be placedon differentnodes.An importantreason
for doingthis is to improve theavailability of theapplicationin thefaceof nodefailures—ifa nodehosting
a capsuleof the applicationfails, therewould still be capsuleson other nodes. An exampleof suchan
applicationis a replicatedWebserver. We refer to this requirementasthecapsuleplacementrestriction. In
whatfollows,we look at theAPPbothwith andwithout thecapsuleplacementrestriction.

In general,eachcapsulein an applicationrequiresguaranteeson accessto multiple resources.In this
work, weconsiderjustoneresource,suchastheCPUor thenetwork bandwidth.Weassumeasimplemodel
wherea capsulespeci�es its resourcerequirementasa fraction of the resourcecapacityof a nodein the
cluster;i.e., we assumethat theresourcerequirementof eachcapsuleis lessthanthecapacityof a node.A
capsuleC canbeplacedon a nodeN only if thesumof C's resourcerequirementandthoseof thecapsules
alreadyplacedonN doesnotexceedN 's resourcecapacity. Wesaythatanapplicationcanbeplacedonly if
all of its capsulescanbeplacedsimultaneously. It is easyto seethattherecanbemorethanonewayin which
an applicationmay be placedon a platform. We refer to the total numberof applicationsthat a placement
algorithmcouldplaceasthesizeof theplacement.A node,noneof whoseresourceshave beenreserved,is
referredto asanemptynode.

Wede�ne two versionsof theAPP.

De�nition 1 The of�ine APP: Givena clusterof n emptynodesN1, : : : , Nn , anda setof m applications
A1, : : : , Am , determinea maximumsizeplacement.

De�nition 2 The online APP: Givena clusterof n emptynodesN1, : : : , Nn , anda setof m applications
A1, : : : , Am , determinea maximumsizeplacementwhilesatisfyingthefollowingconditions.

1. Theapplicationsshouldbeconsideredfor placementin increasingorderof their indices.

2. Oncean applicationhasbeenplaced,it cannotbemovedwhile thesubsequentapplicationsare being
placed.

Lemma 1 TheAPPis NP-hard.

Proof: We reducethe well-known bin-packingproblem[82] to the APP to show that it is NP-hard. We
presenttheproof in AppendixA.

De�nition 3 Polynomial-time approximation scheme(PTAS): A memberof thesetof algorithmsA � (� >
0) for a problemP, where each A � is a (1 + � )-approximationalgorithmandtheexecutiontimeis bounded
bya polynomialin thelengthof theinput. Theexecutiontimemaydependon thechoiceof � .

De�nition 4 Approximation ratio : Approximationratio of analgorithmA, RA(A),is de�nedas:

RA(A) = max
I

A(I )
OPT(I )

where A(I) is the solutionfoundby an approximationalgorithm A and OPT(I) is the optimumsolutionfor
instanceI of a minimizationproblem.For a maximizationproblem:

RA = max
I

OPT(I )
A(I )

So,clearlyR(A) � 1, andthecloserto 1, thebettertheapproximationalgorithm.
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6.2.2 RelatedWork

Two generalizationsof theclassicalknapsackproblemarerelevant to our discussionof theAPP. These
aretheMultiple Knapsack Problem(MKP) andtheGeneralizedAssignmentProblem(GAP) [82]. In MKP,
we are given a set of n items and m bins (knapsacks)suchthat eachitem i hasa pro�t p(i ) and a size
s(i ), andeachbin j hasa capacityc(j ). The goal is to �nd a subsetof itemsof maximumpro�t that has
a feasiblepackingin the bins. MKP is a specialcaseof GAP wherethe pro�t andthe sizeof an item can
vary basedon the speci�c bin that it is assignedto. GAP is APX-hard2 andShmoys andTardosprovide a
2-approximationalgorithmfor it [102]. This wasthebestresultknown for MKP until ChekuriandKhanna
presenteda polynomial-timePTAS for it [29]. It shouldbeobservedthattheof�ine APPis a generalization
of MKP wherean item mayhave multiple componentsthatneedto beassignedto differentbins (thepro�t
associatedwith an item is 1). Further, ChekuriandKhannashow that slight generalizationsof MKP are
APX-hard[29]. This providesreasonto suspectthat the APP may alsobe APX-hard(andhencemay not
have aPTAS).

Anothercloselyrelatedproblemis a “multidimensional”versionof the MKP whereeachitem hasre-
quirementsalongmultiple dimensions,eachof which mustbe satis�ed to successfullyplaceit. The goal
is to maximizethe total pro�t yieldedby the itemsthat could be placed. Moseret al. describea heuristic
for solving this problem[79]. However, theauthorsevaluatethis heuristiconly via simulationsanddo not
provideany analyticalresultson its performance.

To thebestof our knowledge,our work is the�rst to formulateandstudytheAPPthatarisesin hosting
platforms.

6.3 Hardnessof Approximating the APP

In this section,we demonstratethat even a restrictedversionof the APP may not admit a PTAS. The
capsuleplacementrestrictionis assumedto hold throughoutthis section.

De�nition 5 Gap-preserving reduction: [40] Let� and� 0betwomaximizationproblems.Agap-preserving
reductionfrom� to � 0 with parameters (c; � ), (c0; � 0) is a polynomial-timealgorithmf . For each instanceI
of � , algorithmf producesan instanceI 0 = f (I ) of � 0. Theoptimaof I andI 0, sayOPT(I ) andOPT(I 0)
respectively, satisfythefollowingproperty:

OPT(I ) � c =) OPT(I 0) � c0; (6.1)

OPT(I ) < c=� =) OPT(I 0) < c0=� 0: (6.2)

Herecand� arefunctionsof jI j, thesizeof instancejI j, andc0, � 0arefunctionsof jI 0j. Also,� (I ), � 0(I 0) � 1.

Supposewe wish to prove theinapproximabilityof problem� 0. Supposefurtherthatwe have a polynomial
time reduction� from SAT to � thatensures,for everybooleanformula� :

� 2 SAT =) OPT(� (� )) � c;

� =2 SAT =) OPT(� (� )) < c=�:

Thencomposingthis reductionwith the reductionof De�nition 5 givesa reductionf � � from SAT to � 0

thatensures:

� 2 SAT =) OPT(f (� (� ))) � c0;

� =2 SAT =) OPT(f (� (� ))) < c0=� 0:

In otherwords,f � � shows thatachieving anapproximationratio � 0 for � 0 is NP-hard.Soa gap-preserving
reductioncanbe usedto exhibit the hardnessof approximatinga problem. We now give a gap-preserving
reductionfrom theMulti-dimensional0-1 Knapsack Problem[26] to arestrictedversionof theAPP. Webegin
with de�nition of theformerproblem(which is alsoknown asthePacking Integer Problem[28]).

2A problemis APX-hardif thereexistssomeconstante > 0 suchthat it is NP-hardto approximatetheproblemwithin a factorof
(1 + e) (meaningthataPTAS is unlikely).

77



De�nition 6 Multi-Dimensional 0-1 Knapsack Problem (MDKP) : For a �xed positiveinteger k, the k-
dimensionalknapsack problemis thefollowing:

Maximize
nX

i =1

ci x i

Subjectto

nX

i =1

aij x i � bj ; j = 1; : : : ; k;

where: n is a positiveinteger; each ci 2 f 0; 1g and maxi ci = 1; the aij and bi are non-negative real
numbers; all x i 2 f 0; 1g. De�ne B = min i bi .

To seewhy theabove maximizationproblemmodelsa multi-dimensionalknapsackproblem,think of a
k-dimensionalknapsackwith thecapacityvector(b1; : : : ; bk ). Thatis, theknapsackhascapacityb1 alongdi-
mension1, b2 alongdimension2, etc.Think of n itemsI 1; : : : ; I n , eachhaving ak-dimensionalrequirement
vector. Let therequirementvectorfor itemI j be(aj 1; : : : ; aj k ). It is easyto seethattheabovemaximization
problemis equivalentto theproblemof maximizingthenumberof k-dimensionalitemsthatcanbepacked
in the k-dimensionalknapsacksuchthat for any d, where1 � d � k, the sumof the requirementsalong
dimensiond of thepackeditemsdoesnotexceedthecapacityof theknapsackalongdimensiond.

Hardnessof approximating MDKP : For �x edk thereis aPTAS for MDKP [45]. RaghavanandThomp-
sonpresentarandomizedroundingtechniquefor largek thatyieldsintegralsolutionsof value
( OPT=d1=B ) [91].
ChekuriadKhannaestablishthatMDKP is hardto approximatewithin afactorof 
( k

1
B +1 � � ) for every �x ed

B , thus establishingthat randomizedroundingessentiallygives the bestpossibleapproximationguaran-
tees[28].

Theorem1 Givenany � > 0, it is NP-hard to approximateto within (1 + � ) theof�ine placementproblem
that has the following restrictions: (1) all the capsuleshavea positiverequirementand (2) there existsa
constantM , such that8i; j (1 � j � k; 1 � i � n); M � bj =aj i .

Proof: Weexplain laterin thisproofwhy thetwo restrictionsmentionedabovearise.Webegin by describing
thereduction.
The reduction: Considerthefollowing mappingfrom instancesof k-MDKP to of�ine APP:

Supposetheinput to k-MDKP is a knapsackwith capacityvector(b1; : : : ; bk ). Also let thereben items
I 1; : : : ; I n . Let therequirementvectorfor item I j be(aj 1; : : : ; aj k ). We createan instanceof of�ine APP
asfollows. The clusterhask nodesN1; : : : ; Nk . Therearen applicationsA1; : : : ; An , onefor eachitem
in the input to k-MDKP. Eachof theseapplicationshask capsules.The k capsulesof applicationA i are
denotedc1

i ; : : : ; ck
i . Also, we refer to cj

i as the j th capsuleof applicationA i . We now describehow to
assigncapacitiesto thenodesandrequirementsto theapplicationswehavecreated.Thispartof themapping
proceedsin k stages.In stages, wedeterminethecapacityof nodeN s andtherequirementsof thesth capsule
of all theapplications.Next, wedescribehow thesestagesproceed.

Stage 1: Assigningcapacityto the�rst nodeN1 is straightforward.We assignit a capacityC(N1) = b1.
The�rst capsuleof applicationA i is assigneda requirementr 1

i = ai 1.
Stage s (1 < s � k): Theassignmentsdoneby stages dependon thosedoneby stages � 1. We �rst

determinethesmallestof the requirementsalongdimensions of the itemsin the input to k-MDKP, that is,
r s

min = minn
i =1 (ais ). Next wedeterminethescalingfactorfor stages, SFs asfollows:

SFs = bC(Ns� 1)=rs
min c + 1: (6.3)

Recall that we assumethat 8s; r s
min > 0. Now we arereadyto do the assignmentsfor stages. NodeN s

is assigneda capacityC(Ns) = bi � SFs. The sth capsuleof applicationA i is assigneda requirement
r s

i = ais � SFs.
Thisconcludesourmapping.Let usnow takeasimpleexampleto betterexplainhow thismappingworks.

Considertheinstanceof input T to MDKP shown on theleft of Figure6.1. Herewe have k = 3, n = 4. We
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N1 N2 N3

A3

A2

A4

A1

(10, 10, 10)

10

requirements of items

capacity of the 3-D knapsack

110 560

(1, 1, 5)

(1, 1, 2)

(1, 1, 5)

(1, 1, 7)

(1, 11, 280)

(1, 11, 112)

(1, 11, 280)

(1, 11, 392)

Figure 6.1. An exampleof thegap-preservingreductionfrom theMulti-dimensionalKnapsackproblemto
thegeneralof�ine placementproblem.

create3 nodesN1, N2 andN3. We create4 applicationsA1, A2, A3 andA4, eachwith 3 capsules.Let us
now considerhow the3 stagesin ourmappingproceed.
Stage 1: We assigna capacityof 10 to N1 and requirementsof 1 eachto the �rst capsulesof all four
applications.
Stage 2: Thescalingfactorfor this stageSF2 is 11. Sowe assigna capacityof 110to N2 andrequirements
of 11eachto thesecondcapsulesof thefour applications.
Stage3: Thescalingfactorfor thisstage,SF3 is b110=sc+ 1 = 56. SoweassignN3 acapacityof 560. The
third capsulesof thefour applicationsareassignedrequirementsof 280; 112; 280and392respectively.

Corr ectnessof the reduction: Weshow thatthemappingdescribedabove is a reduction.
(=) ) Assumethereis a packingP of sizem � n. Denotethe n items in the input to k-MDKP as

I 1; : : : ; I n . Without lossof generality, assumethatthem itemsin P areI 1; : : : ; I m . Thereforewehave,

mX

i =1

aij � bj ; j = 1; : : : ; k: (6.4)

Considerthis way of placingtheapplicationsthatthemappingconstructson thenodesN1; : : : ; Nk . If item
I i 2 P, placeapplicationA i asfollows: for all j 2 f 1; : : : ; kg, placecapsulecj

i on nodeN j . We claim
that we will be ableto placeall m applicationscorrespondingto the m itemsin P. To seewhy consider
any nodeN i , for 1 � i � k. The capacityassignedto N i is SFi timesthe capacityalongdimensioni of
thek-dimensionalknapsackin theinput to k-MDKP, whereSF i � 1. Therequirementsassignedto thei th

capsulesof all the applicationsarealsoobtainedby scalingby the samefactorSF i the sizesalongthe i th

dimensionof theitems.Multiplying bothsidesof (6.4)by SF i weget,

SFi �
mX

i =1

aij � SFi � bj ; j = 1; : : : ; k:

Observe that the term on the right is the capacityassignedto N i . The term on the left is the sumof the
requirementsof the i th capsulesof theapplicationscorrespondingto the itemsin P. This shows thatnode
N i canaccommodatethe i th capsulesof theapplicationscorrespondingto them itemsin P. This implies
thatthereis aplacementof sizem.

(( = ) Assumethatthereis aplacementL of sizem � n. Let then applicationsbedenotedA1; : : : ; An .
Without lossof generality, let them applicationsin L beA1; : : : ; Am . Also denotethesetof thesth capsules
of theplacedapplicationsby Caps, for 1 � s � k.

Wemake thefollowing key observations:

� For any applicationto besuccessfullyplaced,its i th capsulemustbeplacedon nodeN i . Due to the
scalingby thefactorcomputedin Equation(6.3), therequirementsassignedto thesth capsulesof the

79



applications,for s > 1, arestrictly greaterthanthecapacitiesof nodesN1; : : : ; Ns� 1. Considerthe
kth capsulesof the applications�rst. The only nodethesecan be placedon is N k . Sinceno two
capsulesof anapplicationmaybeplacedon thesamenode,this impliesthatthe(k � 1)th capsulesof
theapplicationsmaybeplacedonly on Nk � 1. Proceedingin this manner, we �nd thattheclaim holds
for all capsules.

� Sincefor all s, where1 � s � k, the nodecapacitiesandthe requirementsof the sth capsulesare
scaledby thesamemultiplicative factor, the fact that them capsulesin Caps couldbeplacedon Ns

impliesthatthem itemsI 1; : : : ; I m canbepackedin theknapsackin thesth dimension.

Combiningthesetwo observations,we �nd thatapackingof sizem mustexist.
Time and spacecomplexity of the reduction: This reductionworks in time polynomialin thesizeof

the input. To wit, it proceedsin k stages.Eachstageinvolvescomputinga scalingfactor(which requires
performingadivision)andmultiplying n + 1 numbers(thecapacityof theknapsackandtherequirementsof
then itemsalongtherelevantdimension).

Let usconsiderthesizeof theinput to theof�ine placementproblemproducedby thereduction.Dueto
thescalingof capacitiesandrequirementsdescribedin thereduction,themagnitudesof the inputsincrease
by a (multiplicative) factorof O(M j ) for nodeN j andthej th capsules.If weassumebinaryrepresentation,
this implies that the input size increasesby a factorof O(M j =2), for 1 < j � k. Overall, the input size
increasesby a factorof O(M k ). For themappingto beareduction,weneedthis to beaconstant.Therefore,
our reductionworks only whenwe imposethe following restrictionson the of�ine APP: (1) k andM are
constants,and(2) all thecapsulerequirementsarepositive.

Gap-preserving property of the reduction: Thereductionpresentedis gap-preservingbecausethesize
of theoptimalsolutionto theof�ine placementproblemis exactlyequalto thesizeof theoptimalsolutionto
MDKP. More formally, in termsof the terminologyusedin De�nition 5, we cansetc = c0 = � = � 0 = 1.
Puttingthesevaluesin Equations(6.1)and(6.2),we �nd thatthefollowing conditionshold:

[OPT(MDKP) � 1] =) [OPT(of�ine APP)� 1]
[OPT(MDKP)< 1] =) [OPT(of�ine APP)< 1]
This provesthat thereductionis gap-preserving.Together, theseresultsprove that therestrictedversion

of theof�ine APPdescribedin Theorem1 doesnotadmitaPTAS unlessP = N P.

6.4 Of�ine Algorithms for APP

In this sectionwe presentandanalyzeof�ine approximationalgorithmsfor severalvariantsof theplace-
mentproblem.Exceptin Section6.4.2.2,we assumethat theclusteris homogeneous,in thesensespeci�ed
earlier.

6.4.1 Placementwithout the CapsulePlacementRestriction

We �rst considerthe placementproblemwithout the capsuleplacementrestriction. We present�r st-�t
basedplacementalgorithmsfor two variantsof theplacementproblem:(i) whenany capsulemaybeplaced
on any node;(ii) whenthecapsulesof anapplicationmustbeplacedon thesamenode.We show thateach
of theresultingalgorithmshasanapproximationratioof 2.

6.4.1.1 First-�t BasedApproximation Algorithm

We considerthemostgeneralform of theAPP—onein which thereis no restrictionon theplacementof
a capsule;i.e., a capsulemay be placedon any nodethat hasenoughcapacity. We show that a placement
algorithmbasedon �rst-�t givesanapproximationratioapproaching2 asthesizeof theclustergrows.

The approximationalgorithm works as follows. Say that we are given n nodesN1, : : : , Nn and m
applicationsA1, : : : , Am with requirementsR1, : : : , Rm . Therequirementof anapplicationis thesumof
therequirementsof its capsules.Assumethat thenodeshave unit capacities.Thealgorithm�rst ordersthe
applicationsin nondecreasingorderof theirrequirements.Denotetheorderedapplicationsby a1, : : : , am and
their requirementsby r 1, : : : , r m . Thealgorithmconsiderstheapplicationsin this order. An applicationis
placedon the“�rst” setof nodeswhereit canbeaccommodated,i.e., thenodeswith thesmallestindicesthat
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havesuf�cient resourcesfor all its capsules.Thealgorithmterminatesonceit hasconsideredall applications,
or assoonas it �nds an applicationthat cannotbe placed,whichever occurs�rst. We call this algorithm
FF MULTIPLE RES.

Lemma 2 FF MULTIPLE REShasanapproximationratio thatapproaches2 asthenumberof nodesin the
clustergrows.

Proof: Denoteby kF F thenumberof applicationsthatFF MULTIPLE REScouldplaceon n nodes,com-
pletely (meaningthatall thecapsulesof theapplicationcouldbeplaced)or partially (meaningthatat least
onecapsuleof the applicationcould not be placed). Denoteby kOP T the numberof applicationsthat an
optimalalgorithmcouldplaceon thesamesetof nodes.

If FF MULTIPLE RES placesall the applicationson the given set of nodes,then it hasmatchedthe
optimalalgorithmandwearedone.

Considerthecasewhenthereis at leastoneapplicationthatFF MULTIPLE REScouldnot place.Since
all capsuleshave requirementslessthanthecapacityof a node,this impliesthatthereis no emptynodeafter
theplacement.Thesetof applicationsplacedbyFF MULTIPLE RESis f a1, : : : , akF F g. Observethatexcept
for the last of theseapplications,namelyakF F , the algorithmplacesall the applicationscompletely. The
applicationakF F mayor maynothavebeencompletelyplaced.In eithercase,thefollowing key observation
would hold: if FF MULTIPLE REScouldnot placeall theapplications,thenthere canbeat mostonenode
that is more thanhalf empty. To seewhy, assumethattherearetwo nodesN i andN j thataremorethanhalf
empty, with i < j . Sincethecapsulesplacedon N j canbeaccommodatedin N i , theassumedsituationcan
never arisein aplacementfoundby FF MULTIPLE RES.

As a resultwehave

R1 + : : : + RkF F � 1 + R0
kF F � n=2;

whereR0
kF F is thesumof therequirementsof thecapsulesof applicationakF F thatcouldbeplacedon the

cluster. SinceR0
kF F � RkF F , this impliesthat

R1 + : : : + RkF F � n=2:

Thebestthatanoptimalalgorithmcando is to useupall thecapacityon thenodes,sowehave

R1 + : : : + RkF F + : : : + RkO P T � n:

SinceRkO P T � : : : � RkF F � : : : � R1, thesetf c1, : : : , cF F g would have at leastasmany applications
asthesetf akF F , : : : , akO P T g. DiscountingakF F , which maynot have beencompletelyplaced,we �nd that
FF MULTIPLE RESguaranteesto placeonelessthanhalf asmany applicationsasanoptimalalgorithmcan
place.As thenumberof nodesgrows, theperformanceratioof FF MULTIPLE RESthustendsto 2.

6.4.1.2 Placementof applicationswhosecapsulesmust beco-located

We considera restrictedversionof APP in which all capsulesof an applicationmustbe placedon the
samenode.This is equivalentto eachapplication's having exactlyonecapsulewhoseresourcerequirement
is equalto thesumof therequirementsof all thecapsulesof theapplication.We provide a polynomial-time
algorithmfor this restrictionof of�ine APP, whoseplacementsarewithin a factor2 of optimal.

Motivating example: Somehighly parallelscienti�c applicationsinvolve a signi�cant amountof com-
municationamongtheir constituentprocesses.Thecommunicationoverheadsdueto placingtheseprocesses
on separatenodesconnectedvia a network may be prohibitive. Suchapplicationsmay desirethat all their
processesbeplacedon thesamenode.

The approximationalgorithm works as follows. Say that we are given n nodesN1, : : : , Nn and m
single-capsuleapplicationsC1, : : : , Cm with requirementsR1, : : : , Rm . Assumethat thenodeshave unit
capacities.The algorithm�rst sortsthe applicationsin nondecreasingorderof their requirements.Denote
the sortedapplicationsby c1, : : : , cm andtheir requirementsby r 1, : : : , r m . The algorithmconsidersthe
applicationsin this order. An applicationis placedon the “�rst” nodewhereit canbeaccommodated,i.e.,
the nodewith the smallestindex that hassuf�cient resourcesfor it. The algorithmterminatesonceit has
consideredall theapplicationsor it �nds anapplicationthatcannotbeplaced,whichever occursearlier. We
call thisalgorithmFF SINGLE.Thefollowing resultyieldsto aproofsimilar to thatof Lemma2.
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Figure 6.2. An exampleof striping-basedplacement.

Lemma 3 FF SINGLEhasanapproximationratio of 2.

6.4.2 Placementwith the CapsulePlacementRestriction

In thissection,weconsidertheAPPwith thecapsuleplacementrestrictiondescribedin Section6.2.1.We
�rst considera specialcase—identicalapplications.Thenwe remove this restrictionandconsiderarbitrary
applications.

Motivating example: A replicatedWeb server is an exampleof an applicationwhereonemight like to
have thecapsuleplacementrestriction. This restrictionforcesus to distribute theapplicationover multiple
nodes,therebyimproving its ability to toleratenodefailures.

6.4.2.1 Placementof Identical Applications

Two applicationsareidenticalif theirsetsof capsulesareidentical.Wenow presentaplacementalgorithm
basedon striping applicationsacrossthe nodesin the clusteranddeterminethe algorithm's approximation
ratio.

Striping-basedplacement: Assumethattheapplicationshavek capsuleseach,with requirementsr 1; : : : ; r k ,
wherer 1 � : : : � r k . Thealgorithmworksasfollows. DenotethenodesasN1; : : : ; Nm . Divide theminto
setsof sizek each.Letting t = bm=kc � 1, thereare(t + 1) suchsets,S1; : : : ; St +1 , whereSt +1 maybe
empty(if k dividesm). The precedinginequalityholdsbecausem � k. The algorithmconsidersthe sets
in turn andstripesasmany unplacedapplicationson themasit can. The i th iterationof this striping-based
algorithminvolvestrying to placethe capsuleson nodesN i mo d m +1 ; : : : ; N ( i + k ) mo d (m +1) . The setof
nodesunderconsiderationatany momentin thisprocessis referredto asthecurrentsetof k nodes.

We illustratethenotionof stripingusinganexample. In Figure6.2,we have threenodesanda number
of identical3-capsuleapplicationsto beplacedon them. Stripingplacesthe �rst capsuleof A 1 on N1, the
secondon N2, andthethird on N3. For thenext applicationA2, it placesthe�rst capsuleon N2, secondon
N3, andthird onN1.

Whenthecurrentsetof k nodesgetsexhaustedandtherearemoreapplicationsto place,thealgorithm
takesthenext setof k nodesandcontinues.Thealgorithmterminateswhenthenodesin St areexhausted,or
all applicationshavebeenplaced,whicheveroccurs�rst. Notethatnoneof thenodesin the(possiblyempty)
setSt +1 areusedfor placingtheapplications.

Lemma 4 Thestriping-basedplacementalgorithmyieldsan approximationratio of
�

t + 1
t

�
for identical

applications,where t = bm=kc.

Proof: It is easyto observethatthestriping-basedplacementalgorithmplacesanoptimalnumberof identical
applicationsonahomogeneousclusterof sizek (dueto symmetry).Sincethestriping-basedalgorithmplaces
applicationson thesetsS1; : : : ; St andletsSt +1 go unused,andsincethenodesarehomogeneousandthe

applicationsareidentical,its approximationratio is strictly lessthan
�

t + 1
t

�
.
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Figure6.3. A bipartitegraphindicatingwhichcapsulescanbeplacedonwhichnodes

6.4.2.2 Placementof Arbitrary Applications

Wehave thusfarconsideredrestrictedversionsof theof�ine APPandhavepresentedheuristicsthathave
approximationratiosof 2 or better. In this sectionwe turn our attentionto the generalof�ine APP. We let
thenodesin theclusterbeheterogeneous.We �nd that it is muchharderto computeapproximatelyoptimal
solutionsfor this problemthan for the restrictedcases.We �rst presenta heuristicthat works differently
from the �rst-�t basedheuristicswe have consideredso far. We obtainanapproximationratio of k for this
heuristic,wherek is themaximumnumberof capsulesin any application.

Ourheuristicworksasfollows. It associateswith eachapplicationaweightwhich is equalto therequire-
mentof thelargestcapsulein theapplication.Theheuristicconsiderstheapplicationsin nondecreasingorder
of their weights.We usea bipartitegraphto modeltheproblemof placinganapplicationon thecluster. In
this graph,wehave onevertex for eachcapsulein theapplicationandfor eachnodein thecluster. Edgesare
addedbetweena capsuleanda nodeif thenodehassuf�cient capacityto hostthecapsule.In this case,we
saythat thenodeis feasiblefor thecapsule.An exampleis shown in Figure6.3. In Lemma5 we show that
anapplicationcanbeplacedon theclusterif, andonly if, thereis a matchingof sizeequalto thenumberof
capsulesin the application. We thereforeusethe maximummatchingproblemon this bipartitegraph[34]
to derive a placement.If thematchinghassizeequalto thenumberof capsules,thenwe placethecapsules
of the applicationon the nodesthat the maximummatchingconnectsthemto. Otherwise,we saythat the
applicationcannotbeplaced,andtheheuristicterminates.Wereferto thisheuristicasMax-First.

Lemma 5 An applicationwith k capsulescanbeplacedon a clusterif, andonly if, there is a matching of
sizek in thebipartitegraphmodelingits placementon thecluster.

Proof: Weprove eachdirectionin turn.

(=) ) Considera matchingof sizek in thebipartitegraph.It musthave anedgeconnectingeachcapsuleto
anode.Further, no two capsulescouldbeconnectedto thesamenode(sincethis is amatching).Sinceedges
denotefeasibility, this is clearlyavalid placement.

(( = ) Supposethereis no matchingof sizek in the bipartitegraph. Thentheremustbe at leastonecap-
sulethat cannotbe assignedto a nodeindependentlyof the othercapsules.In otherwords,theremustbe
at leastonecapsulethatwould needto sharea nodewith someothercapsule(s).Thereforethis application
cannotbeplacedwithoutviolating thecapsuleplacementrestriction.

Thisconcludestheproof.

Lemma 6 TheplacementheuristicMax-First describedabovehasan approximationratio of k, where k is
themaximumnumberof capsulesin anapplication.
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Proof: Let A representthe set of all the applications,so jAj = m. Denoteby n the numberof nodes
in the clusterand the nodesthemselvesby N1; : : : ; Nn . Let us denoteby H the setof applicationsthat
Max-Firstplaces.Let O denotethesetof applicationsplacedby any optimalplacementalgorithm.Clearly,
jH j � jOj � m. Representby I = H \ O thesetof applicationsthatbothH andO place.Further, denote
by R thesetof applicationsthatneitherH norO places.

Thebasicideabehindthis proof is asfollows. We focusin turn on theapplicationsthatonly Max-First
andtheoptimalalgorithmplace(thatis, applicationsin (H � I ) and(O � I )) andcomparethesizesof these
sets.A relationbetweenthesizesof thesesetsimmediatelyyieldsa relationbetweenthesizesof thesetsH
andO. (Observe that (H � I ) and(O � I ) may both be empty, in which casewe have the claimedratio
trivially.)

Considerthe placementgiven by Max-First. Remove from this all the applicationsin I , and deduct
from thenodestheresourcesreserved for thecapsulesof theseapplications.Denotetheresultingnodesby
N H � I

1 ; : : : ; N H � I
n . Do thesamefor theplacementgivenby theoptimalalgorithm,anddenotetheresulting

nodesby N O� I
1 ; : : : ; N O� I

n . To understandtherelationbetweentheapplicationsplacedon thesenode-sets
by Max-First andtheoptimalalgorithm,supposeMax-First placesy applicationsfrom theset(H � I ) on
thenodesN H � I

1 ; : : : ; N H � I
n . Let usdenotetheapplicationsin (A � I ) by B1; : : : ; By ; : : : ; B jA � I j , where

the applicationsarearrangedin nondecreasingorderof the sizeof their largestcapsule;that is, l (B 1) �
: : : � l (By ) � : : : � l (B jA � I j ), wherel(x) is therequirementof thelargestcapsulein applicationx. From
thede�nition of Max-First, they applicationsthat it placesareB1; : : : ; By . Also, theapplicationsthat the
optimal algorithmplaceson the setof nodesN O� I

1 ; : : : ; N O� I
n mustbe from the setBy+1 ; : : : ; B jA � I j .

We make the following observation aboutthe applicationsin the setB y+1 ; : : : ; BA � I : for each of these
applications,therequirementof the largestcapsuleis at leastl (B y ). Basedon this, we infer thefollowing:
Max-Firstwill exhibit theworstapproximationratio whenall theapplicationsin (H � I ) have k capsules,
eachwith requirementl(By ), andall applicationsin (O � I ) have (k � 1) capsuleswith requirement0, and
onecapsulewith requirementl(By ). Sincethetotalcapacitiesremainingonthenode-setsN H � I

1 ; : : : ; N H � I
n

andN O� I
1 ; : : : ; N O� I

n areequal,this impliesthatin theworstcase,thesetO � I would containk timesas
many applicationsasH � I . Basedon theabove,wecanproveanapproximationratioof k for Max-Firstas
follows:
jOj = jO � I j + jI j � k � jH � I j + jI j � k � (jH � I j + jI j) = k � jH j.

Thisconcludesourproof.

6.5 The On-line APP

In theonlineversionof theAPP, theapplicationsarrive oneby one. We requirethefollowing from any
onlineplacementalgorithm—thealgorithmmustplacea newly arriving applicationon theplatformif it can
�nd a placementfor it withoutmoving anyalreadyplacedcapsule. This capturestheplacementalgorithm's
lackof knowledgeof therequirementsof theapplicationsarriving in thefuture.We assumea heterogeneous
clusterthroughoutthissection.

6.5.1 Online PlacementAlgorithms

Online placementalgorithmsconsiderapplicationsfor placementoneby one,asthey arrive. Consider
thesituationanonlineplacementalgorithmis facedwith whenanew applicationarrives.Wemodelthisasa
graph,in whichwehaveonevertex for eachcapsulein theapplicationandfor eachnodein thecluster. Edges
areaddedbetweena capsuleanda nodeif thenodehassuf�cient resourcesfor hostingthecapsule.We say
thatthenodeis feasiblefor thecapsule.Thisgivesusabipartitegraphthatwecall thefeasibilitygraphof the
new application.An exampleof a feasibilitygraphis shown in Figure6.3. As describedin Section6.4.2.2,a
maximummatchingon thisgraphcanbeusedto �nd aplacementfor theapplicationif oneexists.

Let us denoteby A the classof greedyonline placementalgorithmsthat work as follows. Any such
algorithmconsidersthecapsulesof thenewly arrivedapplicationin nondecreasingorderof their degreesin
thefeasibilitygraphof theapplication.If thereareno feasiblenodesfor a capsule,thealgorithmterminates.
Otherwise,the capsuleis placedon oneof the nodesfeasiblefor it. After this, all edgesconnectingany
unplacedcapsulesto this nodeareremoved from the graph. This is repeateduntil all capsuleshave been
placedor thealgorithmcannot�nd any feasiblenodesfor somecapsule.
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Wede�ne two membersof A below.

De�nition 7 Best-�t basedPlacement(BF): Whenmore thanonenodecanaccommodatethenew capsule,
B F choosesthenodewith theleastremainingcapacity.

De�nition 8 Worst-�t basedPlacement(WF): Whenmore thanonenodecanaccommodatethenew cap-
sule, W F choosesthenodewith themostremainingcapacity.

Wecanshow thefollowing regardingtheapproximationratiosof B F andW F , denotedRB F andRW F

respectively.

Lemma 7 B F canperformarbitrarily worsethanoptimal.

Proof: Let m bethetotalnumberof applicationsandn thenumberof nodesandlet m > n. Let all thenodes
have a capacityof 1. Supposethatn single-capsuleapplicationsarrive �rst, eachcapsulewith a requirement
1=n. B F putsthemall on the �rst node. Next, (m � n) n-capsuleapplicationsarrive with eachcapsule
having non-zerorequirement.Sincethe �rst nodehasno capacityleft, B F will not beableto placeany of
these.W F wouldhaveworkedasfollowsonthis input. Eachof the�rst n single-capsuleapplicationswould
havebeenplacedonaseparatenode,resultingin eachof then nodeshaving aremainingcapacity(1 � 1=n),
availablefor then-capsuleapplications.Therefore,

9 input s:t:
B F
W F

�
m
n

:

Also, sinceW F is optimalfor this input,wehave

RB F �
m
n

:

Sincem canbearbitrarily larger thann (by makingthen-capsuleapplicationshave capsuleswith require-
mentstendingto 0), RB F cannotbeboundedfrom above.

Lemma 8 RW F � (2 � 1=n) for ann-nodecluster.

Proof: Saythat the clusterhasn nodes,eachwith unit capacity. Considerthe following sequenceof ap-
plication arrivals. Supposethat n single-capsuleapplicationsarrive �rst, eachcapsulewith a requirement
� that approaches0. W F placeseachof theseapplicationson a separatenode,resultingin eachof the n
nodeshaving a remainingcapacity(1 � � ). Next, n single-capsuleapplicationsarrive, eachcapsulewith a
requirementof 1. Sinceno nodeis fully vacant,noneof theseapplicationscanbeplaced.Hereis how B F
wouldwork onthis input. Then single-capsulenodeswouldbeplacedonthe�rst node.Then,(n � 1) of the
subsequentlyarriving applicationswouldbeplacedonthe(n � 1) fully vacantnodes,andthelastapplication
wouldbeturnedaway. Thereforewehave,

9 input s:t:
W F
B F

� (2 �
1
n

) =) RW F � (2 �
1
n

):

Thisgivestheclaimedlowerboundasn growswithoutbound.

6.5.2 Online Placementwith Variable Preferencefor Nodes

In somescenarios,it maybeusefulto beableto honorany preferenceacapsulemayhavefor onefeasible
nodeoveranother. In thissection,wedescribehow onlineplacementcantakesuchpreferencesinto account.
We model sucha scenarioby enhancingthe bipartite graphrepresentingthe placementof an application
on the clusterby allowing the edgesin the graphto have positive weights. An exampleof sucha graphis
shown in Figure6.4. In this graphlower weightsmeanhigherpreference.A valid placementcorrespondsto
aplacementof sizeequalto thenumberof capsulesk.

The online placementproblemthereforeis to �nd the maximummatchingof minimum weight in this
weightedgraph.We show thatthis canbefoundby reducingtheplacementproblemto theMinimum-weight
PerfectMatchingProblem. Wewill �rst de�ne thisproblemandthenpresentthereduction.
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Figure 6.4. An exampleof reducingthe minimum-weightmaximummatchingproblemto the minimum-
weightperfectmatchingproblem.

De�nition 9 Minimum-weight Perfect Matching Problem: A perfectmatchingin a graphG is a subsetof
edgessuch thateach nodein G is metbyexactlyoneedge in thesubset.Givena realweightce for each edge
e of G, theminimumweightperfectmatchingproblemis to �nd a perfectmatching M of minimumweightP

c2 M ce.

Our reductionworks asfollows. Assumethat all the weightsin the original bipartitegraphare in the
range(0, 1) andthat they sumto 1. This canbeachievedby normalizingall theweightsby thesumof the
weights. If anedgeei hadweightwi , its new weightwould be

wiP
e2 E we

. Denotethenumberof capsules

by m andthenumberof nodesby n, m � n. Constructn � m capsulesandaddedgeswith weight1 each
betweenthemandall thenodes.Wecall thesethedummycapsules.

Figure6.4presentsanexampleof this reduction.On theleft is a bipartitegraphshowing thenormalized
preferencesof thecapsulesC1; C2; C3 for their feasiblenodes.We addanothercapsuleC4 shown on the
right to make the numberof capsulesequalto the numberof nodes.Also shown on the right arethe new
edgesconnectingC4 to all thenodes.eachof theseedgeshasa weightof 1. Theweightsof theremaining
edgesdonotchange,sothey have beenomittedfrom thegraphon theright.

Lemma 9 In theweightedbipartitegraphG correspondingto anapplicationwith m capsulesanda cluster
with n � m nodes,a matchingof sizem andcostc existsif, andonlyif, a perfectmatchingof cost(c+ n� m)
existsin thegraphG

0
producedby reductiondescribedabove.

Proof: (=) ) Supposethatthereis amatchingM of sizem andcostc in G. Weconstructaperfectmatching
M 0 in G0 asfollows. M 0 hasall theedgesin M . Next we addto M 0 edgesthathave thedummycapsules
incident on them. For this, we considerthe dummy capsulesone by one (in any order). For eachsuch
capsule,we addto M 0 anedgeconnectingit to a nodethatis not yet on any of theedgesin M 0. Sincethere
is a matchingof sizem in G, andsinceeachdummycapsuleis connectedto all n nodes,M 0 will have a
matchingof sizen (that is, a perfectmatching).Further, sinceeachedgewith a dummycapsuleasits end
pointhasaweightof 1, andthereare(n � m) suchedges,thecostof M 0 is c + (n � m) � 1 = c + n � m.

(( = ) Supposethereis aperfectmatchingM 0of cost(c+ n � m) in G0. ConsiderthesetM thatcontains
all the edgesin M 0 that do not have a dummycapsuleasoneof their endpoints. Therewould be m such
edges.SinceM 0 wasa perfectmatching,M would be a matchingin G. Moreover, the costof M would
be the costof M 0 minusthe sumof the costsof the (n � m) edgesthat we removed from M 0 to get M .
Therefore,thecostof M is c + n � m � (n � m) � 1 = c.

Thisconcludestheproof.
Edmondspresentsapolynomial-timealgorithm(calledtheblossomalgorithm)for computingminimum-

weightperfectmatchings[41]. A survey of implementationsof theblossomalgorithmappearsin a paperby
CookandRohe[32]. Thereductiondescribedabove,combinedwith Lemma9,canbeusedto �nd thedesired
placement.If we do not �nd a perfectmatchingin thegraphG0, we concludethat thereis no placementfor
theapplication.Otherwise,theperfectmatchingminustheedgesincidenton thenewly introducedcapsules
givesusthedesiredplacement.
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6.6 Concluding Remarks

In thiswork, weconsideredtheof�ine andonlineversionsof APP, theproblemof placingdistributedap-
plicationsonaclusterof servers.Thisproblemwasfoundto beNP-hard.Barringtheresultsfor somespecial
cases,we currentlyhave algorithmswith approximationratio of k and2 for the APP with andwithout the
capsuleplacementrestriction(k denotesthenumberof capsulesin anapplication).Weusedagappreserving
reductionfrom theMulti-dimensionalKnapsackProblemto show thatevena restrictedversionof theof�ine
placementproblemmaynothaveaPTAS. A heuristicthatconsideredapplicationsin nondecreasingorderof
their largestcomponentwasfoundto provideanapproximationratioof k, wherek wasthemaximumnumber
of capsulesin any application.We alsoconsideredrestrictedversionsof theof�ine APPin a homogeneous
cluster. We found that heuristicsbasedon �rst-�t or striping could provide an approximationratio of 2 or
better.

For theonlineplacementproblem,weprovidedalgorithmsbasedonsolvingamaximummatchingprob-
lem on a bipartitegraphmodelingthe placementof a new applicationon a heterogeneouscluster. These
algorithmsguaranteeto �nd aplacementfor anew applicationif oneexists.Wealsoallowedthecapsulesof
anapplicationto have variablepreferencefor thenodeson theclusterandshowedhow a standardalgorithm
for the minimum weight perfectmatchingproblemmay be usedto �nd the mostpreferredof all possible
placementsfor suchanapplication.
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CHAPTER 7

SHARC: DYNAMIC RESOURCEMAN AGEMENT IN SHARED HOSTING
PLATFORMS

7.1 Intr oduction and Moti vation

In thelasttwo chaptersweaddressedtheproblemsof inferringtheresourcerequirementsof anapplication
andplacingit onasharedhostingplatform.Thischapterdealswith dynamicresourcemanagementin ashared
hostingplatform hostingdistributedapplications.Whereasseveral techniquesfor predictableallocationof
resourceswithin a singlemachinehave beendevelopedover thepastdecade[15, 51, 60, 69, 117], relatively
lesswork hasbeendoneon predictableresourceallocationfor distributedapplicationsrunningon a shared
cluster. Therearea numberof researchissuesthat mustbe addressedto enableeffective resourcesharing
in commodityclusters.Sincelots of applicationssharea relatively smallnumberof machines,theability to
reserve resourcesfor individual applications(especiallywhenapplicationownersmay be payingfor these
resources),the ability to isolateapplicationsfrom oneanother, andthe needto managethe heterogeneous
performancerequirementsof applicationsaresomechallengesthatmustbeaddressedin sharedenvironments.
High availability andscalabilityareotherimportantissues,althoughthey arecommonto dedicatedclusters
aswell.

7.1.1 Research Contrib utions

In this chapterwe presentSharc: a systemfor managingresourcesin sharedclusters1. Sharcextendsthe
bene�tsof singlenoderesourcemanagementmechanismsto clusteredenvironments.

The primary advantageof Sharcis its simplicity. Sharctypically requiresno changesto the operating
system—solongastheoperatingsystemsupportsresourcemanagementmechanismssuchasreservationsor
shares,Sharccanbebuilt on top of commodityhardwareandcommodityoperatingsystems.Sharcis not a
clustermiddleware;ratherit operatesin conjunctionwith theoperatingsystemto facilitateresourcealloca-
tion onacluster-widebasis.Applicationscontinueto interactwith theoperatingsystemandwith oneanother
usingstandardOS interfacesandlibraries,while bene�ting from the resourceallocationfeaturesprovided
by Sharc. Sharcsupportsresourcereservation both within a nodeandacrossnodes;the latter functional-
ity enablesaggregatereservationsfor distributedapplicationsthat spanmultiple nodesof the cluster(e.g.,
replicatedWeb servers). The resourcemanagementmechanismsemployed by Sharcprovide performance
isolationto applications,andwhendesirable,allow distributedapplicationsto dynamicallyshareresources
amongresourceprincipalsbasedon their instantaneousneeds.Finally, Sharcprovideshigh availability of
clusterresourcesby detectingandrecoveringfrom many typesof failures.

In thischapter, wediscussthedesignrequirementsfor resourcemanagementmechanismsin sharedclus-
tersandpresenttechniquesfor managingtwo importantclusterresources,namelyCPUandnetwork interface
bandwidth.We discusstheimplementationof our techniqueson a clusterof Linux PCsanddemonstrateits
ef�cacy usinganexperimentalevaluation.Our resultsshow thatSharccan(i) provide predictableallocation
of CPUandnetwork interfacebandwidth,(ii) isolateapplicationsfrom oneanother, and(iii) handleavariety
of failurescenarios.A key advantageof our approachis its ef�ciency—unlike previousapproaches[10] that
havesuper-lineartimecomplexity, ourtechniqueshavecomplexity thatis linearin thenumberof applications
in thecluster. Ourexperimentsshow thatthisef�ciency allowsSharcto easilyscaleto moderatesize-clusters
with 256nodesrunning100,000applications.

1As anacronym, SHARCstandsfor ScalableHierarchicalAllocation of Resourcesin Clusters.As anabbreviation, Sharcis short
for asharedcluster. Wepreferthelatterconnotation.
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The restof this chapteris structuredas follows. We presentrelatedwork in Section7.2. Section7.3
lists thedesignrequirementsfor resourcemanagementmechanismsin sharedclusters.Section7.4 presents
an overview of the Sharcarchitecture,while Section7.5 discussesthe mechanismsandpoliciesemployed
by Sharc.Section7.7 describesour prototypeimplementation,while Section7.8 presentsour experimental
results.Finally Section7.9presentsourconclusions.

7.2 RelatedWork

Resourcemanagementin sharedplatforms. Researchonclusteredenvironmentshasspannedanumber
of issues.SystemssuchasCondorhave investigatedtechniquesfor harvestingidle CPUcycleson a cluster
of workstationsto run batchjobs[76]. Numerousmiddleware-basedapproachesfor clusteredenvironments
have alsobeenproposed[33, 36]. Finally, gangschedulingandco-schedulingefforts have investigatedthe
issueof coordinatingthe schedulingof tasksin distributedsystems[54]; however, this approachdoesnot
supportresourcereservation,which is aparticularfocusof ourwork.

Somerecentefforts have focusedon the speci�c issueof resourcemanagementin sharedcommodity
clusters.

A proportional-shareschedulingtechniquefor anetwork of workstationswasproposedin [13]. Whereas
therearesomesimilaritiesbetweentheirapproachandSharc,therearesomenotabledifferences.Theprimary
differenceis that their approachis basedon fair relativeallocationof clusterresourcesusingproportional-
sharescheduling,whereaswe focuson absoluteallocationof resourcesusingreservations(reservationsand
sharesarefundamentallydifferentresourceallocationmechanisms).Evenwith anunderlyingproportional-
sharescheduler, Sharccanprovide absoluteboundson allocationsusingadmissioncontrol—theadmission
controllerguaranteesresourcesto applicationsandconstrainstheunderlyingproportional-shareschedulerto
fair redistributionof unusedbandwidth(insteadof fair allocationof thetotal bandwidthasin [13]). A second
differenceis that lendingresourcesin [13] resultsin accumulationof credit thatcanbeusedby thetaskat a
latertime; thenotionof lendingresourcesin Sharcis inherentlydifferent—nocreditis everaccumulatedand
tradingis constrainedby theaggregatereservationfor anapplication.

Chaseet al. presentthedesignandimplementationof Muse, anarchitecturefor resourcemanagementin
a hostingplatform [27]. Museusesan economicmodelfor dynamicprovisioning of resourcesto multiple
applications.In themodel,eachapplicationhasa utility functionwhich is a functionof its throughputand
re�ects the revenuegeneratedby the application. Thereis alsoa penaltythat the applicationchargesthe
systemwhenits goalsarenot met. The systemcomputesresourceallocationsby solving an optimization
problemthatmaximizestheoverall pro�t. Museputsemphasison energy asa driving resourcemanagement
issuein server clusters.Like Sharc,Museusesanexponentialsmoothingbasedpredictorof futureresource
requirement.TherearesomeimportantdifferencesbetweenMuseandSharc.Museallows resourcesto be
tradedbetweenapplicationswhereasSharcdoesnot. Sharcmanagesboth CPU and network bandwidth.
Musemanagesonly CPU,althoughwenotethatits resourcemanagementmechanismcanbeeasilyextended
to managenetwork bandwidth.

The ClusterReserveswork at Rice University hasalso investigatedresourceallocationin server clus-
ters[10]. Thework assumesa largeapplicationrunningon a cluster, wheretheaim is to provide differential
serviceto clientsbasedonsomenotionof serviceclass. Thisis achievedby providing �x edresourcesharesto
applicationspanningmultiple nodes,anddynamicallyadjustingtheshareson eachserver basedon thelocal
resourceusage.Theapproachusesresourcecontainers[15] andemploys a linearprogrammingformulation
for allocatingresources,resultingin super-lineartimecomplexity. In contrast,techniquesemployedby Sharc
have complexity that is linear in thenumberof capsules.Further, SharccanmanagebothCPUandnetwork
interfacebandwidth,whereasClusterReservesonly supportCPUallocation(thetechniquecan,however, be
extendedto managenetwork interfacebandwidthaswell).

7.3 ResourceManagementin SharedClusters: Requirements

Considera sharedclusterbuilt usingcommodityhardwareandsoftware.Applicationsrunningon sucha
clustercouldbecentralizedor distributedandcouldspanmultiple nodesin thecluster. Recallfrom Chapter
1 thatthecomponentof theclusterthatmanagesresources(andcapsules)oneachindividualnodeis referred
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to asthenucleus. Thecomponentof theclusterthatcoordinatesvariousnucleiandmanagesresourceson a
cluster-wide basisis referredto asthe control plane. Together, the control planeandthe nuclei enablethe
clusterto shareresourcesamongmultiple applications.Thecontrolplaneandthenucleishouldaddressthe
following requirements.

Application Heterogeneity. Applicationsrunning on a sharedclusterwill have diverseperformance
requirements.To illustrate,a third-partyhostingplatformcanbeexpectedto run a mix of applicationssuch
asgameservers(e.g.,Quake), vanilla Webservers,streamingmediaservers,e-commerce,andpeer-to-peer
applications.Similarly, sharedclustersin workgroupenvironmentswill run a mix of scienti�c applications,
simulations,andbatchjobs. Observe that theseapplicationshave heterogeneousperformancerequirements.
For instance,gameserversneedgoodinteractiveperformanceandthuslow averageresponsetimes,scienti�c
applicationsneedhigh aggregate throughput,and streamingmediaservers requirereal-timeperformance
guarantees.

In additionto heterogeneityacrossapplications,therecouldbeheterogeneitywithin eachapplication.For
instance,ane-commerceapplicationmightconsistof capsulesto serviceHTTPrequests,to handleelectronic
payments,andto manageproductcatalogs.Eachsuchcapsuleimposesadifferentperformancerequirement.
Consequently, the resourcemanagementmechanismsin a sharedclusterwill needto handlethe diverse
performancerequirementsof capsuleswithin andacrossapplications.

ResourceReservation. Sincethenumberof applicationsexceedsthenumberof nodesin a sharedclus-
ter, applicationsin this environmentcompetefor resources.In sucha scenario,soft real-timeapplications
suchasstreamingmediaserversneedto beguaranteeda certainlevel of servicein orderto meettimeliness
requirementsof streamingmedia. Resourceguaranteesmay be necessaryeven for non-real-timeapplica-
tions,especiallyin environmentswhereapplicationownersarepayingfor resources.Consequently, a shared
clustershouldprovide theability to reserve resourcesfor eachapplicationandenforcetheseallocationson a
suf�ciently �ne time-scale.

Resourcescouldbereservedeitherbasedon theaggregateneedsof theapplicationor basedon theneeds
of individual capsules.In the former case,applicationsspecify their aggregate resourceneedsbut do not
specifyhow theseresourcesare to be partitionedamongindividual capsules.An exampleof suchan ap-
plication is a replicatedWebserver that runson multiple clusternodes—theaggregatethroughputachieved
by suchanapplicationis of greaterconcernthanthe throughputof any individual replica. At theotherend
of the spectrumareapplicationsthat need�ne-grain control over the allocationto eachindividual capsule.
An e-commerceapplicationexempli�es this scenario,sinceeachindividual capsule(e.g.,catalogdatabase,
paymenthandler)performsa differenttaskandhasdifferentresourcerequirements.For suchapplications,
theclustershouldprovide the�e xibility of resourcereservationonaper-capsulebasis.

Finally, theability of acapsuleto traderesourceswith otherpeercapsulesis alsoimportant.For instance,
applicationcapsulesthatarenotutilizing theirallocationsshouldbeableto temporarilylendresources,such
as CPU cycles, to other needycapsulesof that application. Sinceresourcetrading is not suitablefor all
applications,theclustershouldallow applicationsto refrainfrom tradingresourceswhenundesirable.

CapsulePlacementand AdmissionControl. A sharedclusterthatsupportsresourcereservationfor ap-
plicationsshouldensurethatsuf�cient resourcesexist on theclusterbeforeadmittingeachnew application.
In additionto determiningresourceavailability, theclusteralsoneedsto determinewhereto placeeachappli-
cationcapsule—dueto thelargenumberof applicationcapsulesin sharedenvironments,manualmappingof
capsulesto nodesmaybeinfeasible.Admissioncontrolandcapsuleplacementareinterrelatedtasks—both
needto identify clusternodeswith suf�cient unusedresourcesto achieve theirgoals.Consequently, ashared
clustercanemploy a uni�ed techniquethat integratesboth tasks.Further, dueto thepotentiallack of trust
amongapplicationsin sharedclusters,especiallyin third-partyhostingenvironments,sucha techniquewill
alsoneedto considertrust (or lack thereof)amongapplications,in additionto resourceavailability, while
admittingapplicationsanddeterminingtheir placementontonodes.We addressedtheseissuesin Chapters6
and5.

Application Isolation. Third party applicationsrunningon a sharedclustercould be untrustedor mu-
tually antagonistic.Even in workgroupenvironmentswherethereis moretrust betweenusers(andappli-
cations),applicationscould misbehave or get overloadedandaffect the performanceof otherapplications.
Consequently, a sharedclustershouldisolateapplicationsfrom oneanotherandpreventuntrustedor misbe-
having applicationsfrom affectingtheperformanceof otherapplications.
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Figure 7.1. Sharcarchitectureandabstractions.Figure(a) shows theoverall Sharcarchitecture.Figure(b)
shows a samplecluster-wide virtual hierarchy, a physicalhierarchy on a nodeandtherelationshipbetween
thetwo.

Scalability and Availability . Most commonlyusedclustershave sizesrangingfrom a few nodesto a
few hundrednodes;eachsuchnoderunstensor hundredsof applicationcapsules.Consequently, resource
managementmechanismsemployedby a sharedclustershouldscaleto severalhundrednodesrunningtens
of thousandsof applications(techniquesthat scaleto very large clustersconsistingof thousandsor tens
of thousandsof nodesarebeyond the scopeof this thesis). A typical clusterwith several hundrednodes
will experienceanumberof hardwareandsoftwarefailures.Consequently, to ensurehighavailability, sucha
clustershoulddetectcommontypesof failuresandrecoverfromthemwith minimalornohumanintervention.

Compatibility with Existing OSInterfaces. Whereastheuseof amiddlewareis oneapproachfor man-
agingresourcesin clusteredenvironments[33, 36], this approachtypically requiresapplicationsto usethe
interfaceexportedby themiddlewareto realizeits bene�ts.Sharcemploysadifferentdesignphilosophy. We
areinterestedin exploring techniquesthatallow applicationsto usestandardoperatingsysteminterfacesand
yetbene�t from cluster-wideresourceallocationmechanisms.Compatibilitywith existingOSinterfacesand
librariesis especiallyimportantin commercialenvironmentssuchashostingplatformswhereit is infeasible
to requirethird-partyapplicationsto useproprietaryor non-standardAPIs. Suchan approachalsoallows
existing andlegacy applicationsto bene�t from theseresourceallocationmechanismswithout any modi�-
cations.Our goal is to usecommodityPCsrunningcommodityoperatingsystemsasthebuilding block for
designingsharedclusters. The only requirementwe imposeon the underlyingoperatingsystemis that it
supportsomenotion of quality of servicesuchasreservations[60, 69] or shares[51]. Many commercial
andopen-sourceoperatingsystemssuchasSolaris[107], IRIX [99] andFreeBSD[20] alreadysupportsuch
features.

Next we presentthearchitecture,mechanisms,andpoliciesemployedby Sharcto addresstheserequire-
ments.

7.4 Sharc Ar chitectureOverview

Figure 7.1(a)shows the Sharcarchitecture. In general,applicationsare oblivious of the nucleusand
the control planeexceptat applicationstartuptime wherethey interactwith thesecomponentsto reserve
resources.Onceresourcesarereserved,applicationsinteractsolelywith theOSkernelandwith oneanother,
with no further interactionswith Sharc2. Thecontrol planeandthenucleusact transparentlyon thebehalf
of applicationsto determineallocationsfor individual capsules.To ensurecompatibility with differentOS
platforms, theseallocationsare determinedusing OS-independentQoS parametersthat are then mapped

2Notethat it is not mandatoryfor applicationsto reserve resourceswith Sharcbeforethey arestartedon thecluster. An application
may choosenot to reserve any resources.Differentpoliciesarepossiblefor allocatingresourcesto suchapplications. In our Sharc
prototype,resourcesoneachnodeare�rst assignedto thecapsulesthatexplicitly reservedthem;theremainingresourcesaredistributed
equallyamongcapsulesthatdidn't reserveany resources.
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to OS-speci�cQoSparameterson eachnode. The taskof enforcing theseQoSrequirementsis left to the
operatingsystemkernel.This providesa cleanseparationof functionalitybetweenresourcereservationand
resourcescheduling,with Sharcresponsiblefor theformerandtheOSkernelfor thelatter.

In this chapter, we show how Sharcmanagestwo importantclusterresources,namelyCPUandnetwork
interfacebandwidth.As alreadymentioned,techniquesfor managingotherresourcessuchasmemoryand
diskbandwidtharebeyondthescopeof this thesis.

7.4.1 The Control Plane

As shown in Figure7.1(a),theSharccontrolplaneconsistsof a resourcemanager, anadmissioncontrol
andcapsuleplacementmodule,anda fault-tolerancemodule.Theadmissioncontrolandcapsuleplacement
moduleperformstwo tasks:(i) it ensuresthatsuf�cient resourcesexist for eachnew application,and(ii) it
determinestheplacementof capsulesontonodesin thecluster. Wediscussedtheseissuesin detailin Chapters
6 and5. Onceanapplicationis admittedinto thesystem,theresourcemanageris responsiblefor ensuringthat
theaggregateallocationof eachapplicationandthoseof individual capsulesaremet. For thoseapplications
wheretradingof resourcesacrosscapsulesis permitted,the resourcemanagerperiodicallydetermineshow
to reallocateresourcesunusedby under-utilized capsulesto otherneedycapsulesof that application. The
fault-tolerancemoduleis responsiblefor detectingandrecoveringfrom nodeandnucleusfailures.

Thekey abstractionemployedby thecontrolplaneto achieve thesetasksis thatof a cluster-wide virtual
hierarchy(seeFigure7.1(b)).Thevirtual hierarchy maintainsinformationaboutwhatresourcesarecurrently
in usein theclusterandby whom. This informationis representedhierarchicallyin theform of a tree. The
root of thetreerepresentsall theresourcesin thecluster. Eachchild representsanapplicationin thecluster.
Informationaboutthenumberof capsulesandtheaggregatereservationfor thatapplicationis maintainedin
eachapplicationnode. Eachchild of an applicationnoderepresentsa capsule.A capsulenodemaintains
informationaboutthelocationof thatcapsule(i.e., thenodeonwhich thecapsuleresides),its reservationon
thatnode,its currentCPUandnetwork usage,andthecurrentallocation(thetermsreservationandallocation
areusedinterchangeablyin this chapter).Note that the currentallocationmay be differentfrom the initial
reservationif thecapsuleborrows (or lends)resourcesfrom anothercapsule

7.5 Sharc Mechanismsand Policies

In thissection,wedescribehow Sharcenablescapsulesto traderesourceswith oneanotherbasedontheir
currentusage.

7.5.1 ResourceRequirementInfer ence

The Sharccontrol planeemploys the of�ine pro�ling techniquedescribedin Chapter5 to determine
the resourcerequirementsof an applicationat applicationstartuptime. The control planethendetermines
whethersuf�cient resourcesexist in theclusterto servicethenew applicationandtheplacementof capsules
ontonodes.

Sharcallows resourcesto betradedamongthecapsulesof anapplicationbut not amongtheapplications
themselves. The reasonfor prohibiting inter-applicationresourcetradingis that Sharchasbeendeveloped
primarily for environmentssuchas commercialhostingplatformswhereapplicationsnegotiatecontracts
with the clusterseekingguaranteeson resourceavailability. The applicationproviders pay the clusterin
returnfor theseresourceguarantees.Failureto meettheseresourceguaranteesmayimply lossin revenuefor
thecluster. By not allowing inter-applicationresourcetrading,we ensurethatwhenanapplicationneedsto
utilize all theresourcesthatit hadreserved(e.g.,whenahighnumberof requestsarriveatanewssite),it gets
them. Systemsthatallow inter-applicationresourcetradingmay fail to ensurethis. We will seein Section
7.8 that althoughwe do not allow inter-applicationresourcetradingexplicitly, the useof work conserving
resourceschedulerson thenodesin theSharcclusterensuresthatany idle resourcesareautomaticallygiven
to applicationsthatneedthemin additionto theirown shares(from thisperspective, inter-applicationtrading
is “automatic”andimplicit in Sharc).

Next, we describehow theSharccontrolplaneadjuststheresourcesallocatedto capsulesbasedon their
usages.
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Figure 7.2. Variousscenariosthatoccurwhile tradingresourcesamongcapsules.

7.5.2 Trading Resourcesbasedon CapsuleNeeds

Considera sharedclusterwith n nodesthat runsm applications. Let A ij andUij denotethe current
allocationand currentresourceusageof the j th capsuleof applicationi . A ij and Uij are de�ned to be
the fraction of resourceallocatedand used,respectively, over a given time interval; 0 � Uij � 1 and
0 < A ij � 1. Recallalsothat Rij is the fraction of the resourcerequestedby the capsuleat application
startuptime. Thetechniquespresentedin this sectionapplyto bothCPUandnetwork bandwidth—thesame
techniquecanbeusedto adjustCPUandnetwork bandwidthallocationsof capsulesbasedon theirusages.

The nucleuson eachnodetracksthe resourceusageof all capsulesover an interval I andperiodically
reportsthecorrespondingusagevector< Ui 1 j 1 ; Ui 2 j 2 ; : : : > to thecontrolplane.Nuclei on differentnodes
are assumedto be unsynchronized,and hence,usagestatisticsfrom nodesarrive at the control planeat
arbitrary instants(but approximatelyevery I time units). Resourcetrading is the problemof temporarily
increasingor decreasingthe reservation of a capsuleto matchits usage,subjectto aggregate reservation
constraintsfor thatapplication.Intuitively, theallocationof a capsuleis increasedif its pastusageindicates
it could useadditionalresources;the allocationof the capsuleis decreasedif it is not utilizing its reserved
shareandthisunusedallocationis thenlent to otherneedycapsules.

To enablesuchresourcetrading,thecontrolplanerecomputestheinstantaneousallocationof all capsules
every I timeunits.To doso,it �rst computestheresourceusageof acapsuleusinganexponentialsmoothing
function.

Uij = � � Unew
ij + (1 � � ) � Uij ; (7.1)

whereUnew
ij is theusagereportedby thenucleiand� is a tunablesmoothingparameter;0 � � � 1. Use

of an exponentiallysmoothedmoving averageensuresthat small transientchangesin usagesdo not result
in corresponding�uctuations in allocations,yielding a morestablesystembehavior. In theeventa nucleus
fails to reportits usagevector(dueto clock drift, failuresor overloadproblems,all of which delayupdates
from thenode),thecontrolplaneconservatively setstheusageson thatnodeto the initial reservations(i.e.,
Unew

ij = Rij for all capsuleson thatnode).As explainedin Section7.6,thisassumptionalsohelpsdealwith
possiblefailureson thatnode.

Ouralgorithmto recomputecapsuleallocationsis basedonthreekey principles:(1) Tradingof resources
amongcapsulesshouldnever violate the invariant

P
j A ij =

P
j Rij = Ri . That is, redistribution of

resourcesamongcapsulesshouldnevercausetheaggregatereservationof theapplicationto beexceeded.(2)
A capsulecanborrow resourcesonly if thereis anothercapsuleof thatapplicationthat is under-utilizing its
allocation(i.e.,thereexistsacapsulej suchthatUij < A ij ). Furtherthereshouldbesuf�cient sparecapacity
on the nodeto permit borrowing of resources.(3) A capsulethat lendsits resourcesto a peercapsuleis
guaranteedto getit backat any time; moreover thecapsuledoesnotaccumulatecreditfor theperiodof time
it lendstheseresources3. Resourcetradingis only permittedbetweencapsulesof thesameapplication,never
acrossapplications.

3Accumulatingcredit for unusedresourcescancausestarvation. For example,a capsulecould sleepfor an extendeddurationof
timeanduseits accumulatedcreditto continuouslyrunon theCPU,therebystarvingotherapplications.Resourceschedulersthatallow
accumulationof creditneedto employ techniquesto explicitly avoid thisproblem[13].
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Our re-computationalgorithmproceedsin threesteps. First, capsulesthat lent resourcesto otherpeer
capsulesbut needthemback reclaim their allocations. Second,allocationsof under-utilized capsulesare
reducedappropriately. Third, any unutilizedbandwidthis distributed(lent) to any capsulesthatcouldbene�t
from additionalresources.Thus,thealgorithmproceedsasfollows.

Step0: Determinecapsuleallocationswhenresourcetradingis prohibited.If resourcetradingis prohib-
ited,thentheallocationsof all capsulesof thatapplicationaresimplysetto their reservations(8j ; A ij = Rij )
andthealgorithmmoveson to thenext application.

Step 1: Needycapsulesreclaimlent resources. A capsuleis saidto have lent bandwidthif its current
allocationis smallerthanits reservation (i.e., allocationA ij < reservationRij ). Eachsuchcapsulesignals
its desireto reclaim its dueshareif its resourceusageequalsor exceedsits allocation(i.e., usageUij �
allocationA ij ). Figure7.2,Case1 pictorially depictsthisscenario.

For eachsuchcapsule,theresourcemanagerreturnslentbandwidthby setting

A ij = min (Rij ; (1 + � ij ) � Uij ); (7.2)

where� ij , 0 < � ij < 1, is aper-capsulepositiveconstantthatmaybespeci�edin theRSLandtakesadefault
valueif unspeci�ed.In ourexperiments,weuseavalueof 0:1 for thisparameter.

Ratherthanresettingtheallocationof thecapsuleto its reservation, thecapsuleis allocatedthesmaller
of its reservationandthecurrentusage.This ensuresthatthecapsuleis returnedonly asmuchbandwidthas
it needs(seeFigure7.2). Theparameter� ij ensuresthatthenew allocationis slightly largerthanthecurrent
usage,enablingthecapsuleto (gradually)reclaimlent resources.

Step 2: Underutilizedcapsulesgive up resources. A capsuleis said to be under-utilizing resourcesif
its currentusageis strictly smallerthanits allocation(i.e., usageUij < allocationA ij ). Figure7.2,Case2
depictsthisscenario.

Sincetheallocatedresourcesareunder-utilized, theresourcemanagershouldreducethenew allocation
of thecapsule.Theexactreductionin allocationdependson therelationshipof thecurrentallocationandthe
reservation. If the currentallocationis greaterthenthe reservation (Case2(a) in Figure7.2), thenthe new
allocationis set to the usage(i.e., the allocationof a capsulethat borrowed bandwidthbut didn't useit is
reducedto its actualusage).On theotherhand,if thecurrentallocationis smallerthereservation(implying
thatthecapsuleis lendingbandwidth),thenany furtherreductionsin theallocationsaremadegradually(case
2(b) in Figure7.2). Thus,

A ij =
�

Uij ifA ij � Rij

(1 � � ij ) � A ij ifA ij < Rij
(7.3)

where� ij is asmallpositive constant,0 < � ij < 1.
After examiningcapsulesof all applicationsin Steps1 and2, theresourcemanagercanthendetermine

theunusedresourcesfor eachapplicationandthesparecapacityoneachnode;theunusedresourcescanthen
belent to theremaining(needy)capsulesof theseapplications.

It is possibleto have two differentvaluesfor the parameter� ij in Steps2 and3. Also, capsulesthat
needto reclaimlent resourcesfastmaybeassigneda large� ij value. In this chapter, we reportresultsfrom
experimentsin whichall thecapsuleshadthesame� ij valueof 0:1.

Step 3: Needycapsulesare lent additional (unused)bandwidth. A capsulesignalsits needto borrow
additionalbandwidthif its usageexceedsits allocation(i.e., usageUij � allocationA ij ). An additional
requirementis thatthecapsuleshouldn't alreadybelendingbandwidthto othercapsules(A ij � Rij ), elseit
wouldhave beenconsideredin Step1. Figure7.2,Case3 depictsthisscenario.

Theresourcemanagerlendsadditionalbandwidthto sucha capsule.Theadditionalbandwidthallocated
to thecapsuleis smallerof thesparecapacityonthatnodeandtheunallocatedbandwidthfor thatapplication.
Thatis,

A ij = A ij + min (
1 �

P
j 2 node A ij

N1
;

Ri �
P C j

j =1 A ij

N2
); (7.4)

where1 �
P

A ij is the sparecapacityon a node,R i �
P C j

j =1 A ij is the unallocatedbandwidthfor the
application,andN1 andN2 arethenumberof needycapsulesonthenodeandfor theapplication,respectively,
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all of whomdesireadditionalbandwidth.Thus,theresourcemanagerdistributesunusedbandwidthequally
amongall needycapsules.

An importantpoint to note is that the sparecapacityon a nodeor the unallocatedbandwidthfor the
applicationcould be negativequantities. This scenariooccurswhen the amountof resourcereclaimedin
Step1 is greaterthan the unutilizedbandwidthrecoupedin Step2. In sucha scenario,the net effect of
Equation(7.4)is to reducethetotalallocationof thecapsule;this is permissiblesincethecapsulewasalready
borrowing bandwidthwhich is returnedback.4 Thus,Equation(7.4)accountsfor bothpositive andnegative
sparebandwidthin oneuni�ed step.

Step 4: Ensure the invariant for the application. After performingthe above stepsfor all capsulesof
the application,the resourcemanagerchecksto ensurethat the invariant

P
j A ij =

P
j Rij = Ri holds.

Additionally,
P

j 2 node A ij � 1 shouldhold for eachnode.Undercertaincircumstances,it is possiblethat
the total allocationmaybeslightly largeror smallerthantheaggregatereservation for theapplicationafter
the above threesteps,or an increasein capsuleallocationin Step1 may causethe capacityof the nodeto
beexceeded.Thesescenariosoccurwhencapacityconstraintson a nodepreventredistribution of all unused
bandwidthor thetotal reclaimedbandwidthis larger thanthetotal unutilizedbandwidth.In eithercase,the
resourcemanagerneedsto adjustthe new allocationsto ensuretheseinvariants. It canbe shown that the
bin-packingproblem,which is NP-hard[47], reducesto the resourceallocationproblemthat the resource
managersolves using steps3 and 4. Consequently, the resourcemanagerhasto resort to the following
heuristic: it performsa small, constantnumberof additionalscansof all capsulesto increaseor decrease
their allocationsslightly. This heuristichasbeenfoundto performwell in practice,yielding total allocations
within 5 % of theaggregatereservationsfor applicationsthroughoutourexperimentalstudy.

Thenewly computedallocationsarethenconveyedto eachnucleus.Thenucleusthenmapsthesenew al-
locationsto OS-speci�cQoSparametersasdiscussedin Section5.5.1andconveys themto theOSscheduler.

A salientfeatureof theabove algorithmis that it hastwo tunableparameters—theinterval lengthI and
thesmoothingparameter� . As will beshown experimentallyin Section7.8,useof a small re-computation
interval I enables�ne-grain resourcetrading basedon small changesin resourceusage,whereasa large
interval focusesthe algorithm on long-termchangesin resourceusageof capsules.Similarly, a large �
causestheresourcemanagerto focuson immediatepastusageswhile computingallocations,while a small
� smoothsout thecontributionof recentusagemeasurements.Thus,I and� canbechosenappropriatelyto
controlthesensitivity of thealgorithmto small,short-termchangesin resourceusage.

7.6 Failur eHandling in Sharc

In this section,we describethefailurerecovery techniquesemployedby Sharc.We considerthreetypes
of failures—nucleusfailure,controlplanefailure,andnodeandlink failures.Thekey principleemployedby
Sharcto recover from thesefailuresis replicationof stateinformation—thevirtual andthephysicalhierar-
chiesreplicatestateinformationmaintainedby Sharc(seeFigure7.1(b)); this replicationis intentionaland
enablesreconstructionof statelostdueto a failure.

7.6.1 NucleusFailur e

A nucleusfailureoccurswhenthenucleuson a nodefails but thenodeitself remainsoperational.It is
theresponsibilityof thecontrolplaneto detecta nucleusfailure. If a nucleusfails to reportusagestatistics
for two consecutive intervalsof durationI , thenthefault tolerancemoduleon thecontrolplaneis invokedto
diagnosetheproblem.Thefault-tolerancemodule�rst checksif thenodeis alive by sendingechomessages
to thenodeandthenexecutinga remotescriptthatexaminesthehealthof variousoperatingsystemservices.
If the nodeis found to be healthy, the modulethenattemptsto contactthe nucleus. If the nucleusfails to
respond,anucleusfailureis �agged.

The fault tolerancemodulethenattemptsto recover from the failureby startinga new nucleus(usinga
remotescript that �rst cleansup the remnantsof the previous nucleusandthenstartsup a new one). The

4For simplicity of exposition,we have omitteda coupleof detailsin Eqs. (7.2), (7.3), and(7.4). First, thesestepsalso involve
ensuringthatany lower boundsspeci�ed by theapplicationon thecapsules'CPUandnetwork bandwidthallocationsaremaintained.
Second,aftercomputingA ij in Eq. (7.4), theallocationis constrainedasA ij = max (A ij ; R ij ) to preventit from becomingsmaller
thanR ij whenthesparecapacityis negative.
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controlplanethensynchronizesits statewith thenucleusby (i) examiningthevirtual hierarchy to determine
all capsulesresidingonthatnode,and(ii) reconstructingthephysicalhierarchy usingthis information.Since
the kernel is unaffectedby the nucleusfailure, the QoSparametersmaintainedby the CPU schedulerfor
individual capsulesarealsounaffected.Notethatthecontrolplanedisablesresourcetradingfor capsuleson
thatnodeuntil failurerecovery is complete;this is doneby settingA ij = Uij = Rij for all residentcapsules
in theabsenceof usagereportsfrom thenode.

7.6.2 Control PlaneFailur e

A controlplanefailureis causedby thefailureof thenoderunningthecontrolplaneor thefailureof the
controlplaneitself. In eithercase,thecontrolplanebecomesunreachablefrom thenuclei.

In theeventof acontrolplanefailure,all nucleiruna leaderelectionalgorithm[109] to electanew node
to host the control plane. This is achieved as follows. Upon detectingan unreachablecontrol plane,the
fault tolerancemoduleon thenucleusinvitesall othernuclei,usinga broadcastmessage,to participatein a
voting processto electa new controlplane.Usinga variantof theelectionalgorithmdescribedin [109], the
nucleithenelectthenodewith thelargestID thathassuf�cient resourcesto runthecontrolplane(theamount
of resourcesrequiredto run thecontrolplaceis known a priori, sincethis is con�gured staticallyat system
startuptime basedon thenumberof nodesandapplicationsin thecluster). Eachnucleusthat receivesthis
broadcasteitheragreesor declinesto participatein theelection—ifthenucleus�nds thatthecontrolplaneis
indeedunreachable,it agreesto participate,elseit declines.If theelectionfails dueto the lack of suf�cient
resourceson nodesto run thecontrolplane,thentheneedfor humaninterventionis signaled.If theelection
succeeds,thenthenucleuson theelectednodestartsupanew controlplanewith theappropriatereservation.
The control planethentries to recover the stateof the virtual hierarchy—this is achieved by polling each
nucleusfor thephysicalhierarchy andcreatingaunionof thephysicalhierarchies.

Underrarecircumstances,theclustermight have two concurrentcontrolplanesrunning.This happensif
thenoderunningthecontrolplaneexperiencesa transientlink failurebut thenodeitself remainsoperational
during the failure. Beforethe restorationof the link, theothernuclei couldvoteandstartup a new control
plane.Eachcontrolplanebroadcastsaperiodicheartbeatmessageandlistensfor similarmessagesfrom other
controlplanes.If asecondcontrolplaneis detectedthenasimpleelectionalgorithmis runto choosebetween
thetwo—typicallyayoungercontrolplane(i.e.,onethatwasstartedlater)is alwaysgivenpreferenceandthe
oldercontrolplaneterminatesitself.

7.6.3 Nodeand Link Failur es

A nodefailureoccurswhentheoperatingsystemon a nodecrashesdueto a softwareor hardwarefault.
A link failureoccurswhenthelink connectingthenodeto theclusterinterconnectfails. Fromtheperspective
of thecontrolplane,bothkindsof failureshave thesameeffect—thenodebecomesunreachable.Whereas
recoveringfrom a nodeor link failurerequireshumanintervention(to rebootthesystemor to repairfaults),
thecontrol planecanaid the recovery process.Upondetectingan unreachablenode,thecontrol planecan
examinethe virtual hierarchy andautomaticallyreassignany capsulerunningon that nodeto othernodes
in thecluster. Thereassignmentprocessinvolvesadmissioncontrolandcapsuleplacementfor theaffected
capsules. After determiningthe new mappings,the correspondingnuclei are noti�ed and their physical
hierarchiesareupdated.Theaffectedapplicationcapsulescanthenberestartedon thatnode.Notethat this
processonly helpsdeterminea new setof nodesto run thecapsulesresidingon thefailednode;it doesnot
help in recovering thestateof the failedcapsules—recovery of lost capsulestate,if desirable,is left to the
applicationandrequiresapplication-speci�cmechanismssuchascheck-pointingor logging[109].

7.6.4 Application Failur e

Applicationscanfail in many ways. Whereascertaintypesof applicationfailuresaredetectable(e.g.,
softwarecrashes)to thecluster, many typesof failures,suchasdeadlocks,arenot. Consequently, ourcurrent
designof Sharcdoesnot dealwith applicationfailures;handlingapplicationfailuresis left to theownersof
applications.In thefuture,weplanto examinehow certainclassesof applicationfailurescanbeautomatically
detectedandhandledby thecluster.
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7.7 Implementation Considerationsand Complexity

Thecomplexity of themechanismsemployedby thecontrolplaneandthenucleiis asfollows.
Resource trading. The resourcetradingalgorithmdescribedin Section7.5.2proceedsoneapplication

at a time; capsulesof an applicationneedto be scanneda constantnumberof times to determinetheir
new allocations(oncefor the �rst threestepsanda constantnumberof timesin Step4). Thus,the overall
complexity is linear in thenumberof capsulesandtakesO(mk) time in a systemwith m applications,each
with k capsules(total of mk capsules).Eachnucleuson a nodeparticipatesin this processby determining
resourceusagesof capsulesandsettingnew allocations;theoverheadof thesetasksis two systemcallsevery
I time units. Thus,theoverall complexity of resourcetradingis linear in thenumberof capsules,which is
moreef�cient thanthetimecomplexity of prior approaches[10].

Communication overheads.Thenumberof bytesexchangedbetweenthecontrolplaneandthevarious
nuclei is a function of the total numberof capsulesin the systemandthe numberof nodes.Although the
preciseoverheadis � � n + � 0 � mk, it reducesto O(mk) bytesin practice,sincemk >> n in sharedclusters
(� , � 0 areconstants).

Implementation details. Wehaveimplementedaprototypeof SharconaclusteronLinux PCs.Wechose
Linux astheunderlyingoperatingsystemsinceimplementationsof severalcommonlyusedQoSscheduling
algorithmsareavailablefor Linux, allowing us to experimentwith how capsulereservationsin Sharcmap
onto differentQoSparameterssupportedby theseschedulers.Brie�y , our Sharcprototypeconsistsof two
components—thecontrolplaneandthenucleus—thatrun asprivilegedprocessesin userspaceandcommu-
nicatewith oneanotheron well-known port numbers.The implementationis multi-threadedandis based
on Posix threads. The control planeconsistsof threadsfor (i) admissioncontrol andcapsuleplacement,
(ii) resourcemanagementand trading, (iii) communicationwith the nuclei on variousnodes,and (iv) for
handlingnucleusandnodefailures.Theresourcespeci�cationlanguagedescribedin Section7.5 is usedto
allocateresourcesto new applications,to modify resourcesallocatedto existing applications,or to termi-
nateapplicationsandfreeup allocatedresources.Eachnucleusconsistsof threadsthattrackresourceusage,
communicatewith thecontrolplane,andhandlecontrolplanefailures.For thepurposesof this chapter, we
choseaLinux kernelthatimplementstheH-SFQproportional-sharescheduler[89] andtheleaky bucket rate
regulatorfor allocatingCPUandnetwork interfacebandwidth,respectively. This allows us to demonstrate
thatSharccanindeedinter-operatewith differentkindsof kernelresourcemanagementmechanisms.Next,
wediscussourexperimentalresults.

7.8 Experimental Evaluation

In this section,we experimentallyevaluateour Sharcprototypeusingtwo typesof workloads—acom-
mercialthird-partyhostingplatformworkloadandaresearchworkgroupenvironmentworkload.Usingthese
workloadsandmicro-benchmarks,we demonstratethat Sharc: (i) providespredictableallocationof CPU
basedon thespeci�edresourcerequirements,(ii) canisolateapplicationsfrom oneanother, (iii) canscaleto
clusterswith a few hundrednodesrunning100,000capsules,and(iv) canhandlea varietyof failurescenar-
ios. In what follows, we �rst describethe test-bedfor our experimentsandthendescribeour experimental
results.

7.8.1 Experimental Setup

Thetestbedfor ourexperimentsconsistsof aclusterof Linux-basedworkstationsinterconnectedby a100
Mb/s switchedEthernet.Our experimentsassumethatall machinesarelightly loadedandsois thenetwork.
Unlessspeci�edotherwise,theSharccontrolplaneis assumedto run on a dedicatedclusternode,aswould
betypicalona third-partyhostingplatform.

Our experimentsinvolved two typesof workloads.Our �rst workloadis representative of a third-party
hostingplatform and consistsof the following applications: (i) an e-commerceapplicationconsistingof
a front-endWeb server anda back-endrelationaldatabase,(ii) a replicatedWeb server that usesApache
version1.3.9,(iii) a �le downloadserver thatsupportsdownloadof largeaudio�les, and(iv) a home-grown
streamingmediaserver that steams1.5 Mb/s MPEG-1 �les. Our secondworkload is representative of a
researchworkgroupenvironmentandconsistsof (i) Scienti�c, acompute-intensive scienti�c applicationthat
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Applications Capsules& % (cpu,net)Reservations Workload Resource
N1 N2 N3 N4 trading

E-commerce1 (EC1) (10,5) (10,5) – – Mixed no
E-commerce2 (EC2) – (10,5) (10,5) – Mixed yes
File download(FD) (5,10) – (5,10) (5,10) I/O intensive yes
Streaming(S1) – – (5,5) (5,5) I/O intensive no
Streaming(S2) (5,5) (5,5) – – I/O intensive no
HTTPserver (WS) – (20,5) – (20,5) CPUintensive yes

Table7.1. CapsulePlacementandReservations

involvedmatrixmanipulations,(ii) Summarize, aninformationretrieval application,(iii) Disksim, apublicly-
availablecompute-intensive disk simulator, and(iv) Make, anapplicationbuild job thatcompilestheLinux
2.2.0kernelusingGNU make.

In all theexperiments,thebest-�t basedplacementalgorithmdescribedin Chapter6 wasusedfor placing
theapplications.A valueof 0:1 wasusedfor theparameter� in all theexperiments.

Next, wepresenttheresultsof ourexperimentalevaluationusingtheseapplications.

7.8.2 PredictableResourceAllocation and Application Isolation

Our �rst experimentdemonstratesthe ef�cacy of CPU andnetwork interfacebandwidthallocationin
Sharc. We emulatea sharedhostingplatform environmentwith six applications. The placementof vari-
ousapplicationcapsulesandtheir CPU andnetwork reservationsaredepictedin Table7.1. Our �rst two
applicationsaree-commerceapplicationswith two capsuleseach—afront-endWeb server anda back-end
databaseserver. For both applications,a fraction of requestsreceived by the front-endWeb server areas-
sumedto trigger(compute-intensive) transactionsin thedatabaseserver (to simulatecustomerpurchaseson
thee-commercesite).Our �le downloadapplicationemulatesa musicdownloadsitethatsupportsaudio�le
downloads;its workloadis predominantlyI/O intensive. Eachstreamingserverapplicationstreams1.5Mb/s
MPEG-1�les to multiple clients,while theWebserver applicationservicesdynamicHTTP requests(which
involvesdynamicHTML generationvia Apache's PHP3scripting).For thepurposesof this experiment,we
focuson the behavior of the �rst threeapplications,namelythe two e-commerceapplicationsandthe �le
downloadserver. Theotherthreeapplicationsserveasthebackgroundloadfor ourexperiments.

To demonstratethe ef�cacy of CPU allocationin Sharc,we introducedidentical,periodicburstsof re-
questsin the two e-commerceapplications. Resourcetradingwas turnedoff for the �rst applicationand
waspermittedfor theother. Observe thateachburst triggerscompute-intensive transactionsin thedatabase
capsules.Sinceresourcetradingis permittedfor EC2,thedatabasecapsulecanborrow CPUcyclesfrom the
Webserver capsule(which is I/O intensive) andusetheseborrowedcyclesto improve transactionthrough-
put. Sinceresourcetrading is prohibitedin EC1, the correspondingdatabasecapsuleis unableto borrow
additionalresources,which affectsits throughput.Figure7.3 plots theCPUallocationsof thevariouscap-
sulesfor the two applicationsandthe throughputof both applications.The �gure shows that tradingCPU
resourcesin EC2allows it to processeachburstfasterthanEC1.Speci�cally, tradingCPUbandwidthamong
its capsulesenablesthedatabasecapsuleof EC2 to �nish the two bursts85 secondsand25 secondsfaster,
respectively, thanthedatabasecapsuleof EC1.

Next we demonstratetheef�cacy of network bandwidthallocationin Sharc.We considerthe�le down-
loadapplicationthathasthreereplicatedcapsules.To demonstratetheef�cacy of resourcetrading,we send
a burstof requestsat t = 70 secondsto theapplication;themajority of theserequestsgo to the�rst capsule
andthe other two capsulesremainunderloaded.To copewith the increasedload, Sharcreassignsunused
bandwidthfrom the two under-loadedcapsulesto the overloadedcapsule.We thensenda secondsimilar
burstat t = 160secondsandobserveda similar behavior. We senda third burstat t = 300secondsthat is
skewed towardsthe latter two capsules,leaving the �rst capsulewith unusedbandwidth. In this case,both
overloadedcapsulesborrow bandwidthfrom the underutilizedcapsule;the borrowed bandwidthis shared
equallyamongthetwo overloadedcapsule.Finally, at t = 500seconds,a similar simultaneousburst is sent
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Figure 7.3. PredictableCPU allocationandtrading. Figures(a) and(b) show the CPU allocationfor the
databaseserver andthe Web server capsules,Figure(c) shows the progressof the two burstsprocessedby
thesedatabasesevers.

to thetwo capsulesagain with similar results.Figure7.4plots thenetwork allocationsof thethreecapsules
anddemonstratestheabove behavior.
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Figure 7.4. Predictablenetwork allocationandtrading.Figure(a), (b) and(c) depictnetwork allocationsof
capsulesof theFile downloadapplication.

An interestingfeatureexhibitedby theseexperimentsis relatedto theexponentialsmoothingparameter
� mentionedin Section7.5.2. For CPUbandwidthallocation,� waschosento be1.0 (no history),causing
Sharcto reallocatebandwidthto thedatabasecapsuleof EC2veryquickly. For network bandwidthallocation,
� waschosento be0.5 resultingin a moregradualtradingof network bandwidthamongthecapsulesof the
�le downloadapplication. Figures7.3 and7.4 depict this behavior. Thus, the valueof � canbe usedto
control the sensitivity of resourcetrading. One additionalaspectof the above experimentsis that Sharc
isolatestheremainingthreeapplications,namelyS1,S2,andWS,from theburstyworkloadsseenby the�rst
threeapplications.This is achievedby providing eachof theseapplicationswith aguaranteedresourceshare,
which is unaffectedby theburstyworkloadsof thee-commerceand�le downloadapplications.

7.8.3 Performanceof a Scienti�c Application Workload

We conductedanexperimentto demonstrateresourcesharingamongfour applicationsrepresentinga re-
searchworkgroupenvironment.Theplacementof variouscapsulesandtheir CPUreservationsarelisted in
Table7.2 (sincetheseapplicationsarecompute-intensive, we focusonly on CPUallocationsin this experi-
ment).As shown in thetable,the�rst two applicationsarrive in the�rst few minutesandareallocatedtheir
reservedsharesby Sharc.Thecapsuleof thescienti�c applicationrunningonnode2 is put to sleepat t = 25
minutes,until t = 38 minutes.This allows theothercapsulesof thatapplicationon nodes3 and4 to borrow
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Applications Arrival Capsules& theirReservations
(min) N1 N2 N3 N4

Summarizer 1 20% 30% 20% —
Scienti�c 2.5 — 20% 30% 20%
Disksim 36 50% — 50% —
Make 37 — 50% — 50%

Table7.2. CapsulePlacementandReservations

bandwidthunusedby thesleepingcapsule.TheDiskSimapplicationarrivesat t = 36min andthebandwidth
borrowed on node3 by the scienti�c applicationhasto be returned(sincethe total allocationon the node
reaches100%,thereis no longerany sparecapacityon thenode,preventingany furtherborrowing). Finally,
two kernelbuilds startupat t = 37 minutesandareallocatedtheir reservedshares.We measuredtheCPU
allocationsandtheactualCPUusagesof eachcapsule.Sincetherearetencapsulein thisexperiment,for the
sake of clarity, we only presentresultsfor thethreecapsuleson node3. As shown in Figure7.5, thealloca-
tionsof thethreecapsulescloselymatchtheabove scenario.TheactualCPUusagesareinitially largerthan
theallocations,sinceSFQis a fair-shareCPUschedulerandfairly redistributesunusedCPUbandwidthon
thatnodeto runnablecapsules(regardlessof their allocations).Notethat,at t = 36minutes,thetotal alloca-
tion reaches100%;at this point, therein no longerany unusedCPUbandwidththatcanberedistributedand
the CPU usagescloselymatchtheir allocationsasexpected.Thus,a proportional-shareschedulerbehaves
exactly likea reservation-basedschedulerat full capacity, while redistributingunusedbandwidthin presence
of sparecapacity;this behavior is independentof Sharc,which continuesto allocatebandwidthto capsules
basedon their initial reservationsandinstantaneousneeds.
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Figure 7.5. Predictableallocationand resourcetrading. Figure (a), (b) and (c) depict CPU usagesand
allocationsof capsulesresidingonnode3.

7.8.4 Application Isolation in Sharc

We demonstrateapplicationisolationin Sharcusinga workloadrepresentative of a sharedhostingplat-
form. We usethe following setup:(i) Node1: mySQL server [80] (50% reservation), (ii) Node2: Quake
server(15%reservation),and(iii) Node3: streamingmediaserver(15%reservation).Weusedthebenchmark
suitedistributedwith the mySQL server to emulatea heavy databaseworkload. The Quake andstreaming
mediaserversare lightly loadedat all times. We ran a replicatedWeb server (server A) with capsuleson
nodes1 and2; the aggregatereservation wasset to 80% (40% per capsule)andresourcetradingwasper-
mitted. A secondreplicatedWebserver (server B ) wasrun on nodes2 and3 with a reservationof 20%per
capsule;resourcetradingwasturnedoff for this application. The following experimentdemonstratesthat
Sharccaneffective isolateapplicationsfrom oneanotherin thepresenceof burstyWebworkloads.We used
thehttperf tool [78] to sendaburstof Webrequeststo serverA onnode1. Theburstconsistsof requests
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Figure7.6.ApplicationIsolationin Sharc.Theallocationsof all capsuleson thethreenodesareshown (due
to spaceconstraints,CPUusagesof thesecapsuleshave beenomitted).

for staticWebpagesaswell asdynamicallygeneratedWebpages(Apache'sPHP3scriptinglanguageis used
for dynamicWeb pagegeneration).The burst causesthe capsuleon node1 to borrow bandwidthfrom its
peeronnode2, but doesnotaffect thedatabaseserver (seeFigure7.6(a)).Next wesendasimultaneousburst
to both capsulesof server A; this causesthe bandwidthborrowed on node1 to be returnedto node2, but
otherapplicationsareunaffected(seeFigures7.6(a)and(b)). Finally, wesendaburstof Webrequeststo the
capsuleof server B on node3 (while maintaininga burstyworkloadon server A). Sinceresourcetradingis
prohibitedfor server B , thecapsuleis unableto borrow bandwidthfrom its peer, eventhoughthe latterhas
bandwidthto spare.Again, theburstsdo not affect otherapplicationson thecluster(seeFigure7.6). This
demonstratesthatSharccaneffectively isolateapplicationsfrom oneanother.

7.8.5 Impact of ResourceTrading

To show that resourcetradingcanhelp applicationsprovide betterquality of serviceto end-users,we
conductedanexperimentwith a streamingvideoserver. Theserver hastwo capsules,eachof which streams
MPEG-1video to clients. We con�gure the server with a total network reservation of 8 Mb/s (4 Mb/s per
capsule).At t = 0, eachcapsulereceivestwo requestseachfor a 15 minutelong 1.5 Mb/s videoandstarts
streamingthe requested�les to clients. At t = 5 minutes,a �fth requestfor thevideoarrivesandthe �rst
capsuleis entrustedwith thetaskof servicingtherequest.Observe thatthecapsulehasanetwork bandwidth
reservation of 4 Mb/s, whereasthe cumulative requirementsof the threerequestsis 4.5 Mb/s. We run the
serverwith resourcetradingturnedon,andthenrepeattheentireexperimentwith resourcetradingturnedoff.
Whenresourcetradingis permitted,the �rst capsuleis ableto borrow unusedbandwidthfrom the second
capsuleandserviceits two clientsat their requireddatarates.In theabsenceof resourcetrading,the token
bucket regulatorrestrictsthe total bandwidthusageto 4 Mb/s, resultingin late packet arrivals at the three
clients.To measuretheimpactof theselatearrivalsonvideoplayback,weassumethateachclientcanbuffer
4 secondsof video andthat video playbackis initiated only after this buffer is full. We thenmeasurethe
numberof playbackdiscontinuitiesthatoccurdueto a buffer under�ow (aftereachsuchglitch, theclient is
assumedto pauseuntil thebuffer �lls upagain). Figure7.7(a)plotsthenumberof discontinuitiesobservedby
theclientsof the�rst capsulein thetwo scenarios.The�gure shows thatwhenresourcetradingis permitted,
thereareveryfew playbackdiscontinuities(thetwo observeddiscontinuitiesaredueto thetimelagin lending
bandwidthto the�rst capsule—thecontrolplanecanreactonly atthegranularityof there-computationperiod
I , which wassetto 5 secondsin our experiment). In contrast,lack of resourcetradingcausesa signi�cant
degradationin performance.Figures7.7(b)and(c) show a 150 secondlong snapshotof the receptionand
playbackof oneof thestreamsprovidedby the �rst capsule(stream2) for the two cases.Observe that the
client is receiving dataatnearly1.5Mbpswhentradingis allowed,but only atabout1.4Mbpsin theabsence
of trading. As shown in Figure7.7(b), therearerepeatedbuffer under�ows (representedby the horizontal
portionsof the plot) dueto the bandwidthrestrictionsimposedby the rateregulator. Thus,the experiment
demonstratestheutility of resourcetradingin improving applicationperformance.
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Figure 7.7. Impactof resourcetrading.Figure(a) shows thenumberof playbackdiscontinuitiesseenby the
threeclientsof theoverloadedvideoserver with andwithout thetradingof network bandwidth.Figures(b)
and(c) show aportionof thereceptionandplaybackof thesecondstreamfor thetwo cases.

7.8.6 Scalability of Sharc

To demonstratethescalabilityof Sharc,weconductedexperimentsto measuretheCPUandcommunica-
tion overheadsimposedby thecontrolplaneandthenucleus.Observe thattheseoverheadsdependsolelyon
thenumberof capsulesandnodesin thesystemandarerelatively independentof thecharacteristicof each
capsule.Theexperimentsreportedin thissectionwereconductedby runningthecontrolplaneandthenuclei
on1 GHzPentiumIII workstationswith 256MBmemoryrunningRedHatLinux version6.2.

7.8.6.1 OverheadsImposedby the Nucleus

We �rst measuredtheCPUoverheadsof thenucleusfor varyingloads;theusageswerecomputedusing
thetimes systemcall andpro�ling toolssuchasgprof . Wevariedthenumberof capsulesonanodefrom
10to 10,000andmeasuredtheCPUusageof thenucleusfor differentinterval lengths.Figure7.8(a)plotsour
results.As shown, theCPUoverheadsdecreasewith increasinginterval lengths.This is becausethenucleus
needsto thequerythekernelfor CPUandnetwork bandwidthusagesandnotify it of new allocationsoncein
eachinterval I . Thelargertheinterval duration,thelessfrequentaretheseoperations,andconsequently, the
smalleris theresultingCPUoverhead.As shown in the�gure, theCPUoverheadsfor 1000capsuleswasless
than2% whenI = 5 seconds.Evenwith 10,000capsules,theCPUusagewaslessthan4% whenI = 20
secondsandlessthan3%whenI = 30seconds.
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Figure 7.8. Overheadsimposedby thenucleus.

Figure7.8(b)plotsthesystemcall overheadincurredby thenucleusfor queryingCPUandnetwork band-
width usagesandfor notifying new allocations.As shown, theoverheadincreaseslinearly with increasing
numberof capsules;theaverageoverheadof thesesystemcallsfor 500capsuleswasonly 497� s and297� s,
respectively
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Figure7.8(c)plotsthecommunicationoverheadincurredby thenucleusfor varyingnumberof capsules.
Thecommunicationoverheadis de�ned to bethetotalnumberof bytesrequiredto reporttheusagevectorto
thecontrolplaneandreceive new allocationsfor capsules.As shown in theFigure,whenI = 30 seconds,
theoverheadis around1300KBfor 10,000capsules(43.3KB/s) andis around130KBperinterval (4.3KB/s)
for 1000capsules.Togethertheseresultsshow that theoverheadsimposedby thenucleusfor mostrealistic
workloadsis small in practice.

7.8.6.2 Control PlaneOverheads

Next we conductedexperimentsto examinethescalabilityof thecontrolplane.Sincewe wererestricted
by a � vePCcluster, weemulatedlargerclustersby startingupmultiplenucleioneachnodeandhaving each
nucleusemulateall operationsasif it controlledtheentirenode.Dueto memoryconstraintsonourmachines,
we didn't actuallystartup a largenumberof applicationsbut simulatedthemby having thenucleimanage
thecorrespondingphysicalhierarchiesandreportvaryingCPUandnetwork bandwidthusages.Thenuclei
on eachnodewereunsynchronizedandreportedusagesto the control planeevery I time units. From the
perspective of thecontrolplane,sucha setupwasno differentfrom anactualclusterwith a largenumberof
nodes.
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Figure 7.9. Overheadsimposedby thecontrolplane.

Figure7.9(a)plots theCPUoverheadof thecontrolplanefor varyingclustersizesandinterval lengths.
The �gure shows thata controlplanerunningon a dedicatednodecaneasilyhandlethe load imposedby a
256nodeclusterwith 10,000capsules(theCPUoverheadwaslessthan16%whenI = 30 seconds).Figure
7.9(b)plots the total busy time for a 256nodecluster. Thebusy time is de�ned to the total CPUoverhead
plus the total time to sendandreceive messagesto all thenuclei. As shown in the �gure, thecontrolplane
canhandleup to 100,000capsulesbeforereachingsaturationwhenI = 30 seconds.Furthermore,smaller
interval lengthsincreasetheseoverheads,sinceall control planeoperationsoccur more frequently. This
indicatesthata larger interval lengthshouldbechosento scaleto largerclustersizes.Finally, Figure7.9(c)
plotsthetotal communicationoverheadincurredby thecontrolplane.AssumingI = 30 seconds,the�gure
shows thata clusterof 256nodesrunning100,000capsulesimposesanoverheadof 3.46Mb/s,which is less
than4% of theavailablebandwidthon a FastEthernetLAN. The �gure alsoshows that thecommunication
overheadis largely dominatedby thenumberof capsulesin thesystemandis relatively independenton the
numberof nodesin thecluster.

7.8.7 Effect of TunableParameters

To demonstratetheeffectof tunableparametersI and� , weusedthesamesetof workgroupapplications
describedin Table7.2. We put a capsuleof thescienti�c applicationto sleepfor a shortduration.We varied
the interval lengthI andmeasuredits impacton theallocationof thecapsule.As shown in Figure7.10(a),
increasingthe interval lengthcausestheCPUusageto beaveragedover a largermeasurementinterval and
diminishestheimpactof thetransientsleepon theallocationof thecapsule(with a largeI of 5 minutesthe
effectof thesleepwasnegligibly smallontheallocation).Next weputacapsuleof Disksimto sleepfor afew
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Failure Time to detect Time to recover
type

Nucleus 80.7s� 5.91 11.18s� 0.45
Node 79.27s� 5.79 55.1ms� 3.89

Controlplane 19.85s� 5.89 17.41s� 1.99

Table7.3. FailureHandlingTimes(with 95%Con�denceIntervals)

minutesandmeasuredtheeffect of varying� on theallocations.As shown in Figure7.10(b),useof a large
� makestheallocationmoresensitive to suchtransientchanges,while a small � diminishesthecontribution
of transientchangesin usageon theallocations.Thisdemonstratesthatanappropriatechoiceof I and� can
beusedto controlthesensitivity of theallocationsto short-termchangesin usage.
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Figure 7.10.Impactof tunableparametersoncapsuleallocations.

7.8.8 Handling Failur es

We usedfault injection to studytheeffect on failuresin Sharc.We ran100capsulesof our workgroup
applicationsoneachof thefour nodesandranthecontrolplaneonadedicatednodeandsetI = 30seconds.
Wekilled thenucleusonvariousnodesat randomtime instantsandmeasuredthetimesto detectandrecover
fromthefailure.Asshown in Table7.3,thecontrolplanewasabletodetectthefailurein 80.7seconds(around
2:5 � I ). Oncedetected,startingupanew nucleusremotelytookaround11.13seconds,while reconstructing
the100nodephysicalhierarchy andresynchronizingstatewith thenucleustookanadditional54msec(total
recovery time was11.18seconds).Next we studiedtheeffect of nodefailuresby haltingtheOSon nodesat
arbitrarytime instants.Detectinganodefailuretookaround79.27seconds;thecontrolplanethenattempted
to reassignthe 100 capsuleson the failed nodeto othernodes. The resultingadmissioncontrol, capsule
placementandsendingupdatesto nuclei took 55.1 msec. In onecase,we useda heavily loadedsystem,
andasexpected,the control planesignaledits inability to reassigncapsulesto othernodesdueto lack of
suf�cient resources.Finally, we studiedtheimpactof controlplanefailures.Thecontrolplanewasrun on a
dedicatedclusternodeandwaskilled at randominstants.Thenucleiwereableto detectthe failure in 19.8
seconds;runningtheelectionalgorithmtook 16.63seconds,startingup a new controlplanetook 9.45msec,
while reconstructionof the400capsulevirtual hierarchy tookanother294.9ms(totalrecoverytimewas17.41
seconds).Our currentprototypecanonly handlethecasewherea controlplanerunningon a dedicatednode
fails; handlingthefailureof a controlplanethatrunson a nodewith active capsulesis morecomplex andis
not currentlyhandled.
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7.9 Concluding Remarks

In this chapter, we arguedthe needfor effective resourcecontrol mechanismsfor sharingresourcesin
commodityclusters.To addressthis issue,wepresentedthedesignof Sharc—asystemthatenablesresource
sharingin suchclusters.Sharcdependson resourcecontrol mechanismssuchasreservationsor sharesin
theunderlyingOSandextendsthethebene�ts of suchmechanismsto clusteredenvironments.Thecontrol
planeandthe nuclei in Sharcachieve this goal by (i) supportingresourcereservation for applications,(iii)
providing performanceisolationanddynamicresourceallocationto applicationcapsules,and(iv) providing
high availability of clusterresources.Our evaluationof theSharcprototypeshowedthatSharccanscaleto
256nodeclustersrunning100,000capsules.Our resultsdemonstratedthata systemsuchasSharccanbean
effective approachfor sharingresourcesamongcompetingapplicationsin moderatesizeclusters.
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CHAPTER 8

SUMMARY AND FUTURE WORK

Hostingplatformsfor Internetapplicationshave emergedasan importantbusinessduring the pastfew
years. Theseplatformstypically employ large clustersof servers to host multiple applications. Hosting
platformsprovideperformanceguaranteesto thehostedapplications(suchasguaranteesonresponsetimeor
throughput)in returnfor revenue.

Weclassi�edhostingplatformsinto two categories—dedicatedandshared—andidenti�ed theshortcom-
ingsof existingresourcemanagementtechniquesin boththesehostingmodels.Weidenti�ed two key features
of Internetapplicationsthatmakethedesignof hostingplatformschallenging.First,modernInternetapplica-
tionsareextremelycomplex—existing resourcemanagementsolutionsrely uponverysimpleabstractionsof
theseapplicationsandarethereforeinadequatein severalrespects.Second,theseapplicationsexhibit highly
dynamicworkloadswith multi-time-scalevariations.Managingtheresourcesin ahostingplatformto realize
theoftenopposinggoalsof meetingapplicationperformancetargetsandachieving highresourceutilizationis
thereforeadif�cult endeavor. In this thesis,wedevelopedresourcemanagementmechanismsthatanInternet
hostingplatform canemploy to addressthesechallenges.In this chapter, we summarizeour contributions
anddiscussdirectionsfor futurework.

8.1 Summary of Research Contrib utions

In thisdissertation,wemadethefollowing maincontributions.

� Analytical modelsfor Internet applications: Modern Internetapplicationsare complex, distributed
softwaresystemsdesignedusingmultiple tiers. They arebuilt usingdiversesoftwarecomponents.
They seedynamicallychangingworkloadsthatcontainlong-termvariationssuchastime-of-dayeffects
aswell asshort-term�uctuations suchas transientoverloads. Additionally, theseapplicationsmay
employ replicationandcachingat oneor moretiers.Existingmodelsemploy very simpleabstractions
of theseapplications(suchasmodelingonly onetier) andarethereforeinadequatein severalrespects.
In this thesis,weproposedanalyticalmodelsof multi-tier Internetapplicationsrunningonadedicated
hostingplatform. Our modelscanhandleapplicationswith anarbitrarynumberof tiersandtierswith
signi�cantly differentperformancecharacteristics.Our modelsaredesignedto handlesession-based
workloadsandcanaccountfor applicationidiosyncrasiessuchasreplicationat tiers, loadimbalances
acrossreplicas,cachingeffects,andconcurrency limits ateachtier.

� Requirementinferenceand applicationplacement: We studiedthe problemof the placementof dis-
tributed applicationson a sharedhostingplatform. We presenteda techniqueto infer the resource
requirementsof suchapplicationsusingof�ine kernel-basedpro�ling. We presentedautomatedplace-
ment techniquesthat allow a platform provider to exert suf�cient control over the placementof ap-
plicationcomponentsontonodesin thecluster, sincemanualplacementof applicationsis unfeasibly
complex anderror-pronein largeclusters.We studiedtheoreticalpropertiesof theapplicationplace-
mentproblemanddevelopedonline algorithms. Our approachattemptedto increasethe revenueof
a sharedhostingplatform in two complementaryways—(i)we studiedapproximationalgorithmsfor
applicationplacementto understandhow many applicationsthey areableto placeon theplatformand
(ii) we showedhow controlledunder-provisioningof resourcescanbeusedto improve theplatform's
revenue.

� Dynamicresource provisioningtechniques: Dynamiccapacityprovisioning is a usefultechniquefor
handlingthemulti-time-scalevariationsseenin Internetworkloads.Dynamicprovisioningof resources—
allocationanddeallocationof servers to replicatedapplications—hasbeenstudiedin the context of
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single-tierapplications,of which clusteredHTTP serversarethemostcommonexample.However, it
is non-trivial to extendprovisioningmechanismsdesignedfor single-tierapplicationsto multi-tier sce-
narios. We proposeda novel dynamicprovisioning techniquefor multi-tier Internetapplicationsthat
employs (i) a �e xible queuingmodelto determinehow muchresourcesto allocateto eachtier of the
application,and(ii) acombinationof predictiveandreactivemethodsthatdeterminewhento provision
theseresources,bothat largeandsmalltimescales.Weproposedanovel hostingplatformarchitecture
basedonvirtual machinemonitorsto reduceprovisioningoverheads.

� Design,implementation,and evaluation: We implementedall our resourcemanagementalgorithms
in a prototypehostingplatformbasedon a clusterof forty Linux machinesandevaluatedthemusing
realistic applicationsand workloads. Experimentson our prototypehostingplatform demonstrated
the responsivenessof our techniquesin handlingdynamicworkloads. In onescenariowherea �ash
crowd causedtheworkloadof a three-tierapplicationto double,our techniquewasableto doublethe
applicationcapacitywithin � ve minuteswhile maintainingresponsetime targets.Our techniquealso
reducedtheoverheadof switchingserversacrossapplicationsfrom severalminutesor moreto lessthan
asecond,while meetingtheperformancetargetsof residualsessions.

8.2 Futur eWork

In this section,we discusssomefuture researchdirectionsbasedon ideasthat have emergedfrom our
work in thisdissertation.

� Virtual machinebasedarchitecture: In Chapter3, we introducedtheuseof thevirtual machinetech-
nologyto enablefastreactiveprovisioningin dedicatedhostingplatforms.Recentresearchhasdemon-
stratedthe feasibility of the migration of entire virtual machineinstanceson a commoditycluster,
recordingservicedowntimesaslow as60ms;thismakeslivemigrationapracticaltool evenfor servers
runninginteractive Internetworkloads[31]. This migrationtechnologyaddsa new dimensionto the
designof a dynamicprovisioning technique—inaddition to changingresourceallocations,now we
canalsomove applicationcapsulesin a seamlessfashionacrossthenodesin thecluster. We plan to
investigatethebene�tsthatthisnew capabilitymightoffer in managingresourcesin hostingplatforms.

� Automateddeterminationof provisioningparameters: In ourexistingdynamicprovisioningtechnique,
the frequenciesat which the predictive and reactive algorithmsare invoked are �x ed. We plan to
automatethe computationof thesevaluesin a dynamicmanner. This automationwould relieve the
systemadministratorsof tuningtheseknobs,adif�cult task.

� Enhancementsto theapplicationmodel: Ourapplicationmodelcanbefurtherenhancedto incorporate
additionalcomplexities of modernInternetapplications.For largeapplications,varioustiersareoften
locatedin separatedatacenters.For instance,thedatabaseserversof anonlinebankingservicemay
be locatedin a separatephysical locationandconnectedto the restof theapplicationvia a dedicated
high-speednetwork. Weplanto investigatemodelingandprovisioningissuesfor suchapplicationsthat
arelesstightly coupledthantheapplicationsthatwehave studiedin this thesis.

� Understandingandreproducingworkloads: Althoughalot of researchhasbeendoneoncharacterizing
theloadimposedon standaloneWebserversby modernworkloads[8, 35] (e.g.,thedistribution of the
sizeof �les servedby many Webservers),similar characterizationlacksfor componentslike applica-
tion serversanddatabases.As examples,whataretypicalservicetimesof requestsissuedto EJBtiers,
or of queriesissuedto databasesof an online retail application?We would like to conductresearch
to answersuchquestions.A naturaloffshootof this studywould be the developmentof workload
generatorsfor multi-tier Internetapplicationsasexist for single-tierWebservers[16, 78, 105].

� Resourcemanagementin highly distributedclusters: ZhaoandKarmacheticonsidera modelof host-
ing platformsdifferent from that consideredin our work [127]. They visualizefuture applications
executingon platformsconstructedby clusteringmultiple, autonomousdistributedservers,with re-
sourceaccessgovernedby agreementsbetweentheownersandtheusersof theseservers.They present
an architecturefor distributed,coordinatedenforcementof resourcesharingagreementsbasedon an
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application-independentway to representresourcesandagreements.In this work we have looked at
hostingplatformsconsistingof serversin onelocationandconnectedby a fastnetwork. However we
alsobelieve thatdistributedhostingplatformswill becomemorepopularandresourcemanagementin
suchsystemswill poseseveralchallengingresearchproblems.
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APPENDIX A

NP-HARDNESSOF THE APP

Weshow thattheapplicationplacementproblemis NP-complete.

De�nition 10 Single-CapsuleApplication PlacementProblem(DEC MAX CAP):
Givenn emptynodesN1, : : : , Nn , a setof m single-capsuleapplicationsC1, : : : , Cm , and an integer k,
determineif a placementof sizek exists.

Lemma 10 DEC MAX CAPis NP-complete.

Proof: Theproofconsistsof two parts.

� DEC MAX CAPis in NP:Givenaninstanceof DEC MAX CAPandaplacement,wecanin polyno-
mial timeverify — (a) if this is avalid placement— this involvescheckingfor eachnodethatthesum
of the requirementsof all thecapsulesplacedon it doesnot exceedthenodecapacity, and(b) if the
sizeof theplacementis k, i.e.,couldk capsulesbeplaced.Thus,wehaveshown thatDEC MAX CAP
is in NP.

� BIN-PACKING reducesto DEC MAX CAP: Let us�rst statethedecisionversionof thebin-packing
problemwhich is known to beNP-complete[47].

BIN-PACKING: Givenasetof m objectsO1, : : : , Om of sizess1, : : : , sm respectively, andaninteger
k, determineif all theobjectscanbeplacedinto k bins,whereeachbin hasunit capacity.

Considerthefollowing polynomial-timereductionfrom BIN-PACKING to
DEC MAX CAP. Givenaninput to BIN-PACKING, weconstructaninput to
DEC MAX CAP asfollows. Correspondingto eachobject in the input to BIN-PACKING, we con-
struct a capsulewhoserequirementis equalto the size of the object. Next, we constructk nodes,
eachwith unit capacity. Thesenode-andcapsule-setsalongwith the integerm comprisethe input to
DEC MAX CAP.

It is easyto seethat theabove is a reduction.Assumetheinput to BIN-PACKING hadm objectsand
theintegerk. Theinput to DEC MAX CAPthatweconstructwouldhavek nodes,m capsulesandthe
integerm. If them objectscan�t into k bins,thenclearlywecanplacethem capsulesin k nodes.On
theotherhand,if them objectscannot�t into k bins,thenthem capsulescannotall beplacedinto the
k nodes.

Thiscompletestheproof.

De�nition 11 General Application PlacementProblem (DEC MAX APP): Given n emptynodesN 1,
: : : , Nn , a setof m applicationsA1, : : : , Am , andan integer k, determineif a placementof sizek exists.

Lemma 11 DEC MAX APPis NP-complete.

Proof: RestrictDEC MAX APPto DEC MAX CAPby allowing only applicationswith onecapsule.

De�nition 12 GeneralApplication PlacementProblemwith the CapsulePlacementRestriction
(DEC MAX APP RES): Givenn emptynodesN1, : : : , Nn , a setof m applicationsA1, : : : , Am , andan
integer k determineif a placementof sizek that satis�esthecapsuleplacementrestrictionexists.

Lemma 12 DEC MAX APP RESis NP-complete.
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Proof: RestrictDEC MAX APP RESto DEC MAX CAP by allowing only applicationswith onecapsule.

Theorem2 APPis NP-hard.

Proof: DEC MAX APP RESis thedecisionversionof APP. Therefore,theNP-hardnessof DEC MAX APP RES
shown in Lemma12provestheNP-hardnessof APP.
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APPENDIX B

ANALYSIS OF THE POLICER

We show how the sentrycan,undercertainassumptions,computethe delayvaluesfor variousclasses
basedon onlineobservations. Thegoal is to pick delayvaluessuchthat theprobability of a newly arrived
requestbeing deniedservicedue to an alreadyadmittedlessimportant requestis smallerthan a desired
threshold.

Considerthefollowing simpli�ed versionof theadmissioncontrolalgorithmpresentedin Section4.4.2:
Assumethattheapplicationrunson only oneserver—it is easyto extendtheanalysisto thecaseof multiple
servers. Theadmissioncontrollerlets in a new requestif andonly if the total numberof requeststhathave
beenadmittedandarebeingprocessedby theapplicationdoesnot exceeda thresholdN . Assumetheappli-
cationconsistsof L requestclassesC1; : : : ; CL in decreasingorderof importance.Wemake thesimplifying
assumptionof Poissonarrivalswith rates� 1; : : : ; � L , andservicetimeswith known CDFsFs1 (:); : : : ; FsL (:)
respectively. As before,d1 = 0. For simplicity of expositionwe assumethatthedelayfor classC2 is d, and
8i > 2; di +1 = ki � di ; (ki � 1). Denoteby A i theevent thata requestof classCi hasto bedroppedat the
processinginstantm � di ; (m > 0) andthereis at leastonerequestof a lessimportantclassCj ; (j > i ) still
in service.Clearly,

Pr (A1) = 0 andPr (AL ) = 0:

Weareinterestedin ensuring

8i > 1; Pr (A i ) < �; 0 < � < 1: (B.1)

Consider1 < i < L . For A i to occur, all of thefollowing musthold: (1) X i : at leastonerequestof classCi

arrivesduringtheperiod[(m � 1) � di ; m � di ], (2) Yi : thenumberof requestsin serviceat time m � di is N ,
(3) Z i : at leastoneof therequestsbeingservicedbelongsto oneof theclassesCi +1 ; : : : ; CL . Wehave,

Pr (A i ) = Pr (X i ^ Yi ^ Z i ):

During overloads,we canassumethat thenumberof requestsin servicewould beN with a high proba-
bility pdr op. Thepolicerwill recordpdr op over shortperiodsof time. Also, X i andZ i areindependent.This
letsushave

Pr (A i ) � Pr (X i ) � pdr op � Pr (Z i ); (B.2)

Pr (X i ) = 1 � e� � i �di : (B.3)

Denoteby Z j
i ; (i < j � L ) theeventthatat leastoneof therequestsbeingservicedat timem � di belongsto

theclassj . Clearly,

Pr (Z i ) =
j = LX

j = i +1

Pr (Z j
i ): (B.4)

Let usnow focuson the termPr (Z j
i ). TheeventZ j

i is thedisjunctionof the following events,onefor
eachl; (l > 0): P l

j : at leastonerequestof classj arrivesduringtheperiod[m � di � (l + 1) � dj ; m � di � l � dj ]
andQl

j : at leastonerequestof classj is admittedat theprocessinginstantm � di � l � dj andR l
j : theservice
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timeof at leastoneadmittedrequestis longenoughsothatit is still in serviceat timem � di . As in Equation
(B.3),

Pr (P l
j ) = 1 � e� � j �dj : (B.5)

ConsiderR l
j . Duringanoverloadeachadmittedrequestcompetesat theserverwith (N -1) otherrequests

duringmostof its lifetime. A fair approximationthenis to assumethata requesttakesN timesits service
time to �nish. Therefore,wehave,

Pr (R l
j ) = 1 � Fsj

�
l � dj

N

�
: (B.6)

WeapproximateQl
j usingthefollowing reasoning.Duringoverloads,arequestof classCj will beadmit-

tedatprocessinginstantt only if thenumberof requestsin serviceat time t is lessthanN (theprobabilityof
this is approximatedas(1 � pdr op)) andno requestof a moreimportantclassCh arrivedduring[t � dh ; t].
Thatis,

Pr (Ql
j ) � (1 � pdr op)

h= j � 1Y

h=1

e� � h dh : (B.7)

Equations(B.2)-(B.7)provide usa way to approximatePr (A i ). This approximationof Pr (A i ) providesa
procedurefor iteratively computingthedi valuesusingnumericalmethods.We pick delayvaluesthatmake
the term on the right handsidesmallerthanthe desiredbound� for all i . This in turn guaranteesthat the
inequalitiesin (B.1) aresatis�ed.

Pr (A i ) � pdr op(1 � pdr op)(1 � e� � i di )
P j = L

j = i +1 (1 � e� � j dj )
Q h= j � 1

h=1 e� � h dh
P 1

l =1

�
1 � Fsj

�
l dj

N )
� �

:
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